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Abstract—AES is the mostly used block cipher nowadays. 
At CRYPTO 2016, Sun et al. proposed the first 5-round 
distinguisher of the AES [19]. However, it is somewhat closely 
related with the keys and hardly be used to mount a key 
recovery attack. Later in FSE 2016 [12] and EUROCRYPT 
2017 [13], the distinguisher was improved. In this paper, by 
combining the techniques proposed by Sun et al. at CRYPTO 
2016, we find a new 3-round integral distinguisher of AES 
which is closely related with the round keys. Then, based on 
the new distinguisher, we develop new techniques and give a 
new integral cryptanalysis for the round-reduced AES. We 
believe this may give new insight on the security of the AES. 

Keywords—integral cryptanalysis, AES, symmetric key 
cryptology  

I. INTRODUCTION  

A. The State-of-the-Art Cryptanalysis of AES 
Block ciphers play a fundamental role in the field of 

symmetric-key cryptography. For example, we can build 
stream ciphers, hash functions and message authenticate 
codes (MAC) based on a known block cipher. Among the 
instances of block ciphers, perhaps the Advanced Encryption 
Standard (AES) [7] is the most widely used one nowadays. 
After its being proposal, the AES has attracted many 
attentions from the cryptographic community, and there have 
already been many developments in the cryptanalysis of AES.  

Firstly, the designers of AES show a 6-round attack 
against the AES-128 by the square attack based on a 3-round 
distinguisher, the data and time complexities of this attack 
are 232 and 272, respectively [7]. This attack has been 
improved by the partial sum technique and the workload has 
been reduced to 244 in [10]. In 2000, Gilbert and Minier 
found a collision property of 3-round Rijndeal [11] based on 
which 7 rounds of AES-192 and AES-256 can be broken 
using 232 chosen plaintexts with the complexity being 2140 
encryptions. This attack was then improved by Dunkelman et 
al. at ASIACRYPT 2010 [9] and Derbez et al. at 
EUROCRYPT 2013 [8]. Until now, the meet-in-the-middle 
attack give the best attack against round-reduced version of 
the AES with respect to the trade-offs between the data 
complexity, the time complexity and the memory. Many 
literatures have studied the security of the AES against the 
impossible differential cryptanalysis, such [15], [17], [18], 
[22]. However, it seems that the key recovery attack can 
achieve at most 7 rounds with respect to the 128-bit key 
version. Boomerang attack is applied by Biryukov [1] for the 

5 and 6 rounds of the cipher. It breaks 5 rounds of AES-128 
using 246 adaptive chosen plaintexts in 246 steps of analysis, 
whereas the 6-round attack needs 278 chosen plaintexts, 278 
steps of analysis, and 236 bytes of memory. A class of 
algebraic attacks on AES were examined in [5], where the S-
box of the AES is written as a system of implicit quadratic 
equations, resulting the conversion of the cryptanalysis to 
solving a huge system of quadratic equations. The algebraic 
cryptanalysis was once considered as the most powerful 
method against the AES. However, there is little progress 
against the security of the AES. Besides the single-key 
model, Biryukov et al. shown that the related-key model can 
break some full version of the AES [2], [3]. However, the 
related-key setting may not be accepted by all the 
cryptographic community. 

Among all the attacks, a distinguisher of the round-
reduced AES is of vital importance. We always try to find a 
distinguisher that covers as many rounds as possible. Before 
2016, all the distinguishers of the AES-128 cover at most 4-
rounds. Then, at EUROCRYPT 2016, Sun et al. proved that 
without the details of the S-box, an impossible differential of 
the AES cannot cover 5 or more rounds [20]. At CRYPTO 
2016, Sun et al. proposed the first 5-round distinguisher of 
the AES [19] which was later improved by Grassi et al. [12], 
[13] to cover 5 rounds. However, these distinguishers seem 
hardly to be used to mount a key recovery attack against the 
AES. 

B. Intergral Cryptanalysis 
At FSE 2002, Knudsen et al. proposed the Integral 

Cryptanalysis [14] which becomes one of the most effective 
cryptanalytic methods since then. Integrals have many 
interesting features and they are especially well-suited in 
analyzing ciphers with primarily bijective components. 
Moreover, they exploit the simultaneous relationship 
between many encryptions, in contrast to differential 
cryptanalysis where only pairs of encryptions are considered. 
Consequently, integrals apply to a lot of ciphers which are 
not vulnerable to differential and linear cryptanalysis. For 
example, it has been proved that the 4-round AES does not 
have an effective differential characteristic while there exist 
many 4-round integrals. These features have made integral 
an increasingly popular tool in recent cryptanalysis work. In 
fact, integral cryptanalysis is a more generalization of Square 
attack [6], Saturation attack [16] and Multiset attack [4] 
proposed by Daemen et al., Lucks, and Biryukov et al., 
respectively. And the newly proposed division property [21] 
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gives a novel way to construct the integral distinguisher of a 
cipher. 

Let V  be a subset of 
2nF , and ( )kE x  be a cipher defined 

over 
2nF . An integral of 

2nF  over V  is defined as the sum 
of all values of ( )kE x  on V . In other words, the integral of 

( )kE x  over V  is 

( , ) ( )k k
x V

E V E x
∈

= ∑∫  

It should be emphasized here that most of the integral 
distinguishers are independent with the specific value of the 
key k . That is, no matter which k  the cipher adopts, 

( , )kE V∫  is always a constant. 

C. Our Contributions 
Actually, the distinguisher proposed by Sun et al. can be 

considered as a key-related one. To be exact, if the difference 
of the inputs equals the differences of the corresponding 
round keys, then the sum of the corresponding ciphertexts is 
zero. Due to the large amount of the palintexts, even though 
we believe it is correct, we cannot verify the distinguisher 
practically and use it to mount a key recovery attack. In this 
paper, we are going to propose a new kind of integral 
distinguisher of the 3-round AES which has a practical data 
complexity and we can also use it to mount a key recovery 
attack against the 4-round AES practically. The steps of the 
attack are as following: 

Step 1. Find a key-related distinguisher of the round-
reduced cipher; 

Step 2. Guess a value for the round-keys related to the 
distinguisher, say k , and denote the key candidates pool 
correspondence to k  by kK ; 

Step 3. Apply the traditional integral cryptanalysis to 
recover the key; 

Step 4. Distinguish the right key from the wrong ones:  

(1)If k = ∅K , it indicates that k  is a wrong value for the 
key related to the distinguisher; 

(2) If there is only one element in kK , then k  may be the 
right value for the key related to the distinguisher, and 
element in kK  is the right value for other round-keys. 

This paper is organized as following: the description of 
the AES is shown in Sec.II. In Sec.III, some new key-related 
3-round integral distinguishers of AES are given, and the 
correspondence key-recovery attack are also discussed in this 
section; Sec. IV gives the key recovery attack against 4-
round AES. Then, Sec.V concludes this paper. 

II. DATA ENCRYPTION PROCESS OF AES 
The AES [7] is designed by Deamem and Rijmen, which 

is the winner of the AES project. Perhaps it is the mostly 
used block ciphers nowadays. The block size of the AES is 
128- bit, and during the encryption process, both the 
plaintext and the round-keys are considered as matrices in 

8
4 4

2
F × , and the entries of the matrix are represented as an 
element of 82

F  (a byte). Let ( ) ( )
4 4( )r r

ijA a ×=  and 
( ) ( )

4 4( )r r
ijK k ×=  be the state and roundkey of the r -th round. 

Then each round function, except the final one, consists of 
the following 4 transformations: 

AddRoundkey (ARK): the state is XORed with the 128-
bit round key: 

( ) ( ) ( ) ( )
4 4( )r r r r

ij ijA K a k ×⊕ = ⊕  

ByteSubstitute (BS): Each entry of state is passed 
through a nonlinear substitution layer(S-box): 

( ) ( )
4 4( ) (S-box( ))r r

ijBS A a ×=  

ShiftRows (SR): Rows are shifted to the left by 0, 1, 2, 
and 3 bytes, from the first row to the last; 

MixColumns (MC): This operation provides efficient 
confusion on columns of the matrix: 

( ) ( )
4 4( ) ( ( ))r r

ijMC A M a ×=  

where M  is an MDS matrix multiplication over 8
4 4

2
F × . 

The MDS matrix used in AES is 

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

M

 
 
 =
 
 
 

 

Each round, except the last one, applies AddRoundKey, 
ByteSubstitute, ShiftRow and MixColumn consequently. 
Note in the last round, the MixColumn is replaced by another 
AddRoundkey. The round keys are generated through the 
key schedule. The round number nr of AES with 128-/192-
/256-bit key is 10/12/14, respectively. 

III. A NEW INTEGRAL DISTINGUISHER OF THE 3-ROUND AES 
In this section, some new distinguishers of 3-round AES 

will be given and new attacks against 4-round AES will be 
proposed. 

Firstly, let’s recall the well-known 3-round integral 
distinguisher: 

Let the inputs of AES be 

0,1 0,2 0,3

1,0 1,1 1,2 1,3

2,0 2,1 2,2 2,3

3,0 3,1 3,2 3,3

x c c c
c c c c
c c c c
c c c c

 
 
 
 
  
 

  where 

,i jc ’s are fixed to some constants in 82
F . Then each byte of 

the output of the third round is balanced. 

This distinguisher was discovered by the designer and 
have been improved to cover 4 rounds then [10]. And most 
of the known integral attacks are based on the 4-round 
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distinguisher. 

As we known, combining different cryptanalytic methods 
may sometimes be more powerful. For example, the 
differential-linear cryptanalysis is actually linear 
cryptanalysis with the inputs being fixed to some given 
difference. However, as two powerful methods, we haven’t 
seen the combination of differential and integral 
cryptanalysis. In the following, we are going to consider 
these two methods together. 

THEOREM. Let the inputs to the AES be 

0,1 0,2 0,3

1,0 1,2 1,3

2,0 2,1 2,2 2,3

3,0 3,1 3,2 3,3

x c c c
c x c c
c c c c
c c c c

δ
 
 ⊕ 
 
  
 

 

where ,i jc ’s are fixed to some constants in 82
F . If 

(0) (0)
0,0 1,1K Kδ = ⊕ , 

then each byte of the output of the 3-rd round is balanced. 

Proof. If the input is 

0,1 0,2 0,3

1,0 1,2 1,3

2,0 2,1 2,2 2,3

3,0 3,1 3,2 3,3

x c c c
c x c c
c c c c
c c c c

δ
 
 ⊕ 
 
  
 

 

where (0) (0)
0,0 1,1K Kδ = ⊕  and ,i jc ’s are constants, the output 

of the first round is: 

0 0,1 0,2 0,3

1 1,1 1,2 1,3

2,0 2,1 2,2 2,3

2 3,1 3,2 3,3

( )
( )

( )

f x d d d
f x d d d
d d d d
f x d d d

 
 
 
 
  
 

 

where ( )if x ’s are permutation polynomials over 82
[ ]F x   

and ,i jd ’s are constants. 

Consequently, we can compute that each byte of the 
output of the third round is of the form 

1 2 3( ) ( ) ( )q x q x q x⊕ ⊕  

where ( )iq x ’s ( 1, 2,3i = ) are permutation polynomials 
over 82

[ ]F x , thus they are balanced. 

Actually, we can construct many other distinguishers 
with the same form using the same techniques above, and we 
leave the details to the readers. 

IV.  INTEGRAL ATTACK AGAINST THE 4-ROUND AES-128 
In this subsection, we briefly give a new key-recovery 

attack against 4-round AES based on the distinguisher 
constructed in the last section. 

Step 1: Choose plaintexts of the following form where s 
are constants: 

0,1 0,2 0,3

1,0 1,2 1,3

2,0 2,1 2,2 2,3

3,0 3,1 3,2 3,3

( , )

x c c c
c x c c

P x
c c c c
c c c c

δ
δ

 
 ⊕ =  
  
 

 

and for all possible x  and δ , encrypt these plaintexts. 
The ciphertext correspondence to ( , )P x δ  is denoted by 

( , )C x δ . 

Step 2: For each 82
Fδ ∈ , denote the pool for the key 

candidates of (4)
0,0K  as ( )K δ , and randomly choose a value 

from ( )K δ , say k , compute 

82

1
0,0( ( , ) )k

x F
s S C x kδ−

∈

= ⊕∑  

If 0ks ≠ , delete k  from ( )K δ . 

Step 3: If necessary, repeat Step 1 and Step 2 until there 
is an element, say 0δ  such that 0| ( ) | 1K δ = , and for other 

0δ δ≠ , 0( )K δ = ∅ . Thus 0δ  is the right value for 
(0) (0)
0,0 1,1K K⊕ , and the single element in 0( )K δ  is the right 

value for (4)
0,0K . 

For each δ , the probability that 0ks =  is 82− . Thus on 
average, for each δ , we can use at most two structures to 
determine whether ( )K δ = ∅  or | ( ) | 1K δ = . This tells that 
the complexity of this attack is 162  chosen plaintexts, and the 
time complexity is about 242  encryptions. 

We have implemented the 4-round attack using personal 
computer, and the round keys can be recovered in less than a 
second. 

We have also tried to give a 5-round key recovery attack. 
However, compared with the traditional integral attack, this 
new distinguisher contains more active bytes, thus more key 
bytes are needed to do a partial key recovery attack. 

V. CONCLUSION 
Integral cryptanalysis is among the popular methods to 

evaluate the security of a block cipher. This paper combined 
the differential cryptanalysis and integral cryptanalysis 
together to show a new type of integral distinguisher of the 
3-round AES, based on which we can also mount a key-
recovery attack against 4-round AES. The newly proposed 
distinguisher and key-recovery attack may give us new 
insight to the security of the AES. In the future, we are going 
to study the possibility of extending the length of the 
distinguisher so that we may get better result about the 
security analysis of the cipher.  
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