








the database adopts distributed storage. It is impossible for a
malicious third party to pretend to illegally obtain the
privacy information of the individual user. Therefore, the

proposed scheme can effectively prevent camouflage attacks.

D. Resist Distributed Denial of Service (DDoS) attack

For the traditional centralized privacy protection
mechanism, once a node has problems, the entire system
will not work properly. With the proposed blockchain based
solution, the fail of any single node does not affect the
normal operation of other nodes. There is no such problem
of single point failure. It is more flexible than a traditional
centralized system in terms of denial of service attacks. For
the latter, once a node fails, users which are connected to the
failed node cannot enter the system.

V. CONCLUSIONS

In the centralized architecture of traditional privacy
protection, if the central node fails or is attacked, the entire
network will be paralyzed, and the user's personal privacy
information may be leaked. This paper proposes a
blockchain based personal privacy protection scheme. It
encrypts the user's personal important information through a
hash function, and uses the workload proof mechanism to
record the user's transaction information data in the
blockchain’s ledger and cannot be changed. Using this
scenario, once a user has registered personal information in
a third-party platform, the platform cannot sell its personal
privacy information to others without authorization from the
user. The user can view all access records through the
management platform or cancel authorization at any time.
The scheme proposed in this paper is versatile and can be
applied to some software platforms that integrate huge
personal information data such as the platforms of shared
bicycles and digital payments.
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