






Technology Co., Ltd. For the interference effect of the wireless 
channel, the interference threshold can be tolerated by no more 
than -81dBm when the minimum reference signal receiving 
power (RSRP) of network coverage of the LTE-G230 system is 
not less than -90dBm. When the RSRP is no less than -110dbm, 
the interference threshold can be tolerated no more than -
105dbm. It can be seen that the current device design can resist 
the interference of illegal signals to a certain extent. 

In order to verify the service isolation, three different types 
of services are loaded from the terminals.  When any two types 
of traffic are overloaded, the throughput and delay of the third 
type of traffic are not affected.  The experimental results show 
a good service quality assurance effect for important service. 

 

Fixed Information 
acquisition terminals

Wireless 
Terminal

Mobile acquisition 
terminals

Wireless 
Terminal

Load control 
terminals

Wireless 
Terminal

Precision control 
service terminals

Wireless 
Terminal

RRU RRUBBU BBU

TX TX

Interface 1

Interface 2

Interface 3

MSTP/SDH

Base 
Station

Interface 1

Interface 2

Interface 3

MSTP/SDH

Core network 1 Core network 2

Router MSTP
/MSDHRouter

PE: Provider Edge
CE: Customer Edge
MSTP: Multi-Service Transfer Platform
SDH: Synchronous Digital Hierarchy

PEPE

Information 
room

Control 
room

Transformer 
substation

APN1 APN2 APN3 Dedicated 
channel

Different frequency

 
Fig. 2. Security network architecture for Smart Grid 

IV. CONCLUSION 
PWPNs face a lot of security threats. To improve the 

security, a service-based architecture is proposed in this paper. 
First, the security risks faced by the PWPNs are analyzed. The 
sources of security threats on the end-to-end communication 
link are present. The proposed architecture provides service 
isolation and security protection from terminals, wireless 
channels, base stations, core networks, and application systems. 
Practice has proved that the protection method has better 
service protection characteristics and can guarantee the 
performance of various services of the PWPNs. 
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