











[29]

[30]

Computing’, IEEE Trans. Parallel Distrib. Syst., 2011, 22, (5), pp.
847-859

Arshad, J., Townend, P., and Xu, J.: ‘A novel intrusion severity
analysis approach for Clouds’, Future Generation Computer Systems,
2013, 29, (1), pp. 416-428

Fonseca, A., and Vazdo, T.: ‘Applicability of position-based routing
for VANET in highways and urban environment’, Journal of Network
and Computer Applications, 2013, 36, (3), pp. 961-973

[31]

[32]

Arif, S., Olariu, S., Jin, W., Gongjun, Y., Weiming, Y., and Khalil, I.:
‘Datacenter at the Airport: Reasoning about Time-Dependent Parking
Lot Occupancy’, Parallel and Distributed Systems, IEEE Transactions
on, 2012, 23, (11), pp. 2067-2080

Kelley, D.: ‘Understanding the CSA Cloud Controls Matrix and
CAIQ’, http://searchcloudsecurity.techtarget.com/feature/Understandi
ng-the-CSA-Cloud-Controls-Matrix-and-CAIQ, 2014


http://searchcloudsecurity.techtarget.com/feature/Understanding-the-CSA-Cloud-Controls-Matrix-and-CAIQ
http://searchcloudsecurity.techtarget.com/feature/Understanding-the-CSA-Cloud-Controls-Matrix-and-CAIQ

	I. Introduction
	II. Application Scenes and Architecture of VCC
	A. Application Scenes of VCC
	B. Architecture of VCC

	III. Security of Vehicle Communication Layer
	A. The Communication Security
	B. The Information Security

	IV. Security of Vehicle Cloud Layer
	A. The Security of three types of VCC
	1) Static VCC Security: In the past, the resources of parked vehicles are unexploited and wasted. But in fact, these vehicles are the best candidate resource nodes because they can contribute their own computing and storage resources to form a static ...
	2) Dynamic VCC Security: The biggest difference between VCC and the conventional cloud is mobility. In present, there are a large number of vehicles that spent the substantial amounts of time in the various dynamic scenes, for instance, driving on the...
	Fig. 5. The structure of Dynamic VCC
	3) Hybrid VCC Security: In the real world, the whole VCC is an immense hybrid VCC. The security of it is the most complicated, including all characteristics of the static VCC and dynamic VCC.

	B. Secure VCC Provider

	V. Open issues and research challenges in VCC
	A. Framework Design of VCC
	B. Security Strategy of VCC
	C. Management Policy of VCC

	VI. Conclusions and Future Expectations
	Acknowledgment
	References




