
JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 6, ISSUE 4, NOVEMBER 2026 196

A Survey of Security Threats to Intelligent Unmanned Systems

Chenhao Xu1,2, Qiyang Han1,2, Yingyu Chen1,2, and Zhiwei Zhang1,2

1Shaanxi Key Laboratory of Network and System Security, Xidian University, Xi’an 710126, China
2School of Computer Science and Technology, Xidian University, Xi’an 710126, China

Intelligent unmanned systems are increasingly deployed in mission-critical scenarios, where attacks may enter through navigation
signals, communication links, software interfaces, terminal devices, actuators, or human–machine interactions and propagate across
sensing, computation and control, communication, actuation, and mission processes. Existing surveys are generally organized around
specific platforms, components, or isolated security domains, making it difficult to characterize cross-layer propagation and the
organizational relationships among multiple attack entries. This paper proposes a threat-entry-oriented multi-domain analysis
framework for intelligent unmanned systems. Heterogeneous systems are mapped to a unified five-layer operational architecture,
while attack impacts are projected into the physical, computing, network, and mission domains. Based on the number of actively
manipulated entries and their entry-opening causal relationships, threats are classified into single-entry, parallel-entry, and cascading-
entry threats. Using a structured narrative review, we synthesize academic research and representative real-world security incidents,
distinguishing direct platform or platform-subsystem evidence from evidence transferred from related systems. Academic studies are
organized according to single-entry, parallel-entry, and cascading-entry threat structures, while real-world incidents are analyzed in
terms of attack entries, propagation mechanisms, cross-domain impacts, and system- or mission-level consequences. Based on the
common characteristics of these threats, corresponding security requirements are derived for entry trustworthiness, cross-domain
consistency, attack-chain containment, trust-boundary control, safe degradation, and trusted recovery.

Index Terms—Intelligent unmanned systems, threat-entry analysis, cross-layer propagation, cross-domain security, cyber-physical
security, mission resilience.

I. INTRODUCTION

UNMANNED systems are powered physical systems that
operate without onboard human operators to accomplish

designed missions [1]. With advances in perception, com-
munication, computation, control, and autonomous decision-
making, they are evolving from remotely operated or rule-
driven platforms into intelligent unmanned systems with au-
tonomous sensing, dynamic decision-making, closed-loop con-
trol, and cooperative execution [2], [3]. This paper focuses
on mission-oriented systems including satellite and constella-
tion systems, industrial unmanned systems, unmanned aerial
vehicles (UAVs), ground and maritime platforms, and their
swarms, and embodied robotic systems [4]–[7].

By integrating sensing, information processing, network
communication, physical actuation, and multi-node coordina-
tion, intelligent unmanned systems can operate in complex
and dynamic environments and support industrial production,
military operations, space exploration, emergency response,
logistics, and public services [3], [4]. Their growing role in
continuous, real-time, and safety-critical missions has also
made them strategically important to industrial development
and national defense, as reflected in major policy initiatives in
the United States, Europe, and China [8]–[11].

The security of intelligent unmanned systems is shaped
by continuous interactions among the system, its physical
environment, and human participants. Environmental signals
affect sensing and state estimation, human commands and task
interfaces influence mission objectives, and system actions
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in turn change the surrounding environment. Intelligence,
interconnection, and autonomy therefore enlarge the attack
surface and couple navigation signals, sensor inputs, commu-
nication links, software and model interfaces, remote-access
channels, actuators, and human–machine interactions. Once
local interference or manipulation is accepted by the system,
its effects may propagate through internal dependencies and
affect state estimation, control decisions, physical execution,
collaboration, and mission completion [12], [13].

Recent incidents illustrate this propagation. Reports from
the Ukraine conflict describe global navigation satellite system
(GNSS) jamming that impairs unmanned-system navigation
and mission execution [14]. The 2022 KA-SAT cyberattack
disabled numerous satellite terminals and disrupted broad-
band services across Europe, as documented by both offi-
cial disclosures and independent international reporting [15]–
[17], while Starlink has faced electromagnetic interference
and link suppression and commercial satellite user segments
remain exposed to modem, management-interface, denial-of-
service, and supply-chain risks [18], [19]. These cases show
that attacks can begin at local physical, communication, or
terminal entries and expand into cross-layer, cross-domain,
and mission-level consequences. As heterogeneous platforms
become more deeply interconnected, security threats can no
longer be adequately understood from a single platform or
isolated-domain perspective.

Existing surveys have examined UAV, satellite communica-
tion, industrial control, robotic and embodied AI, and cyber-
physical system security [4], [6], [7], [13], [20]. Although they
provide important platform- and technique-specific knowledge,
most are organized around individual platforms, components,
or isolated security domains. Consequently, they are less
effective at explaining relationships among attack entries,
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the propagation of local impacts toward control and mission
processes, or the cooperation and progressive expansion of
multiple entries.

To address this limitation, this survey proposes a threat-
entry-oriented multi-domain analysis framework. Heteroge-
neous intelligent unmanned systems are first abstracted into
five operational layers: sensing, computation and control, com-
munication, actuation, and coordination and mission. An attack
entry is defined as an interface, channel, component, or inter-
action point through which an adversary actively influences
the system, while its impacts are analyzed across the physi-
cal, computing, network, and mission domains. According to
the number of active entries and their entry-opening causal
relationships, threats are classified as single-entry, parallel-
entry, and cascading-entry threats. The framework therefore
explains where attacks enter, how multiple entries cooperate
or progressively expand, and how local attacks evolve into
system- and mission-level consequences.

The evidence reviewed in this paper consists of two comple-
mentary parts. Academic studies provide formal attack models,
experimental mechanisms, and analytical methods, whereas
real-world incidents reveal how attack entries, trust relation-
ships, system dependencies, and recovery limitations interact
in operational environments. The two forms of evidence are
analyzed under the same threat-entry-oriented framework.

The main contributions of this paper are as follows:

• We propose a threat-entry-oriented analysis framework
that maps heterogeneous intelligent unmanned systems
to a unified five-layer operational architecture and jointly
characterizes attack-entry locations, cross-layer propa-
gation, multi-domain impacts, and mission-level conse-
quences.

• We synthesize recent advances from academic research
and representative real-world security incidents. Aca-
demic studies are reviewed according to single-entry,
parallel-entry, and cascading-entry threat structures, while
real-world incidents are comparatively analyzed through
their initial entries, entry relationships, propagation paths,
affected domains, and operational consequences.

• We summarize the common characteristics and protection
priorities of the three threat structures and derive security
requirements for entry trustworthiness, cross-domain con-
sistency, attack-chain containment, trust-boundary con-
trol, safe degradation, and trusted recovery.

The remainder of this paper is organized as follows. Sec-
tion I-A explains the survey methodology and evidence selec-
tion. Section II introduces the unified system abstraction and
threat-entry-oriented multi-domain analysis framework. Sec-
tions III–V analyze single-entry, parallel-entry, and cascading-
entry threats, respectively. Section VI summarizes security re-
quirements, and Section VII concludes the paper and discusses
future research directions.

A. Survey Methodology and Evidence Selection

This paper is a structured narrative survey with purposive,
mechanism-oriented evidence selection. Its objective is to

organize attack-entry relationships and derive security require-
ments, rather than estimate attack prevalence or provide an
exhaustive census of the literature. The criteria and evidence
labels below define the scope and evidential role of the
selected material. The literature discovery process was not
documented as a reproducible database search. Accordingly,
this survey does not claim systematic-review completeness or
report database hit counts or a screening flow diagram. Tar-
geted checks of original publications and incident disclosures
clarify the scope of selected claims.

The corpus has three roles: background surveys and defi-
nitions establish the system scope; attack and defense studies
provide technical mechanisms; and incident reports provide
operational observations. Standards and policy documents
support context or security requirements and are not treated
as attack demonstrations. For technical claims, the relevant
evidence is the original research publication or the technical
disclosure by an affected operator, incident-response team, or
government security agency. News accounts provide incident
context and corroboration, but do not by themselves establish
an entry-opening relationship. Multiple reports of the same
incident are treated as complementary accounts of one case
rather than independent incidents.

A study is included in the threat synthesis when it identi-
fies an actively manipulated signal, interface, component, or
interaction; describes an attack mechanism or an explicit ad-
versarial model; and supports analysis of an affected function,
propagation path, or consequence. Defense studies qualify
when their threat models identify the coordinated entries being
defended against. An incident qualifies when a traceable public
disclosure identifies the affected system and provides enough
technical detail to analyze at least one entry or cross-domain
effect. Purely generic security recommendations, unsupported
attribution, and consequences without an identifiable mecha-
nism are not used to establish a threat category. When a report
supports an effect but not the causal relation among entries, it
is retained only as qualified supporting evidence.

For each selected case, we record its source, target system,
actively manipulated entry or entries, assumed attacker ca-
pabilities, entry-opening conditions, propagation mechanism,
affected domains, and reported consequence. Tables III–VII
summarize these fields and add an evidence-source column.
D denotes direct evidence from an unmanned or robotic
platform, or its platform-specific perception, localization, or
control subsystem. D does not imply an end-to-end field trial
or validation across all platform types. These labels describe
evidence provenance rather than a ranking of study quality. T
denotes evidence transferred from a related system: T-CPS for
generic control or power systems, T-IT for general computing
and software ecosystems, T-HMI for voice-assistant or human–
machine interaction ecosystems, and T-INF for supporting
communications or edge infrastructure. The target-system col-
umn identifies the actual evaluated or affected system.

Classification is applied to the analyzed attack scenario
rather than permanently assigned to a publication. A single
active entry remains single-entry when its effects propagate
downstream without a new directly manipulated interface.
Parallel-entry classification requires multiple entries whose ac-
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tivation does not depend on capabilities obtained from another
entry. Cascading-entry classification requires an identifiable
transition that opens a further entry through newly acquired
access, credentials, privileges, or trust. Timing, multiple af-
fected domains, and a sequence of service calls are insufficient
by themselves. Where the public record cannot resolve these
conditions, the relationship is explicitly left unconfirmed. A
publication may inform more than one scenario, but repeated
discussion is not counted as independent evidence.

This selection favors informative mechanisms and publicly
documented cases. It is subject to publication and disclosure
bias, uneven platform coverage, and incomplete visibility into
attacker access paths. The tables therefore support qualitative
comparison, not frequency estimates or a ranking of attack
likelihood. Section VI-D further specifies the limits of trans-
ferring related-system evidence to unmanned platforms.

II. THREAT-ENTRY-ORIENTED MULTI-DOMAIN ANALYSIS
FRAMEWORK FOR INTELLIGENT UNMANNED SYSTEMS

This section establishes a unified framework for analyzing
how security threats enter, propagate through, and affect
intelligent unmanned systems. As shown in Fig. 1, the frame-
work is organized in a bottom-up manner. Shared system
foundations support a unified five-layer operational structure.
One or more actively manipulated entries are then identified
from the operational structure and organized as single-entry,
parallel-entry, or cascading-entry threats. Rather than applying
the same propagation procedure to all three categories, the
framework assigns a distinct analysis flow to each entry type.
The resulting affected objects, propagation paths, interaction
effects, and entry-opening relations are subsequently projected
into four analytical domains. Finally, the affected-domain
scope determines whether single-domain analysis or multi-
domain joint analysis is required before system- and mission-
level consequences are assessed.

The framework therefore separates four complementary
analytical dimensions. The five-layer operational architecture
identifies where system functions and actively manipulated
objects are located. The attack-entry organization describes the
relationships among one or more active entries. The entry-
type-specific analysis flows determine how propagation evi-
dence should be constructed for different entry relationships.
The four analytical domains describe where the resulting
security impacts are manifested and coupled. This separation
avoids treating operational layers, analytical domains, attack
entries, and threat categories as interchangeable classifications
and provides a common basis for the analysis in Sections III–
V.

A. Shared System Foundations and Unified Five-Layer Op-
erational Architecture

Intelligent unmanned systems depend on a set of shared
system foundations, including hardware, energy, computing
resources, state data, and security mechanisms. These foun-
dations jointly support sensing, computation, communication,
physical execution, and mission coordination. They do not
constitute an additional operational layer or an independent

threat category. Instead, they provide the resources and oper-
ating conditions required by all upper-layer functions.

Although intelligent unmanned systems differ in platform
form, deployment environment, and mission objective, their
operational processes can generally be described through five
functional layers: sensing, computation and control, commu-
nication, actuation, and coordination and mission. The sensing
layer acquires environmental and system-state information.
The computation and control layer performs state estimation,
data fusion, decision-making, planning, and control genera-
tion. The communication layer supports command transmis-
sion, telemetry reporting, inter-node coordination, and cloud–
edge–end information exchange. The actuation layer converts
control outputs into physical actions and system-state changes.
The coordination and mission layer organizes mission ob-
jectives, task allocation, human–machine interaction, service
invocation, and multi-platform collaboration [2], [3], [13].

Satellite and constellation systems, industrial unmanned
systems, UAV systems and swarms, and embodied robotic
systems can all be mapped to this architecture, although their
concrete components and operational processes differ [4]–
[7], [20]. Satellite systems involve payload sensing, onboard
computation, space–ground or inter-satellite communication,
attitude and orbit actuation, and constellation-level missions.
Industrial unmanned systems involve field sensing, PLC/RTU
control, industrial communication, actuator operation, and
process tasks. UAVs and embodied robots can likewise be
described through onboard sensing, autonomous control, com-
munication, physical actuation, and task coordination.

As summarized in Table I, each representative system occu-
pies one row, while the five shared operational layers form the
columns. The mapping does not imply that different systems
use identical components or execution mechanisms. Instead,
it identifies functionally corresponding positions in heteroge-
neous systems and preserves system-specific implementations
within a common operational structure. For example, satellite
payloads, industrial field sensors, UAV navigation devices,
and robotic multimodal sensors differ substantially in physical
form and operating conditions, but all perform sensing-layer
functions. Similarly, constellation mission control, industrial
production tasks, swarm missions, and human–robot collabo-
ration all belong to the coordination and mission layer.

Potential attack-entry carriers are distributed across the five
operational layers. Representative carriers include sensor or
navigation inputs in the sensing layer; software, firmware,
control logic, or intelligent models in the computation and con-
trol layer; links, protocols, routing functions, or remote-access
interfaces in the communication layer; actuators or physical
devices in the actuation layer; and commands, human–machine
interfaces, task services, or collaborative interactions in the
coordination and mission layer. However, a potential carrier
is included in the actively manipulated entry set only when
the adversary directly manipulates its data, state, privilege,
interface, control behavior, or mission behavior.

The five-layer architecture therefore provides a common
reference for locating active attack entries. It identifies where
an actively manipulated object is positioned in the system’s
operational structure, but it does not restrict the subsequent
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TABLE I
REPRESENTATIVE MAPPING OF INTELLIGENT UNMANNED SYSTEMS TO THE UNIFIED FIVE-LAYER OPERATIONAL ARCHITECTURE

System and Characteristic Sensing Computation and
Control Communication Actuation Coordination and

Mission

Satellite systems
Remote operation; long-delay
and intermittent links

Optical and RF
payloads

Onboard computer,
GNC, and flight
software

Space–ground and
inter-satellite links

AOCS and
propulsion

Constellation
mission control

Industrial unmanned
systems
Process coupling; control tied
to physical equipment

Field sensors and
meters

PLCs, RTUs, and
control logic

Fieldbus, TSN, and
industrial 5G

Drives, valves, and
robotic arms

Process and
production tasks

UAV systems and swarms
Mobile cooperation; dynamic
topology and collaborative
missions

GNSS, IMU, vision,
and radar

Flight control and
AI-based autonomy

C2, data, and inter-
UAV links

Motors, servos, and
flight surfaces

Flight and swarm
missions

Embodied robotic systems
Embodied interaction;
multimodal sensing and
human collaboration

Vision, audio, and
tactile sensing

Middleware,
intelligent models,
and control policies

WLAN, edge, and
cloud links

Locomotion and
manipulation

Human–robot
collaboration

Abbreviations: RF, radio frequency; GNC, guidance, navigation, and control; AOCS, attitude and orbit control system; PLC, programmable logic controller;
RTU, remote terminal unit; TSN, time-sensitive networking; IMU, inertial measurement unit; C2, command and control; AI, artificial intelligence; WLAN,
wireless local area network.

propagation scope. An attack entering through one layer may
influence functions located in several other layers.

B. Attack-Entry Organization and Entry-Type-Specific Anal-
ysis Flows

A threat entry (also called an attack entry) is a functionally
distinguishable interface, channel, component, or interaction
point through which an adversary actively manipulates system
data, states, privileges, control behavior, or mission behavior.
The entry may be external, such as a navigation signal or
wireless link, or internal, such as a software interface, model
component, management function, or task-service interface.

The actively manipulated entry set contains all functionally
distinguishable entries that are directly controlled or ma-
nipulated by the adversary during the analyzed attack. An
affected component, layer, domain, or propagation channel
is not regarded as an additional entry merely because it
receives or transmits an attack effect. It becomes a new
active entry only when the adversary actively manipulates its
interface, privilege, state, control function, or service behavior.
Obtaining access alone establishes a potential entry, which
must be distinguished from an actively manipulated entry.

Based on the number of active entries and the entry-opening
causal relationships among them, threats are organized as
single-entry, parallel-entry, and cascading-entry threats. A
single-entry threat contains only one actively manipulated
entry. A parallel-entry threat contains two or more functionally
distinguishable entries that independently support a shared
attack objective. A cascading-entry threat begins from an
initial entry and progressively opens one or more additional
entries.

The decisive distinction between parallel-entry and
cascading-entry threats is entry-opening causal dependence.
Parallel entries do not require a foothold, privilege, credential,
trust relationship, dependency position, or access capability

obtained through another entry. They may be activated
simultaneously, sequentially, or with partially overlapping
effects. Temporal order alone therefore does not determine the
category. By contrast, a later entry in a cascading-entry threat
can be activated only because an earlier entry provides the
required privilege, credential, trust relationship, dependency
position, or access opportunity.

TABLE II
THREAT CLASSIFICATION AND ENTRY-TYPE-SPECIFIC ANALYSIS FLOWS

Threat
Type

Entry Relationship and
Identification Criterion

Entry-Type-Specific
Analysis Flow

Single-
entry

Only one functionally distinguish-
able entry is actively manipulated.
Cross-layer or cross-domain
propagation does not by itself
create another entry.

Locate the active
entry, trace single-
source propagation,
and identify affected
objects.

Parallel-
entry

Multiple entries support a shared
objective, and none requires
a capability obtained through
another entry.

Separate the inde-
pendent entries, trace
their paths, analyze
path convergence
and interaction, and
aggregate joint effects.

Cascading-
entry

A later entry requires privileges,
credentials, trust, dependencies,
or access opportunities obtained
through an earlier entry.

Analyze the initial
entry, identify entry-
opening conditions,
activate the new entry,
update the entry set,
and iteratively trace
propagation.

As shown in Fig. 1, the three threat categories share
the same subsequent domain-projection and consequence-
assessment framework, but they differ in how propagation
evidence is constructed before domain projection.

a) Single-entry analysis: For a single-entry threat, the
analysis first performs single-entry localization to determine
the operational layer, component, interface, and function asso-
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Threat-Entry-Oriented Multi-Domain Analysis Framework

System- and Mission-Level Consequences
Control Deviation · Service Loss · Safety Risk · Mission Failure

Single-Domain Analysis
One selected analytical domain

Multi-Domain Joint Analysis
Two or more coupled analytical domains

Affected-Domain Scope

One affected domain Two or more affected domains

Impact Projection Across Four Analytical Domains

Physical Domain
Signals · Devices
Physical States

Computing Domain
Software · Logic

Intelligent Models

Network Domain
Links · Protocols
Remote Access

Mission Domain
Intent · Tasks · Services

Collaboration

Entry-Specific Propagation Results
Affected objects · Propagation paths · Interaction effects · Entry-opening relations

Entry-Type-Specific Analysis Flows

Single-entry Analysis Parallel-entry Analysis
Cascading-entry Analysis

Single Entry Localization

Single-Source Propagation Tracing

Affected Object Identification

Independent Entry Separation

Path A Tracing Path B Tracing

Path Convergence and Interaction Analysis

Joint Effect Aggregation

Initial Entry Analysis

Entry-Opening Condition Analysis

New Entry Activation

Active Entry Set Update

Iterative Propagation Tracing

  Attack-Entry  Organization

Single-entry Parallel-entry Cascading-entry

Entry A Objective
Entry A

Entry B
Shared

Objective

No entry-opening dependence

Entry A New Entry B Objective

Actively Manipulated Entry Set
One or multiple functionally distinguishable entries

     Unified Five-Layer     Operational Structure
Sensing

Environmental and
system-state acquisition

Computation and Control
Estimation · Decision

Planning · Control

Communication
Command · Telemetry
Inter-node exchange

Actuation
Physical execution
and state change

Coordination and Mission
Tasks · Services · HMI

Collaboration

Shared System Foundations
Hardware · Energy · Computing Resources · State Data · Security Mechanisms

Fig. 1. Threat-entry-oriented multi-domain analysis framework with entry-type-specific analysis flows.

ciated with the only active entry. It then performs single-source
propagation tracing, using the active entry as the unique start-
ing point from which downstream effects are reconstructed.
The tracing process follows the primary propagation path
and any branches originating from the same source. Finally,
affected-object identification determines which components,
functions, states, services, or mission elements are influenced
by the propagated effect.

For example, a navigation-spoofing attack may begin from a
sensing-layer entry, corrupt state estimation in the computation
and control layer, alter control outputs, and cause mission-
state deviation. Although the effect crosses several layers and
analytical domains, the threat remains single-entry as long as
the adversary does not directly activate another functionally
distinguishable entry.

b) Parallel-entry analysis: For a parallel-entry threat,
the analysis first performs independent-entry separation. Each
active entry is preserved as an independent propagation source
rather than being prematurely merged into a single attack
chain. The propagation path originating from each entry is then

traced separately. After the individual paths have been recon-
structed, path-convergence and interaction analysis determines
whether they affect the same object, function, service, control
process, or mission objective.

The interaction analysis considers whether independently
generated effects reinforce, conceal, interfere with, or other-
wise modify one another. Joint-effect aggregation then com-
bines the individual and interactive effects into a unified repre-
sentation of the parallel-entry threat. The defining property is
that the entries may cooperate in achieving a shared objective
while remaining causally independent with respect to entry
activation.

c) Cascading-entry analysis: For a cascading-entry
threat, the analysis begins with the initial active entry and
identifies the capabilities produced by its compromise. Entry-
opening condition analysis then determines whether these ca-
pabilities provide the privileges, credentials, trust, dependency
position, or access opportunity required to activate another
functionally distinguishable entry.

When an entry-opening condition is satisfied, the analysis
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checks whether the adversary actively manipulates the newly
accessible interface. Only then is it added to the actively
manipulated entry set. Propagation tracing is then restarted or
extended from the new entry. This update-and-trace process is
performed iteratively because the newly activated entry may
provide further capabilities that open additional entries. The
iteration terminates when no further supported transition to
an actively manipulated entry can be established within the
analyzed scenario.

The feedback from a newly activated entry to the active-
entry set is therefore specific to cascading-entry analysis.
It represents expansion of the attack surface and attacker
capability, rather than ordinary downstream propagation of an
already manipulated state.

Although the three entry categories use different analysis
flows, they rely on a common set of dependency relationships
when reconstructing propagation. Data dependencies transmit
manipulated observations, states, or messages to downstream
functions. Control dependencies transmit abnormal decisions,
commands, or feedback. Trust and privilege dependencies
allow identities, permissions, credentials, or authority relation-
ships obtained from one compromise to be reused elsewhere.
Service and task dependencies propagate failures through re-
quired services, workflows, coordination relations, or mission
processes.

The outputs of the three type-specific flows are normalized
as entry-specific propagation results. These results contain four
forms of information: affected objects, propagation paths, in-
teraction effects, and entry-opening relations. Affected objects
identify the components, functions, states, services, or mission
elements influenced by the attack. Propagation paths describe
how effects travel through system dependencies. Interaction ef-
fects describe convergence, reinforcement, concealment, inter-
ference, or other relationships among independently generated
effects. Entry-opening relations record the causal conditions
through which one active entry enables another. This unified
result representation allows the three threat categories to
enter a common multi-domain impact-analysis process without
removing their category-specific characteristics.

C. Multi-Domain Impact Projection and Consequence As-
sessment

After the entry-specific propagation results have been con-
structed, the identified effects are projected into four analytical
domains: the physical domain, computing domain, network
domain, and mission domain.

The physical domain covers environmental signals, sensing
objects, actuators, physical devices, and physical operating
states. The computing domain covers software, firmware,
middleware, control logic, hardware-assisted computation, and
intelligent models. The network domain covers communication
identities, protocol states, links, routing, remote access, and
information exchange. The mission domain covers user in-
tent, task semantics, service selection, authorization, workflow
state, and collaborative mission execution.

The five-layer operational architecture and the four analyti-
cal domains serve different purposes. The five layers describe

the functional organization of system operation and provide
locations for identifying active entries and affected functions.
The four domains describe where the resulting security im-
pacts are manifested and coupled. They are complementary
and non-exclusive rather than strictly one-to-one.

For example, a sensing-layer component may simultane-
ously involve physical signals, embedded computation, and
network communication. Likewise, an attack entering through
a software interface in the computation and control layer may
produce physical-domain and mission-domain consequences.
Therefore, the four domains are not used as a static threat
taxonomy. They provide analytical spaces for describing how
security effects appear and interact after propagating through
the operational structure.

This distinction also separates attack-entry organization
from affected-domain scope. The number of active entries
does not determine the number of affected domains. A single-
entry threat may propagate into several analytical domains,
whereas a parallel-entry or cascading-entry threat may remain
concentrated within one domain. Entry classification is deter-
mined by actively manipulated entries and their entry-opening
relationships, while domain scope is determined by where the
resulting impacts are manifested.

After domain projection, the framework determines the
affected-domain scope. When the identified effects are con-
fined to one analytical domain, single-domain analysis is per-
formed by examining the affected objects, propagation paths,
and security properties within that selected domain. When
the identified effects involve two or more coupled analytical
domains, multi-domain joint analysis is required. The joint
analysis examines how effects transfer, interact, reinforce, or
constrain one another across domain boundaries.

For example, navigation spoofing may first produce a
physical-domain signal abnormality, then lead to a computing-
domain estimation error, and finally cause mission-domain
trajectory deviation. Such a threat requires multi-domain joint
analysis even when it originates from only one active entry.
By contrast, multiple independent software interfaces may be
manipulated in parallel while their effects remain confined to
the computing domain. Such a threat is multi-entry but may
still be analyzed primarily within one domain.

The final stage summarizes system- and mission-level con-
sequences. Control deviation refers to system behavior depart-
ing from the intended control result. Service loss refers to the
degradation or unavailability of required functions. Safety risk
represents potential harm to equipment, operators, users, or
the physical environment. Mission failure indicates that the
system can no longer satisfy its intended task or collaborative
objective.

Accordingly, the complete framework follows a bottom-
up analytical logic: shared system foundations support the
five-layer operational structure; active entries are identified
and organized according to their entry-opening relationships;
each entry type is processed through a distinct analysis flow;
the resulting propagation evidence is projected into the four
analytical domains; affected-domain scope determines whether
single-domain or multi-domain joint analysis is required; and
the final effects are summarized as system- and mission-level
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consequences.
Based on this framework, Sections III–V analyze single-

entry, parallel-entry, and cascading-entry threats, respectively.
In particular, Section III focuses on single-source propagation
from one active entry, Section IV analyzes convergence and in-
teraction among independent propagation paths, and Section V
examines entry-opening conditions and iterative attack-surface
expansion. Section VI then derives the corresponding security
requirements.

III. SINGLE-ENTRY THREATS

A single-entry threat occurs when an attacker actively
exploits only one distinguishable attack entry to affect an
intelligent unmanned system. The attack entry may involve
an external physical signal, communication protocol, software
or hardware interface, intelligent model component, or task
interaction. The term “single-entry” describes the number of
actively manipulated attack entries, rather than the scope of
the resulting impact. The sensing, computation and control,
communication, actuation, and coordination and mission lay-
ers are interdependent. An anomaly introduced through one
attack entry may therefore propagate across the unified five-
layer architecture and ultimately affect system control and
mission execution. Table III summarizes representative single-
entry threats across the four domains. The following subsec-
tions analyze their mechanisms and propagation characteristics
using the unified architecture.

A. Single-Entry Threats in the Physical Domain

Physical-domain entries are mainly located at the bound-
ary between the sensing layer and the external environment.
They include navigation signals, laser echoes, acoustic signals,
optical signals, and other physical quantities detectable by
sensors. Such attacks typically do not directly modify system
code or communication protocols. Instead, they alter how the
system obtains environmental states, causing the sensing layer
to produce erroneous inputs while operating normally.

Intelligent unmanned systems typically assume a stable cor-
respondence between sensor outputs and the real environment.
Navigation receivers convert received signals into position and
time information [21]. LiDAR converts optical echoes into
spatial point clouds [22], [23], while microphones convert
acoustic or optical disturbances into audio inputs for speech
systems [24], [25]. Downstream modules focus on how these
data are fused and used, but often lack continuous verification
of signal provenance and physical origin. Once an attacker
constructs an input that satisfies a sensor’s response conditions,
the system may derive an erroneous sensing estimate without
any device failure.

GNSS spoofing illustrates how this trust relationship extends
into state estimation. Multisensor fusion is commonly used to
improve localization robustness. However, fusion algorithms
assess plausibility mainly from numerical relationships among
observations and cannot readily determine whether a signal
was generated by an attacker. Shen et al. showed that a slowly
varying spoofing signal can gradually bias the fused local-
ization estimate [21]. The resulting position error resembles

a continuous state change rather than an obvious anomaly.
The computation and control layer then interprets the biased
estimate as the true position and uses it for path planning and
motion control. A single physical-domain attack entry can thus
propagate from corrupted sensing to deviation of the mission
trajectory.

LiDAR attacks demonstrate the conversion risk between
physical signals and digital representations of the environment.
Cao et al. generated false obstacles in point clouds using mali-
cious laser echoes [22]. Sun et al. further exploited inadequate
modeling of occlusion and point-cloud structure to conduct
black-box attacks against object detectors [23]. The attacker
manipulates the optical input received by the sensor. After
entering the computation and control layer, however, malicious
echoes become spatial points that satisfy the required data
format. The object detector may misinterpret injected points
as real objects when their point-cloud features satisfy its
learned decision criteria. The risk therefore extends beyond the
physical signal itself because the injected input is processed
as if it were legitimate sensor data.

Acoustic and optical injection attacks further show that
a sensor’s actual response boundary may exceed the input
range assumed during system design. DolphinAttack exploits
nonlinear effects in microphone circuits to recover inaudi-
ble ultrasonic signals as valid voice commands [24]. Light
Commands uses modulated lasers to induce equivalent audio
inputs in microphones [25]. CommanderSong hides malicious
instructions in ordinary audio, creating a discrepancy between
machine recognition and human auditory judgment [26]. Al-
though these attacks manipulate different physical carriers, all
exploit a mismatch between sensor responses and the user’s
intended utterance. After recognition, the coordination and
mission layer may assign task semantics to the anomalous
input and trigger device actions or service calls.

Within the unified five-layer architecture, the distinctive
security assumption of the physical domain is environmental
authenticity. A physical-domain attack entry manipulates an
external signal so that the sensing layer produces an erroneous
digital representation. Downstream modules may continue to
follow their intended logic because the injected input appears
sensor-valid. Protection must therefore verify whether sensing
data remain consistent with the physical environment, rather
than relying only on sensor availability or data-format validity.

B. Single-Entry Threats in the Network Domain

Network-domain attack entries lie in the communication
layer and at its interfaces with the computation and control
layer and the coordination and mission layer. They mainly
include wireless signals, protocol messages, user-plane traffic,
and remote communication interfaces. In intelligent unmanned
systems, communication links not only transmit data but also
maintain state consistency between controllers and actuation
platforms, individual platforms and collaborating nodes, and
edge nodes and cloud services. Once a communication attack
entry is manipulated, the system loses more than link avail-
ability. It may also lose the ability to verify communication
identities, message content, and interaction states.
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TABLE III
REPRESENTATIVE STUDIES OF SINGLE-ENTRY THREAT SCENARIOS

Domain Method Target System Attack Entry Mechanism Main Impact Evidence
Source

Physical Gradual GNSS
Spoofing [21]

Autonomous-
driving localization GNSS signal Gradual position bias Localization drift;

control deviation D

Physical LiDAR Sensor
Attack [22] Driving perception Laser echo False-point injection False obstacles;

abnormal braking D

Physical Black-Box LiDAR
Spoofing [23]

Driving object
detection Optical input Occlusion exploitation Detection failure D

Physical DolphinAttack [24] Voice-control
system Ultrasonic signal Inaudible command injection Unauthorized

execution T-HMI

Physical Light Com-
mands [25]

Voice-control
system Laser signal Laser-based audio injection Unauthorized

commands T-HMI

Physical CommanderSong
[26] Speech recognition Audio input Adversarial command embedding Hidden-command

recognition T-HMI

Network LTEInspector [27] 4G LTE network Protocol message State-machine exploitation Identity confusion;
denial of service T-INF

Network IMP4GT [28] LTE user plane User-plane traffic Integrity-bypass impersonation Traffic tampering;
impersonation T-INF

Network Signal Overshadow-
ing [29] LTE network Wireless signal Synchronized signal overpowering Broadcast-message

tampering T-INF

Computing Robot Controller
Attack [30] Industrial robot Software

interface Control-logic modification Motion deviation;
safety violation D

Computing Malicious ROS
Node [31]

Raven-II robotic
system ROS node State-triggered behavior Control disruption;

task failure D

Computing Thunderclap [32] Operating
system/IOMMU DMA peripheral IOMMU isolation bypass Memory access;

kernel compromise T-IT

Computing CLKSCREW [33] Processor/trusted
execution DVFS interface Voltage/frequency fault injection Trusted-execution

breach T-IT

Computing Trojaning
Attack [34]

Neural-network
model

Model/training
interface Trojan implantation stage Attacker-specified

prediction T-IT

Computing Blind Back-
doors [35]

Machine-learning
pipeline

Training
code/loss Backdoor implantation stage Triggered malicious

behavior T-IT

Mission Skill Squatting [36] Voice-skill
ecosystem Skill invocation Invocation confusion Service redirection T-HMI

Mission Command
Hijacking [37]

Voice-controlled
IoT Skill invocation Malicious-skill interception Unauthorized device

control T-HMI

Mission Dangerous
Skills [38]

Voice-assistant
ecosystem Skill invocation Squatting and masquerading Impersonation; data

disclosure T-HMI

LiDAR: light detection and ranging; LTE: Long-Term Evolution; ROS: Robot Operating System; DMA: direct memory access; IOMMU: input-output memory
management unit; DVFS: dynamic voltage and frequency scaling. D: direct platform or platform-subsystem evidence. T: transferred evidence; HMI = voice
interaction, INF = supporting infrastructure, IT = general computing. Impacts refer to the reported target system, not all unmanned platforms. Classification
concerns the listed scenario and assumes the stated initial access; a wider acquisition chain may be cascading. Backdoor rows cover implantation; active
trigger delivery through another interface requires separate entry analysis.

Communication protocols typically reduce complexity
through layered design, with each protocol layer validating
only the information available locally. The physical layer
determines whether a signal can be demodulated, the data-link
layer handles frames and connections, and the network layer
manages addressing and forwarding. Upper-layer services then
interpret application content within established sessions. This
structure creates interlayer trust: once a lower-layer message
is accepted, upper-layer modules rarely revalidate its physical
origin or the complete interaction process. Attacks target-
ing LTE protocol states, user-plane integrity, and low-level
wireless-message reception demonstrate how this trust can be
exploited [27]–[29].

LTEInspector’s analysis of LTE authentication, attachment,
paging, and state transitions showed that state-machine flaws
in protocol specifications can be triggered by specific message

sequences. An attacker need not control the entire cellular
network. By changing a terminal’s judgment of its current
communication state through one protocol interaction entry,
the attacker may cause identity confusion, location exposure,
or denial of service. For unmanned platforms that rely on
cellular communication for remote control, telemetry, and task
updates, abnormal protocol states may further disrupt control
sessions and task synchronization, turning a communication-
layer problem into control and mission risks [27].

IMP4GT revealed a disconnect between control-plane au-
thentication and user-plane trustworthiness. Even after mutual
authentication between a terminal and the network, missing
user-plane integrity protection may allow traffic manipulation
and bidirectional impersonation. The attack enters through a
single communication link but affects both the data-link and
network layers of the protocol stack. This changes how upper
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layers assess traffic provenance. When control commands,
state data, and coordination information depend on this trust,
impersonation is no longer merely a form of network de-
ception. It may directly alter the control objectives and state
awareness received by the platform [28].

The physical signal overshadowing attack proposed by Yang
et al. shows that a network-domain entry may lie at the
bottom of the protocol stack. By transmitting a precisely
synchronized malicious wireless signal with dominant power,
an attacker causes a terminal to receive a tampered broadcast
message. Although the attack carrier is a physical wireless
signal, its primary targets are the communication protocol and
connection state, so it belongs to the network domain in the
four-domain framework. This attack shows that the legitimacy
of communication content cannot be determined solely by
whether a wireless signal can be demodulated normally. Once
a low-level wireless input alters a protocol message, the upper-
layer state machine may still process the incorrect content
through its normal workflow [29].

The distinctive security assumptions of the network domain
concern identity, protocol state, and message integrity. A ma-
nipulated communication-layer trust decision may distort data,
commands, or identity information before they reach compu-
tation and mission functions. UAV swarms, satellite constella-
tions, and distributed robots are especially exposed because
they depend on inter-node information sharing. Network-
domain protection must therefore go beyond connectivity and
encryption. It must verify the mutual consistency of commu-
nication identities, protocol states, message content, platform
states, and task relationships.

A complementary direction is to derive device-trust evi-
dence from the temporal characteristics of network access.
ATCAuth extracts timing patterns from device–access-point
interactions and uses them as software-observable fingerprints
for preliminary device identification before full WLAN access
is granted [39]. Although the method was evaluated in general
WLAN environments rather than on unmanned platforms,
it demonstrates how access behavior can complement static
identifiers and credentials when assessing whether a commu-
nicating endpoint is consistent with its claimed identity.

C. Single-Entry Threats in the Computing Domain

Computing-domain entries are mainly located in the com-
putation and control layer, including controller software, oper-
ating systems, robotic middleware, peripheral interfaces, hard-
ware management mechanisms, and components used to train
and deploy intelligent models. Physical- and network-domain
attacks often influence decisions by corrupting information
received by the system, whereas computing-domain attacks
act directly on the internal logic by which data are interpreted,
fused, and converted into control actions.

Numerous software and hardware components jointly form
the trusted computing base of an intelligent unmanned system.
Sensor drivers receive state data, middleware organizes inter-
module communication, controllers generate actuation com-
mands, operating systems manage resources and permissions,
and intelligent models perform recognition, planning, and

decision-making. These components do not operate in isolation
but span sensing, control, and mission execution. Represen-
tative attacks against these components include controller
manipulation, malicious middleware nodes, peripheral and
hardware-management attacks, and model backdoors [30]–
[35]. Once a computing-domain attack entry is exploited,
malicious logic may be incorporated into normal data and
control flows and executed with legitimate system privileges.

Research on industrial robot controllers demonstrates the
direct link between software attack entries and physical ac-
tuation. Quarta et al. found that controller vulnerabilities can
modify motion parameters, control logic, and safety config-
urations. Although the attack occurs in the computation and
control layer, it ultimately causes motion deviations, reduced
work quality, or violations of safety constraints. The controller
converts computation results into actuation commands within
the unified five-layer architecture. Once its software state
is manipulated, the actuation layer may still treat malicious
instructions as legitimate control outputs [30].

Robotic middleware extends this risk to component collab-
oration. Chung et al. deployed a malicious ROS node in a
Raven-II surgical robot. The node used control data shared
through the middleware to identify task phases and trigger
malicious behavior at critical moments. Although the attack
entry was only one software node, it could observe system
state, select trigger conditions, and influence the control pro-
cess through normal messaging mechanisms. Middleware is
designed to reduce module coupling and support functional
expansion, but it also allows malicious components with
legitimate communication capabilities to blend more easily
into the system’s operational chain [31].

Peripheral interfaces and hardware management mecha-
nisms show that the computing-domain boundary extends be-
yond the traditional software boundary. Thunderclap uses ma-
licious DMA peripherals to access shared memory and exploits
IOMMU isolation flaws to read sensitive data, modify kernel
state, and hijack control flow [32]. On unmanned platforms
integrating cameras, radar, communication modules, and edge-
computing devices, peripherals often have broad data-access
privileges, so their trustworthiness directly affects the operat-
ing system and control software. CLKSCREW induces proces-
sor faults through software-controlled voltage and frequency
interfaces. The attacker enters through energy-management
functions, but the resulting computation errors can breach priv-
ilege and trusted-execution boundaries. Software–hardware
management interfaces thus become important computing-
domain entries connecting resource management with security
control [33].

The introduction of intelligent models extends computing-
domain entries from program execution logic to training and
decision logic. Liu et al. implanted Trojans through model
modification or training interfaces, allowing a model to behave
normally on ordinary inputs but produce attacker-specified
outputs under particular trigger conditions [34]. Bagdasaryan
and Shmatikov showed that an attacker need only control the
training code or loss function to implant a covert backdoor
without significantly changing performance on the normal
task. Once deployed, the malicious logic becomes part of the
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computation process and is repeatedly invoked by recognition,
planning, and task modules [35].

For these backdoor studies, the single-entry scenario isolates
model or training-code manipulation during implantation. If
an attacker later supplies a trigger through a distinct input
interface, the full scenario contains an additional active entry.
Its classification then depends on whether activating that
interface requires capabilities acquired through implantation;
temporal order or trigger dependence alone is insufficient.

These attacks reveal differences between computing-domain
threats and conventional software vulnerabilities. Some entries
do not cause an immediate system crash, but instead alter the
mapping from system states to behavior. A malicious robot
node waits for a critical task phase, a backdoored model be-
haves abnormally only when a trigger appears, and a hardware
fault attack may target a security-sensitive computation. Such
anomalies are strongly state-dependent. They may appear to be
intermittent errors, model misclassifications, or device faults,
while the underlying cause is active manipulation of internal
processing logic.

The difficulty of exposing state-dependent failures becomes
more pronounced in swarm systems, where a failure may
emerge only from a particular combination of environmen-
tal inputs, agent states, and cooperative behaviors. RSFuzz
addresses this problem through a robustness-guided swarm-
fuzzing framework based on behavioral constraints, targeting
the large compositional input space and dynamically evolving
cooperative states of multi-robot swarms [40]. This work
is primarily a vulnerability-discovery and robustness-testing
approach rather than an online attack-detection mechanism,
but it provides direct evidence that swarm-level behavioral
constraints can guide the discovery of latent logical failures
in unmanned-system software.

The distinctive security assumption of the computing do-
main is the integrity of processing logic. Computing-domain
threats may alter software, hardware, middleware, peripheral
access, or model behavior while preserving syntactically valid
data and commands. Protection must therefore extend be-
yond code and firmware integrity to the complete processing
chain. This chain includes middleware components, software–
hardware management interfaces, and the training, deploy-
ment, and operation of intelligent models.

D. Single-Entry Threats in the Mission Domain
Mission-domain attack entries are mainly located in the

coordination and mission layer, including task requests, service
invocation, task-object selection, permission granting, and
third-party service interfaces. Unlike threats in the physical,
network, and computing domains, mission-domain attacks do
not necessarily compromise sensors, communication proto-
cols, or internal processing logic. Instead, they manipulate
the mapping from user intent to the actual executor, causing
legitimate task requests to be received, interpreted, or executed
by an incorrect service.

Representative studies mainly focus on third-party applica-
tions and services in voice-assistant platforms [36]–[38]. In
such systems, users express task intent through voice com-
mands, after which the platform performs speech recognition,

service matching, permission checking, and device invocation.
Attackers can exploit weaknesses in service names, invocation
phrases, interaction identities, or permission mechanisms to
redirect legitimate requests to malicious services. The user’s
intended objective may remain unchanged, while the actual
executor is replaced by an attacker-controlled entity.

Skill Squatting exploits similarities in skill names or pro-
nunciations to replace the legitimate service intended by the
user with a malicious skill [36]. The attack entry lies not in
the acoustic signal itself, but in the platform’s skill-naming
and service-matching mechanisms. Once invoked, the mali-
cious skill may provide false results, manipulate subsequent
interactions, or obtain information originally intended for the
legitimate service.

Command Hijacking further demonstrates that malicious
third-party skills can intercept legitimate commands in-
tended for smart devices, system functions, or connected
services [37]. By manipulating skill invocation and command
handling, an attacker redirects a valid task request to an
attacker-controlled service and then abuses existing permis-
sions to affect device operation. A normal task invocation
may therefore propagate through service selection, permission
use, and device control, ultimately resulting in unauthorized
execution.

Dangerous Skills reveals additional risks arising from voice
squatting and voice masquerading [38]. A malicious skill may
hijack the invocation of a legitimate service at the beginning of
a task or impersonate that service during subsequent interac-
tion, causing both the user and the platform to misidentify the
actual executor. Such attacks undermine consistency among
task intent, service identity, and execution permissions, poten-
tially resulting in service impersonation, sensitive-information
disclosure, or unauthorized device operation.

The triggering of task execution does not necessarily mean
that the initial attack entry belongs to the mission domain.
If an attacker manipulates ultrasonic, laser-based, or other
acoustic or optical signals, the entry remains in the physical
domain. A threat belongs to the mission domain only when the
attacker directly manipulates task semantics, service selection,
skill invocation, or permission relationships. The core security
assumption of the mission domain is therefore consistency
among user intent, the selected executor, and granted permis-
sions. Protection should focus on task-provenance verification,
service-identity authentication, invocation control, and least-
privilege enforcement.

IV. PARALLEL-ENTRY THREATS

A parallel-entry threat occurs when an attacker actively
manipulates two or more functionally distinguishable entries
toward a shared objective, without one entry supplying the
access capability needed to activate another. The entries may
be activated simultaneously or sequentially; overlap in time
is not a classification requirement. Their effects must jointly
contribute to the analyzed objective. If an earlier entry supplies
a required foothold, credential, privilege, or trust relationship
for a later entry, that relationship is cascading. Functional
distinguishability identifies separate manipulated interfaces;
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TABLE IV
REPRESENTATIVE STUDIES OF CROSS-DOMAIN PARALLEL-ENTRY THREATS

Domain
Combina-
tion

Method Target System Attack Entries Mechanism Main Impact Evidence
Source

Physical–
Network

Cross-Layer LQG
Attack [41]

Networked
control system

Physical distur-
bance; channel
interference

State disruption; observation blocking Estimation error;
control degradation T-CPS

Physical–
Network

Physical–DoS
Attack [42]

Cyber-physical
power system

Equipment attack;
denial of service Physical damage; feedback loss Persistent deviation T-CPS

Physical–
Computing

Bilevel Coordinated
Attack [43] Power system Line attack; data

tampering Fault concealment; false dispatch Operational risk;
cascading failure T-CPS

Physical–
Computing CCPA [44] Smart grid Physical attack;

PMU injection Signature cancellation Detection failure;
erroneous control T-CPS

Physical–
Computing

MTD-Based
Localization [45] Power grid Line disconnec-

tion; false data Reactance perturbation; localization Attack exposure;
outage localization T-CPS

Physical–
Computing

Game-Theoretic
MTD [46] Power system

Line disconnec-
tion; measurement
tampering

Reactance perturbation Improved detection;
defense cost tradeoff T-CPS

Physical–
Computing

Secured-PMU
Defense [47] Power system

Line attack;
measurement
tampering

PMU placement; constrained dispatch Outage prevention T-CPS

LQG: linear-quadratic-Gaussian; DoS: denial of service; CCPA: coordinated cyber-physical attack; MTD: moving-target defense; PMU: phasor measurement
unit. All rows are T-CPS: transferred evidence from control or power systems. Defense-oriented rows contribute explicit threat models, not additional operational
incidents. Corresponding access and closed-loop dependencies must be validated on an unmanned platform.

entry-opening causal independence determines whether they
are parallel. Neither cross-domain propagation nor simultane-
ous effects alone establish additional independent entries.

Table IV summarizes representative studies of cross-domain
parallel-entry threats. The representative literature reviewed in
this survey contains relatively few direct studies of coordinated
parallel-entry attacks on intelligent unmanned platforms. This
section therefore also includes evidence from closely related
cyber-physical systems that share closed-loop state estimation,
communication, control, and physical actuation. Existing work
focuses mainly on physical–network and physical–computing
combinations. Defensive studies are included when their threat
models explicitly characterize coordinated attacks involving
multiple actively manipulated entries. Publicly reported in-
cidents are analyzed separately in the network–computing
subsection.

The selected cyber-physical evidence is mapped by func-
tional analogy, not experimental equivalence. Power-grid line
states motivate comparison with actuator, propulsion, or
energy-component states; PMU measurements motivate com-
parison with position, attitude, or equipment-health obser-
vations; and dispatch decisions motivate comparison with
planning or control. All studies in Table IV are transferred
evidence (T-CPS). Their grid topology, observability assump-
tions, attacker access, and control time scales do not establish
feasibility or performance on mobile unmanned platforms.
The unmanned-system scenarios below are implications of the
proposed mapping, not results reported by those studies.

A. Physical–Network Cross-Domain Entries

Physical–network parallel-entry threats jointly manipulate
the real operating state and the communication-based observa-
tion or feedback process. The physical attack directly changes
the system state, whereas the network attack reduces the

availability, timeliness, or trustworthiness of the information
needed to detect and correct that change.

Huang et al. developed a game-theoretic model of cross-
layer coordinated attacks on cyber-physical systems. An at-
tacker can disturb the physical process while simultaneously
interfering with the observation channel. The physical at-
tack directly changes the system state, whereas communi-
cation interference affects observation availability and state-
estimation accuracy. The two strategies are interdependent:
the physical-layer attack-defense state influences the timing of
communication interference, while estimation errors caused by
interference degrade control performance. This work reveals
the interdependence between physical-state manipulation and
communication-observation blocking from a dynamic-game
perspective [41].

Tian et al. further studied coordinated cyber-physical attacks
involving denial of service. An attacker physically disrupts
power-system lines or equipment through a physical-domain
attack entry while using a network-domain attack entry to
block selected measurements and communication data. In
covert scenarios, denial of service reduces the valid measure-
ments available to defenders and makes the physical attack
harder to identify accurately. In non-covert scenarios, denial
of service and physical damage jointly increase operating
deviations. Simulations showed that coordinated cross-domain
attacks can cause more serious effects than either physical
attacks or denial of service alone while consuming fewer
attack resources [42].

The risk of such threats arises not merely from the si-
multaneous occurrence of two attacks, but from the network
entry changing the conditions under which the control system
responds to a physical anomaly. After a physical disturbance
causes the real state to deviate, missing, delayed, or discarded
observations increase uncertainty in state estimation. The
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controller cannot promptly distinguish normal fluctuations,
device faults, and malicious disturbances, nor can it generate
effective compensation commands from an accurate state.
As feedback control degrades, the initial physical deviation
may accumulate during continued operation and further affect
actuation stability and mission completion [41], [42].

In UAVs and embodied robots, this mechanism may involve
external disturbance of platform motion or actuators together
with suppression of telemetry, sensor networks, or remote-
control links. In satellites and industrial unmanned equipment,
device states may be altered while state reporting and remote
intervention are weakened. Here, the network attack is not
a consequence of the physical attack but a second entry
independently manipulated by the attacker. It reduces the
visibility of the physical anomaly, prolongs the anomalous
state, and weakens control and recovery mechanisms.

Physical–network cross-domain parallel-entry threats dis-
rupt the correspondence among real states, sensing informa-
tion, and control feedback. The sensing layer may acquire
incomplete information, and the communication layer may
fail to deliver it promptly. The computation and control layer
must then infer system state from limited observations. Even
when each module follows its prescribed logic, the closed loop
may diverge from the intended mission because the real state
remains partially unobserved.

B. Physical–Computing Cross-Domain Entries
Physical–computing cross-domain parallel-entry threats ma-

nipulate both the real physical state and its digital represen-
tation. A physical-domain attack entry changes equipment,
lines, energy components, or actuation processes. The domain
assigned to false-measurement injection depends on where
the attacker performs the manipulation. Manipulation during
sensor-signal formation belongs to the physical domain, while
modification of packets in transit belongs to the network
domain. Tampering with a database, state-estimation input,
or digital model belongs to the computing domain. Here,
the computing-domain designation emphasizes the corrupted
digital representation used for estimation and control in the
reviewed models. The actual injection interface must be iden-
tified separately; its delivery channel may also involve the
physical or network domain.

In the unified five-layer architecture, the computation and
control layer does not directly observe the real environment. It
reconstructs platform state from sensing data, communication
information, and system models. Consistency between the
physical state and its digital representation is fundamental
to state estimation, fault diagnosis, and control decisions. If
an attacker changes a physical object while synchronously
modifying its digital representation, a persistent discrepancy
can be created between the real system and computational
awareness. Sensors may continue to produce data and state
estimators may converge normally, yet the computational
result no longer corresponds to the actual operating state.

Li et al. modeled this coordinated attack as a bilevel
optimization problem. The attacker changes the actual power-
system topology through physical line attacks while conduct-
ing topology-preserving and load-redistribution data attacks.

The topology and measurements received by the control center
therefore appear normal. The computing-domain attack entry
both conceals physical line faults and may induce erroneous
dispatch. This combination can amplify local physical anoma-
lies and increase cascading-failure risk [43].

Deng et al. examined how false measurements can cancel
the observable signature of a physical attack. Their method
constructs a false-data injection vector from phasor measure-
ment unit data. The physical attack entry alters the real system
state, while the computing-domain attack entry reshapes the
digital state observed by the control center. When these entries
are coordinated, conventional bad-data detection may find no
clear inconsistency. The control system may then continue
estimation, control computation, and operational scheduling
based on an incorrect system-state estimate [44].

From a defensive perspective, Chen et al. examined how
changes in physical–digital coupling can expose and localize
coordinated attacks. Their threat model combines physical
line disconnection with synchronized measurement tampering.
Distributed flexible AC transmission devices actively change
line reactance, invalidating false data constructed from the
attacker’s original parameters. A deep-learning method then
localizes the disconnected line. Although the study focuses
on defense, its threat model shows that concealment requires
the computing-domain attack entry to track changes in the
physical state [45].

Lakshminarayana et al. likewise used moving-target defense
to alter the coupling between the physical system and mea-
sured data. By perturbing transmission-line reactance, the de-
fender invalidates the attacker’s prior system knowledge. The
effectiveness of a cross-domain parallel-entry threat therefore
depends on more than independent access to two attack entries.
It also requires an accurate model of the coupling between
the physical and computing domains. When the perturbation
invalidates the attack model under the evaluated conditions,
measurement tampering may no longer conceal the physical
anomaly [46].

Huang et al. extended this line of work to the system-level
consequences of unsafe dispatch and cascading outages. Their
secure phasor measurement unit placement strategy does not
seek to eliminate every attack. Instead, it prevents coordinated
line attacks and measurement tampering from inducing line
overloads and outages through an incorrect system view. The
study shows that cross-domain parallel-entry threats may not
only conceal existing faults but also amplify physical damage
through otherwise normal control processes [47].

Coordination between physical and computing attack en-
tries creates an attacker-controlled discrepancy between the
physical world and its digital representation. The physical
entry changes actual operating conditions, while the computing
entry preserves apparent normality or induces an erroneous
control decision. Commands generated from the corrupted
state estimate may satisfy program logic and data-format re-
quirements but remain unsuitable for the real environment. The
anomaly can persist across state estimation, control decisions,
and actuation feedback. It may consequently expand a local
device fault into operational instability, erroneous dispatch, or
mission failure [43]–[47].
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In intelligent unmanned systems, such a threat may in-
volve damaging actuators, propulsion components, or energy
systems while falsifying equipment-health indicators, attitude
estimates, and fault-diagnosis information. The platform may
then fail to identify the damage and continue its mission
or issue control actions that increase risk. The key risk of
a physical–computing cross-domain threat is therefore not
merely physical damage or data tampering, but the attacker’s
active control over how the system perceives reality through
two separate entries.

C. Network–Computing Cross-Domain Entries

The incidents examined here provide qualified combined-
effect evidence concerning communication services, control
functions, and terminal or host operational states. Their public
disclosures do not establish whether the relevant attack capa-
bilities were acquired through independent entries. Network-
domain actions may disrupt connectivity or manipulate control
communications, while computing-domain actions may erase
data, corrupt configurations, or disable hosts. These combined
effects can impair system operation and recovery, but con-
firmed parallel-entry classification requires evidence of entry
independence.

Intelligent unmanned systems generally depend on remote
management, network configuration, and software-defined ter-
minals for large-scale operation. A network anomaly alone
may cause only a temporary interruption, after which a termi-
nal can reconnect. If the terminal’s internal state is damaged,
however, it may remain inoperable after communication ser-
vices recover because critical data, configurations, or storage
states have been corrupted. When network and computing
entries act together, a short communication interruption can
become persistent system incapacitation, and recovery expands
from link reconnection to terminal reset, system reinstallation,
or hardware replacement.

Table V summarizes KA-SAT and Industroyer2 as qualified
combined-effect evidence from supporting infrastructure and
a power system, respectively.

The KA-SAT cyberattack on 24 February 2022 exhibited
behavior consistent with coordinated network- and computing-
domain effects in a satellite communication ground-and-
terminal system. Independent reporting by the Associated
Press documented the disabling of tens of thousands of
modems across Europe and the loss of remote connectivity
to wind turbines, while Reuters later reported the coordinated

attribution of the operation to Russia by the United States,
the United Kingdom, Canada, Estonia, and the European
Union [16], [17]. Viasat reported malicious traffic that hin-
dered legitimate terminals from remaining online and an in-
trusion through a misconfigured VPN appliance into a trusted
management network, where destructive commands overwrote
critical flash-memory data on numerous user modems [15].
SentinelLabs subsequently reported that AcidRain, a MIPS-
targeting wiper, was used to damage the storage and opera-
tional state of affected embedded terminals [48].

Traffic-based denial of service and terminal-state destruction
affected different functions, but the public account does not
establish that their capabilities were acquired through inde-
pendent entries. We therefore use KA-SAT as supporting-
infrastructure evidence (T-INF) of combined effects, not as
a confirmed parallel-entry attack on an unmanned platform.
The reported VPN-to-management-to-modem progression sep-
arately supports an entry-opening chain within the destructive
branch. Viasat reported no direct compromise of the satellite
itself. This distinction prevents an observed satellite-service
outage from being interpreted as demonstrated onboard control
compromise [15], [48].

The Industroyer2 operation provides transferred power-
system evidence (T-CPS) of coordinated control actions and
host destruction. ESET reported IEC-104 control functionality
together with CaddyWiper and Linux/Solaris wiping compo-
nents, and interpreted the destructive activity as an attempt
to obstruct recovery [49]. Contemporary reporting described
the attempted power disruption as thwarted [50], [51]. These
observations support the combined failure mechanism, but
do not establish independent acquisition of the control and
wiping entries. The case is therefore not counted as confirmed
parallel-entry evidence, and it does not directly validate an
attack on an unmanned vehicle or robot.

These combined effects motivate protection of connectiv-
ity, terminal state, and recovery capability. Network attacks
obstruct control, state reporting, and remote management.
Computing-domain damage can prevent affected devices from
reconnecting even after communication services recover. For
satellite terminals, UAV ground-control equipment, industrial
edge nodes, and robot control hosts, this combination may
cause widespread disconnection, configuration damage, and
prolonged interruption of mission services. It can also substan-
tially increase the time and resources required for recovery.

TABLE V
REAL-WORLD INCIDENTS SUPPORTING COMBINED NETWORK AND COMPUTING EFFECTS

Domain
Combination Incident and Date Target System Reported Actions Main Impact Evidence Source

Network–
Computing

KA-SAT, 24 Feb.
2022 [15]–[17], [48]

Consumer satellite
broadband terminals

Traffic-based denial of service; VPN
intrusion, management access and flash-
data destruction

Broadband outage;
terminal reset or
replacement

T-INF; parallel
relation
unconfirmed

Network–
Computing

Industroyer2, 8 Apr.
2022 [49]–[51]

Power provider and
substations

IEC-104 control actions; Windows and
Linux/Solaris wiping components

Attempted power
disruption; recovery
obstruction

T-CPS; parallel
relation
unconfirmed

These incidents illustrate combined effects, not confirmed independent parallel entries. KA-SAT concerns supporting infrastructure; Industroyer2 concerns a
power system. Neither is direct evidence of an end-to-end unmanned-platform attack.
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V. CASCADING-ENTRY THREATS

A cascading-entry threat occurs when an adversary first
exploits an initial attack entry and subsequently opens one
or more additional active entries through acquired privileges,
credentials, trust relationships, software dependencies, infras-
tructure dependencies, or task interactions. The defining char-
acteristic is that a later entry depends on a capability obtained
through an earlier entry.

Cascading-entry threats differ from both single-entry and
parallel-entry threats. A single-entry threat contains only one
actively manipulated entry, although its effects may propagate
across several operational layers or analytical domains. A
parallel-entry threat contains multiple entries that indepen-
dently support a shared objective. In a cascading-entry threat,
however, a later entry becomes available only because an
earlier compromise provides the required privilege, credential,
trusted position, dependency relationship, or access opportu-
nity.

According to the analysis flow introduced in Section II,
cascading-entry analysis begins with the initial active entry.
The capabilities obtained through this entry are then examined
to determine whether they satisfy the conditions for activating
another functionally distinguishable entry. Once a new entry is
activated, it is added to the actively manipulated entry set, and
propagation tracing continues from the new entry. This process
is repeated until no additional entry-opening relationship can
be identified.

Table VI distinguishes direct cascading-entry evidence from
qualified task-chain analogies. It records the actual target
system, interfaces, supported mechanism, and evidence source.
Table VII separately summarizes transferred incident evidence,
including access capabilities for which a complete downstream
platform attack chain has not been established.

A. Privilege- and Trust-Driven Cascading Threats

Privilege- and trust-driven cascading threats occur when an
adversary uses an initial foothold to obtain higher privileges or
abuse a trusted operational relationship. The initial entry is not

the final attack objective. Instead, it changes which engineering
tools, management interfaces, credentials, control functions, or
safety mechanisms become reachable.

A later interface may still accept the adversary’s operation
as legitimate because the adversary uses credentials, identities,
or authority obtained through the initial compromise. Examin-
ing only the final malicious action may therefore fail to reveal
how the attack became possible. Analysis must reconstruct
the transition from the initial foothold to the newly reachable
privileged interface.

The TRITON/TRISIS incident provides representative real-
world evidence of this mechanism. Public analysis showed
that the attack framework was designed to interact with
Triconex safety instrumented system controllers [54]. From a
cascading-entry perspective, the critical progression was from
an engineering or remote-access environment to the safety-
controller programming interface.

The engineering or remote-access environment constituted
the initial entry. The trusted engineering relationship then
provided the authority required to activate a controller-level
entry. After this transition, the attack boundary expanded from
an ordinary host or management environment to the safety
protection layer, where controller logic and protection behavior
could be manipulated.

This progression is relevant to intelligent unmanned systems
because such systems rely on remote-maintenance interfaces,
ground-control stations, fleet-management consoles, engineer-
ing tools, cloud-management services, and safety controllers.
An adversary may compromise a maintenance interface and
then reuse the acquired authority to reach flight-control pa-
rameters, robotic-controller configurations, satellite-terminal
management functions, propulsion settings, or actuator-control
logic.

The main security problem lies in the entry-opening tran-
sition. Detection therefore requires evidence of credential
use, privilege changes, trusted-channel access, remote-session
establishment, and subsequent operations on control interfaces.

TABLE VI
DIRECT CASCADING-ENTRY EVIDENCE AND QUALIFIED TASK-CHAIN ANALOGIES

Domain
Combina-
tion

Study Target System Entries or
Interfaces Supported Mechanism Reported Impact Evidence

Source

Network–
Computing

SROS 2 Supply-
Chain Attack [52]

QCar2 / SROS 2
testbed

Third-party
package; stolen
keystore; control
topics

Credential theft enables authenti-
cated re-entry

Spoofed control or
perception D

Mission–
Computing

Skill Squat-
ting [36]

Voice-assistant
ecosystem

Skill invocation;
conditional later
service access

Redirection demonstrated; additional
entry requires evidence Service redirection

T-HMI;
conditional
chain

Mission–
Computing

Dangerous
Skills [38]

Voice-assistant
ecosystem

Skill invocation;
interaction trust

Squatting and masquerading; new
permission not assumed

Impersonation; data
disclosure

T-HMI;
conditional
chain

Mission–
Computing SkillExplorer [53] Third-party skill

ecosystem Skill dialogue Behavioral privacy analysis; no
entry-opening chain established

Private-information
requests; continued
listening

T-HMI;
mechanism
reference

SROS 2 denotes Secure Robot Operating System 2. D denotes the platform-specific SROS 2 proof of concept. T-HMI rows motivate task-chain analysis, but
do not demonstrate cascading attacks on unmanned platforms. Invocation, continued interaction, or data disclosure alone does not establish a new active entry.
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B. Supply-Chain and Update-Channel Cascading Threats

Supply-chain and update-channel cascading threats exploit
dependencies among software producers, third-party compo-
nents, build environments, update channels, and downstream
systems. Intelligent unmanned systems increasingly depend
on firmware updates, over-the-air updates, AI-model updates,
robotic middleware packages, third-party libraries, task plug-
ins, and cloud-delivered configurations.

The SROS 2 study summarized in Table VI demonstrates
this mechanism in a robotic environment [52]. A compromised
third-party package provides the initial entry. After execution,
the adversary obtains keystore credentials and uses them to
enter authenticated ROS 2 control topics.

The control-topic injection is a new active entry because the
adversary uses stolen credentials to publish spoofed messages
through a distinct trusted interface. The actively manipulated
entry set therefore expands from the software package to the
control or perception topic. Credential possession alone would
establish access capability rather than an additional active
entry.

The SolarWinds SUNBURST incident illustrates a similar
progression at a larger scale. The adversary compromised the
SolarWinds Orion build or update process and distributed a
trojanized update through a trusted software channel [55].
The supplier-side build environment served as the initial
entry, while downstream customer networks and management
environments became newly opened entries.

The 3CX incident demonstrates a multi-stage supply-chain
relationship. Public analysis linked the compromise of 3CX
to malicious software obtained from another vendor [56]. The
upstream software compromise opened access to the 3CX
development environment. This environment then opened the
trusted 3CX build and distribution channel, which exposed
downstream endpoints.

NotPetya shows how an update entry can further open
credential- and network-based entries. Its initial delivery was
linked to the compromised M.E.Doc update mechanism [57],
[58]. After execution, credential reuse and vulnerability ex-
ploitation enabled propagation to additional internal hosts and
services.

These cases share a common progression. An upstream
dependency is compromised, a trusted build or update channel
delivers malicious code, the code executes in a downstream
environment, and additional credentials, services, or control
interfaces become reachable.

For intelligent unmanned systems, this progression may
affect onboard computers, edge nodes, ground stations, fleet-
management platforms, cloud-based mission services, robotic
middleware, and model-deployment environments. Software
provenance must therefore be verified across build, signing,
distribution, installation, credential use, and runtime interac-
tion.

C. Cloud–Edge–End Dependency Cascading Threats

Cloud–edge–end dependency cascading threats arise from
the distributed architecture of modern intelligent unmanned

systems. Such systems depend on cloud services, edge gate-
ways, routers, firewalls, ground stations, remote-maintenance
terminals, telemetry aggregators, and fleet-management plat-
forms.

A compromised supporting node may provide stored cre-
dentials, network visibility, management relationships, or rout-
ing capabilities that enable access to additional systems. The
compromised node therefore becomes more than an affected
component. It becomes a position from which new entries can
be activated.

VPNFilter demonstrates this risk in edge infrastructure. It
affected routers and network-attached devices and supported
traffic monitoring, credential theft, command-and-control com-
munication, proxying, and destructive behavior [59]. Compro-
mise of an edge device could therefore open additional entries
related to credentials, traffic observation, and downstream
network access.

Cyclops Blink was described as a modular malware frame-
work deployed on network devices, with persistent access, file
download and execution, and the ability to add modules [60].
These capabilities support the concern that a compromised
infrastructure node can sustain and extend attacker access.
The cited advisory does not, however, establish a complete
downstream attack chain into an unmanned platform. Such a
chain is a transfer hypothesis requiring evidence of a further
reachable interface and the capability used to manipulate it.

Volt Typhoon-related advisories document persistent access
to critical-infrastructure IT networks and preparation for pos-
sible disruption of operational technology [61]. Reported ac-
tivities include credential abuse, lateral movement, and living-
off-the-land techniques. These observations support analysis
of access expansion and pre-positioning; they do not establish
completed operational disruption or an attack chain into an
unmanned platform.

In intelligent unmanned systems, a similar chain may be-
gin from a remote-access interface or edge device, continue
through a gateway or management node, and then reach an
operational network, edge-computing platform, telemetry ser-
vice, fleet-management function, or device-control interface.

A compromised ground station may expose multiple un-
manned platforms. A compromised gateway may expose
telemetry and local control services. A compromised cloud-
management account may enable modification of task plans,
software images, models, or permissions across multiple de-
vices.

The central risk is therefore not only infrastructure un-
availability. The more important risk is that the attacker can
reuse the trusted position, credentials, and dependencies of the
compromised node to activate additional entries.

Table VII summarizes the real-world incidents discussed in
the preceding subsections.

D. Task-Chain and Ecosystem Cascading Mechanisms and
Qualified Analogies

A task-chain or ecosystem cascade can arise when an initial
task interaction enables an attacker to manipulate a distinct
additional interface. The initial interaction may involve a task
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TABLE VII
TRANSFERRED INCIDENT EVIDENCE FOR CASCADING MECHANISMS AND ACCESS CAPABILITIES

Domain
Combination Incident and Date Target System Reported Progression Impact or Limitation Evidence

Source

Network–
Computing

TRITON/TRISIS,
2017 [54]

Safety instrumented
system

Engineering foothold; controller program-
ming

Safety-control manipula-
tion; physical risk T-CPS

Network–
Computing

SolarWinds SUNBURST,
2020 [55]

Enterprise software
supply chain Trojanized update; downstream access Persistent organizational

access T-IT

Network–
Computing

NotPetya/M.E.Doc,
2017 [57], [58]

Enterprise and
industrial networks

Malicious update; credential reuse; lateral
movement Destructive disruption T-IT

Computing 3CX, 2023 [56] Software distribution
ecosystem

Upstream software compromise; build and
distribution access

Downstream endpoint
exposure T-IT

Network–
Computing

VPNFilter / Cyclops
Blink, 2018 / 2022 [59],
[60]

Edge-network
infrastructure

Device compromise; modular capabilities;
persistence

Infrastructure access;
further platform chain
not established

T-INF

Network–
Computing Volt Typhoon, 2024 [61] Critical-infrastructure

IT/OT IT foothold; credential abuse; lateral access Persistence; prospective
disruption risk T-INF

All rows are transferred evidence. Dates identify the incident or public disclosure discussed here. Infrastructure capabilities do not establish a complete attack
path to an unmanned platform; further entry-opening transitions require case-specific evidence.

request, service invocation, third-party skill, plugin, or human–
machine interaction. A cascading classification requires evi-
dence that this interaction opens further access through newly
acquired credentials, permissions, or service capabilities.

This mechanism is relevant to unmanned systems that use
open task ecosystems, reusable mission modules, cloud-based
planning services, or natural-language interfaces. Publicly
documented operational incidents establishing such cascades
remain limited, so the following discussion draws on the voice-
assistant studies in Table VI. Skill Squatting and Dangerous
Skills are treated as conditional task-chain analogies, whereas
SkillExplorer serves as a mechanism reference. These T-
HMI studies support analysis of task-interaction risks without
establishing cascading attacks on unmanned platforms.

Skill Squatting demonstrates that invocation errors can redi-
rect a request to an attacker-controlled skill [36]. This directly
supports the invocation-manipulation scenario discussed in
Section III-D. A cascading interpretation requires additional
evidence that the initial interaction obtains a new credential,
permission, or service capability and that the attacker then
actively uses a distinct interface. Service redirection alone does
not demonstrate this transition. Its use here is a transferred
task-chain analogy (T-HMI), not an independently validated
cascading attack on an unmanned platform.

Dangerous Skills shows how voice squatting and mas-
querading can redirect interactions and mislead users about
the responding service [38]. This supports a task-trust failure
in a voice-assistant ecosystem. Whether subsequent data col-
lection constitutes another active entry depends on the actual
permission and interface transition. If it merely continues
through the same malicious skill under existing authority,
the scenario remains single-entry. Extension to robotic task
execution therefore requires evidence of newly opened control
or service access.

SkillExplorer analyzes third-party skill behavior and docu-
ments requests for private information and continued listening
after stop commands [53]. It provides transferred evidence
of interaction and privacy risks (T-HMI); it does not by
itself demonstrate privilege escalation, a newly opened device-

control entry, or an end-to-end robotic attack chain. Its contri-
bution to this subsection is to motivate scrutiny of task-service
behavior. A cascading interpretation remains conditional on a
separately established entry-opening transition.

This mechanism can be mapped to intelligent unmanned
systems. A robot may load a third-party task skill, an un-
manned vehicle may invoke a cloud-based planning service,
and a UAV swarm may install a mission-specific plugin.
The initial invocation may subsequently open access to mis-
sion data, external services, control messages, or physical
execution. Such extensions require platform-specific evidence
that the initial interaction enables manipulation of a distinct
interface.

The core security property is consistency among mission
intent, selected service identity, granted permissions, external
dependencies, and actual execution behavior. Authentication
of the initial task request is insufficient when the invoked
service can later acquire new permissions or activate additional
capabilities without revalidation.

Across the four progression mechanisms, cascading-entry
threats share the same fundamental structure. The initial entry
is not the final attack boundary. Instead, the adversary uses the
initial compromise to change which credentials, privileges, ser-
vices, devices, interfaces, or dependencies become reachable.

Privilege- and trust-driven progression moves from an
ordinary foothold to a higher-privilege control interface.
Supply-chain progression moves from upstream dependencies
to trusted distribution channels and downstream platforms.
Cloud–edge–end progression moves through gateways, infras-
tructure nodes, operational networks, and end devices. Task-
chain progression qualifies as cascading only when an earlier
compromise enables active manipulation of a distinct later
interface. Service invocation, permission use, data access, or
physical execution alone does not establish that transition.

These mechanisms are particularly relevant to intelli-
gent unmanned systems because such systems are hetero-
geneous, interconnected, update-dependent, service-oriented,
and mission-critical. Protection therefore requires not only
detection of the initial compromise, but also continuous iden-
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tification of entry-opening conditions, changes in the actively
manipulated entry set, and expansion of adversary capabilities.
The corresponding requirements for attack-chain containment,
trust-boundary control, safe degradation, and trusted recovery
are derived in Section VI.

VI. SECURITY REQUIREMENTS ANALYSIS

The security requirements in this section are derived from
the failure mechanisms identified in the preceding threat
analysis. A single-entry threat shows how a locally anomalous
signal, message, component, or task interaction can acquire
downstream trust. A parallel-entry threat shows how several
locally plausible entries can conceal or reinforce one another
when their effects are evaluated separately. A cascading-entry
threat shows how an initial foothold changes credentials,
privileges, or dependencies and thereby opens later entries.
Finally, mission-compromising effects show why detection
alone is insufficient when normal operation can no longer
continue safely.

This derivation connects each threat structure to four ques-
tions: what problem is exposed, what evidence is required,
what the protection mechanism must achieve, and how the
system should respond. Table VIII makes this reasoning
explicit. The resulting requirements—entry trustworthiness,
cross-domain consistency, attack-chain containment, trust-
boundary control, safe degradation, and trusted recovery—are
therefore tied to the reviewed attack mechanisms rather than
appended as general recommendations. The Govern, Identify,
Protect, Detect, Respond, and Recover functions of the NIST
Cybersecurity Framework 2.0 provide a lifecycle reference for
implementing them [62].

A. Entry Trustworthiness and Cross-Domain Consistency

Single-entry cases reveal a transfer-of-trust problem.
Spoofed sensor inputs, protocol-valid messages, compromised
processing logic, and malicious service invocations can all
satisfy local checks before being consumed by downstream
control or mission functions. Entry trustworthiness therefore
requires evidence of signal or message provenance together
with consistency between the reported state and the platform’s
physical, computational, and mission context. If provenance
cannot be established or the states conflict, the protection goal
is not merely to label an anomaly, but to prevent it from
retaining full authority. The system should reduce confidence,
restrict high-risk actions, and adopt conservative control until

the entry is revalidated. Continuous verification and least-
privilege access support this treatment of uncertain inputs [63].

At the device level, multidimensional intrinsic identity
construction and dynamic seamless authentication provide a
related direction for maintaining trust after initial access [64].
Such approaches are relevant to mobile and intermittently con-
nected unmanned nodes because a one-time credential check
cannot establish that the same trustworthy device and operating
context persist throughout a mission. However, evidence from
general IoT environments should be treated as an architectural
reference rather than direct validation on unmanned platforms.

For human-operated control terminals, entry trust may also
depend on whether the current interaction behavior remains
consistent with that of the authorized operator. SPUAuth
demonstrates that fine-grained behavioral biometrics derived
from motion-sensor and gesture characteristics can comple-
ment knowledge-based credentials and improve resistance to
observed-secret imitation [65]. Although the method targets
smartphone pattern unlocking rather than unmanned-system
control stations, it provides transferable evidence for combin-
ing explicit credentials with continuous behavioral verification
at human–machine interaction entries.

Parallel-entry mechanisms and qualified combined-effect
evidence motivate cross-domain consistency checks. In a
parallel-entry scenario, one manipulated entry may suppress
the evidence needed to detect another. Physical damage paired
with falsified measurements can preserve a normal-looking
digital state. Communication disruption combined with termi-
nal destruction can also complicate diagnosis and recovery,
even when the relationship between their entries remains
unconfirmed. Detection must therefore correlate trusted times-
tamps, state transitions, control outputs, actuation feedback,
and mission events across domains. The decisive evidence
is temporal and causal inconsistency at the system level, not
necessarily an extreme value at one component. Once locally
plausible evidence becomes globally irreconcilable, suspected
entries should be isolated and their combined influence re-
stricted in control decisions. Asset identification, segmenta-
tion, controlled remote access, and continuous monitoring
provide the operational basis for this response [5].

Causal analysis provides one possible mechanism for con-
verting such cross-layer observations into root-cause evidence.
In a complex 5G environment, Xu et al. constructed a Bayesian
causal model to uncover causal links across multilayer network
and service data and thereby identify the root causes of

TABLE VIII
SECURITY REQUIREMENTS DERIVED FROM THREAT STRUCTURES

Threat Structure Exposed Problem Required Evidence Detection/Protection Goal Response Requirement

Single-entry Local anomaly gains downstream trust Signal provenance, state
consistency

Reject or reduce trust in anomalous
entry Conservative control

Parallel-entry Multiple entries conceal each other Cross-domain temporal and
causal evidence

Detect globally inconsistent but locally
valid states Isolate coordinated entries

Cascading-entry Initial foothold opens later entries Credential, privilege and
dependency transitions Identify entry-opening behavior Revoke trust and interrupt

chain

Mission-
compromising
effects

Critical operation cannot continue normally Mission state and minimum
functional set Preserve controllability Safe degradation and trusted

recovery
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anomalies [66]. Although the study addresses 5G network
operations rather than unmanned-system attacks directly, its
method-level evidence is relevant to unmanned platforms that
depend on cellular and edge services: correlated alarms should
be interpreted through cross-layer causal dependencies instead
of being treated as independent component anomalies.

B. Attack-Chain Containment and Trust-Boundary Control

Cascading-entry threats are identified by entry-opening be-
havior: the initial compromise changes which accounts, de-
vices, services, or control functions become reachable. The
required evidence is therefore a transition history of creden-
tials, privileges, software provenance, trust relationships, and
service dependencies. A later action extends the entry chain
when it actively manipulates a distinct interface using authority
or access created by an earlier compromise.

Semantic provenance graphs offer a concrete representation
for preserving and analyzing this transition history. Han et
al. construct semantic provenance graphs from multisource
logs, extract graph-structural representations, and combine
static features with dynamic behavioral evidence for early
ransomware detection [67]. Their evaluation concerns ran-
somware on conventional computing hosts rather than intel-
ligent unmanned systems; nevertheless, the provenance-graph
approach illustrates how processes, files, communications,
and operations can be linked into causal behavior chains.
For unmanned systems, the same principle would require
extending the graph with sensor observations, control com-
mands, actuator responses, node identities, and mission-state
transitions.

Containment should act at the transition that expands at-
tacker capability. Management, control, and mission-execution
privileges should be separated, and high-impact operations
should be revalidated against device state and mission phase.
Abnormal credential use, privilege escalation, or changes in
update provenance should trigger identity revocation, node
isolation, or suspension of critical control access. Software,
firmware, models, and task plugins likewise require verifi-
cation across build, signing, distribution, and deployment;
otherwise, a trusted update path becomes the mechanism that
opens entries on multiple platforms. These controls interrupt
the chain by withdrawing newly acquired trust rather than
assuming that the initial boundary will always hold [68], [69].

C. Mission-Oriented Safe Degradation and Trusted Recov-
ery

Mission-compromising effects require the response to be
evaluated against the mission state, not only the health of
individual components. Immediate shutdown may be unsafe
for a vehicle in motion, a robot performing a critical operation,
or a distributed system that still retains partial control. The sys-
tem must therefore identify its minimum functional set—the
trusted sensing, communication, computation, and actuation
capabilities needed to remain observable and controllable—
and preserve that set while disabling uncertain functions.

Safe degradation converts this evidence into bounded oper-
ation. Declining sensing confidence may require conservative

control and reduced autonomy; communication anomalies may
require a verified local mode; suspicious computation or
mission components may require suspension of high-privilege
actions. The specific action is platform-dependent, but its goal
is consistent: prevent irreversible effects without discarding the
control needed for recovery.

Trusted recovery requires evidence that the identified attack
path has been removed or contained. Reconnecting a device
or restarting software is insufficient if compromised creden-
tials, models, configurations, permissions, or task states are
restored unchanged. Recovery should begin from a verified
baseline, rebuild identities and permissions, confirm physical
and mission-state consistency, and only then resume higher-
risk functions. In this way, safe degradation preserves control-
lability during the incident, while trusted recovery reduces the
risk of re-establishing the original single-entry, parallel-entry,
or cascading-entry attack structure [70].

D. Evidence Transferability and Validation Limits

The evidence-source labels constrain the scope of the
preceding requirements. Direct evidence is concentrated in
autonomous-driving subsystems, robot controllers and middle-
ware, and the SROS 2 testbed; these studies do not collec-
tively validate the framework across UAV swarms, maritime
platforms, or satellite constellations. Conversely, the parallel-
entry studies in Table IV are drawn from generic control and
power systems, while most incident evidence for cascading
mechanisms concerns enterprise or infrastructure systems.
Their inclusion establishes useful failure mechanisms in the
reported environments, not their prevalence or demonstrated
exploitability on unmanned platforms.

A transfer is defensible only when the target platform has
the relevant functional dependency and the attacker can obtain
the required access. Grid-based concealment models require
corresponding sensing and control dependencies, but grid
observability, dispatch intervals, and line-reactance controls
cannot be assumed for a moving robot. Enterprise supply-
chain and credential-abuse cases require comparable update
trust, stored secrets, or remote-management paths; they do
not establish that flight-critical partitions or safety controllers
are reachable. Voice-assistant cases require comparable task
matching, service identities, and authorization semantics; a
misleading interaction does not by itself imply physical actu-
ation. Infrastructure outages establish service-dependency risk
but do not prove onboard compromise.

Platform-specific validation should therefore state the at-
tacker capabilities, accessible entries, causal transition evi-
dence, autonomy level, mission phase, timing constraints, and
safety mechanisms. Simulation and testbed results should be
distinguished from operational observations. Outcomes should
include control deviation, detection delay, mission completion,
safe-degradation behavior, and recovery cost under the tested
conditions. Until such validation is available, the transferred
cases support design hypotheses and protection priorities; their
attack success rates and defense performance must not be
carried over as quantitative guarantees.
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VII. CONCLUSION

This survey proposed a threat-entry-oriented framework
for security analysis of intelligent unmanned systems. The
framework maps heterogeneous platforms to five operational
layers and distinguishes these functional locations from four
impact domains. Threats are classified by the number of active
entries and their entry-opening causal relationships: single-
entry threats involve one actively manipulated entry; parallel-
entry threats involve multiple entries without entry-opening
dependence; and cascading-entry threats involve a later entry
enabled by an earlier compromise. Temporal order or cross-
domain propagation alone does not determine the category.

The structured narrative synthesis distinguishes direct plat-
form or platform-subsystem evidence from mechanisms trans-
ferred from related systems. It illustrates how attacks can
propagate, conceal one another, or expand access, without
establishing their prevalence across unmanned platforms. Pro-
tection priorities include entry trustworthiness, cross-domain
consistency, attack-chain containment, trust-boundary control,
safe degradation, and trusted recovery. Transferred evidence
supports these qualitative requirements but does not establish
platform-specific exploitability or quantitative defense perfor-
mance.

Future work should validate the framework on diverse
platforms using explicit attacker capabilities, causal transition
evidence, and mission-level outcomes. Common benchmarks
should compare propagation paths, control deviation, detec-
tion delay, mission completion, and recovery cost. Detection
should relate sensing, communication, software execution,
and task semantics rather than treat their anomalies inde-
pendently. Large models, tool invocation, mission plugins,
and cloud–edge–end dependencies also require lifecycle eval-
uation. AI risk-management and secure-system-engineering
standards provide relevant foundations [71]–[76], while ex-
perimental validation remains necessary before transferred
mechanisms can support operational assurance.
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