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This paper investigates the integrated full-duplex detection and jamming for minimizing the adversarial communication throughput
in wireless systems. In a hostile military scenario consisting of an adversary transmitter (Alice), an adversary receiver (Bob), and a
friendly full-duplex warden (Willie), where warden aims to simultaneously detect the presence of adversary transmissions via energy
detection and interfere with their communication by transmitting artificial noise (AN). To address the inherent trade-off between
detection performance degradation caused by self-interference and jamming capability, we propose a power control strategy to
minimize the adversary’s throughput subject to detection capability and maximum power constraints. Specifically, we derive an
upper bound on the detection error probability to quantify detection performance and establish a detection requirement constraint.
Subsequently, an optimization problem is formulated to minimize the communication throughput. By analyzing the monotonicity of
the objective and constraint functions, the optimal AN transmit power is determined. Numerical results demonstrate the trade-off
between jamming capability and detection reliability, revealing that the achievable minimum throughput is critically constrained
by the detection requirement and the maximum AN power. This work provides significant insights into the development of secure

communication and counter-measure strategies.

Index Terms—Full-duplex, signal detection, jamming, throughput minimization, power control.

I. INTRODUCTION

ITH the rapid advancement of wireless communica-
Wtion technology, signal sensing serves as a critical
component of communication systems, performing essential
tasks such as spectrum resource management, interference
identification, and security defense [1], [2]. The core objective
of a detector is to accurately determine the presence of target
signals within complex electromagnetic environments, which
directly impacts the reliability of communication systems and
the level of information security defense [3], [4]. Within
traditional detection frameworks, energy detection has emerged
as the optimal method for detecting the presence of unknown
signals due to its independence from signal prior information,
low computational complexity, and theoretical optimality [5],
[6]. This approach is particularly suitable for the military
adversarial scenario, where the warden lacks any a prior
information and requires low-complexity detection method.
Therefore, this approach is widely applied in scenarios such
as cognitive radio, Internet of Things (IoT) device monitoring,
and wireless environment surveillance [7], [8]. For instance,
in cognitive radio networks, secondary users employ energy
detection to sense primary user signals and avoid interference,
with its performance directly determining spectrum sharing
effectiveness [9]. In 10T scenarios involving massive device
access, low-power devices rely on the efficiency of energy
detection to minimize computational costs [10].

However, with the development of communication technol-
ogy, detectors face unprecedented technical challenges. One
challenge comes from the widespread adoption of low-power
communication technologies, which leads to high detection
error probability due to low signal-to-noise ratios in detection
channels [11]. For example, in industrial IoT, sensors employ
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power control techniques to extend device battery life, reducing
signal power to levels near or even below the noise.

Additionally, the emergence of covert communication tech-
nologies poses a fundamental challenge to detection theory
[12]. Covert communication ensures that the probability for a
detector to detect communication between two legitimate users
is negligible, thereby hiding the transmission itself [13]. The
work in [14] jointly optimizes the flying location and transmit
power for an unmanned aerial vehicle (UAV) conducting covert
operations in military surveillance scenario. The work in [15]
investigates covert communication in multi-relay IoT systems
with multiple energy harvesting jammers with a harvesting-
then-jamming protocol and proposes the relay and jammer
selection strategy. The work in [16] proposes an energy-efficient
covert offloading scheme for blockchain-enabled IoT, enabling
sensors to upload tasks undetected by attackers while ensuring
the effectiveness of paid computation offloading. The work
in [17] employs covert communication to transmit privacy-
sensitive data over device-to-device communication links,
thereby reducing the probability of detection. Consequently,
covert communication, as an emerging information security
technology, has been extensively studied in scenarios like
military anti-interception communications and privacy-sensitive
data transmission [18], [19]. Therefore, from the detector’s
perspective, analyzing and enhancing detection performance
holds significant importance.

Existing covert communication studies focus on improving
the covertness of legitimate communications by reducing
adversary detection probability, while few address the reverse
demand of friendly real-time detection and jamming for
adversarial communications. We adopt a full-duplex warden to
realize simultaneous detection and jamming and balance the
inherent self-interference trade-off.

This paper considers a practical application in military
scenarios involving the detection and jamming of enemy
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communications, where friendly units detect whether the
adversary is communicating and transmit artificial noise to jam
communications. Specifically, a full-duplex detector detects
communication activity and transmits artificial noise to jam
communications, minimizing the adversary’s communication
throughput. Considering that both communication detection
and jamming play critical roles in military operations, a
single unit must simultaneously perform both tasks. For the
full-duplex detector, transmitting artificial noise creates self-
interference, thereby reducing the detection probability of
enemy communications. This implies a trade-off between
detection and jamming capabilities, necessitating a balance
between detection and jamming. Consequently, researching
methods for a full-duplex detector to detect and jam legitimate
communications holds significant importance. To balance
jamming capability and detection reliability, we propose a
power control scheme that maximizes jamming performance
by optimizing the artificial noise power while maintaining the
required detection reliability by imposing strict constraints on
the detection capability, thereby addressing the trade-off.

In this paper, based on the above scenario, we analyze the
detector’s capability to detect communications and establish
detection requirement constraints to ensure a certain level of
detection capability. Furthermore, we optimize the transmit
power of the detector’s artificial noise to minimize the adver-
sary’s communication throughput. By constraining the detection
capability and power control of the full-duplex detector, we
can interfere with communications as much as possible while
maintaining detection capability.

The rest of this paper is organized as follows: Section II
details the system model. Section III presents the optimization
problem and solves it. Section IV shows numerical results.
Finally, section V concludes this paper.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a wireless communication
scenario consisting of an adversarial signal transmitter Alice,
an adversarial receiver Bob, and a friendly detector Willie.
In this system model, Alice communicates with Bob while
Willie simultaneously detects Alice’s transmission signals and
generates artificial noise to jam the communication. Alice and
Bob each have one antenna, while Willie has two antennas
for transmission and reception. This wireless communication
system includes three channel links—the communication link
from Alice to Bob, the detection link from Alice to Willie,
and the jamming link from Willie to Bob. All three channel
links are modeled as additive white Gaussian noise (AWGN)
channels. The communication system uses a finite number of
channels, with the communication block length set to /N for
all three channel links.

A. Detection Performance

To obtain the detection error probability of detector Willie for
analyzing detection performance, we first present the received

()
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—— Detection link —— Jamming link

Fig. 1. Illustration of wireless communication scenario

signal at the i-th channel used by detector Willie as

| VPpPuxyw 1] + 1y (1], H
vuli] = { VPatn 4 pPurn i+ muli], Hy D

where H; denotes that Alice does not transmit a signal,
H, denotes that Alice transmits a signal, p is Willie’s self-
interference coefficient, P, is the transmission power of
Willie’s artificial noise, x, [i] ~ CN(0,1) is Willie’s transmis-
sion signal, n,, [i] ~ CN(0,02) is the complex Gaussian noise
at Willie’s location, qu is the noise power at Willie’s location,
P, is the fixed transmit power of Alice’s communication signal,
and z, [i] ~ CN(0,1) is Alice’s transmission signal.

Assuming hypotheses Hy and H; have equal prior proba-
bilities, Willie makes a binary decision, denoted as D; and
D, to determine whether Alice is engaged in transmission
behavior. This is a standard and reasonable assumption for
adversarial wireless communication detection scenarios where
the warden has no a priori statistical information about the
adversary’s transmission activity. Therefore, Willie’s detection
error probability ¢ is defined as

(@)

where Pr{D; |Hy} is Willie’s false alarm probability, and
Pr{Dy |H; } is Willie’s miss detection probability.

Willie’s optimal energy detection is a likelihood ratio
detection, whose detection strategy is given by

&= Ppa+Pup =Pr{Dy|Ho} +Pr{Dy|H: },
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where Py and IP; denote the likelihood functions of the received
signal under the Hy and H; hypotheses, respectively, and
fywli] | Ho) and f(y,[i] | H1) denote the probability
density functions of the received signal under the Hy and H;
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hypotheses, respectively. Based on equation (1), f(yw[i] | Ho)
and f(yw[é] | H1) can be expressed as

f(yw[l] | HO) = CN(Ova’w + O'mzu)a @
f(yuli] | Hi) = CN(0, Py + pPy + 3. )

According to the likelihood ratio test conducted by Willie,

its detection error probability can be further expressed as
§=1-Vr(Po,P1), (6)

where V7 (Pg,P1) denotes the total deviation distance between
Py and IP;. Based on the relationship between total deviation
distance and Hellinger distance, the following inequality holds:

VT(POa]P)l) > HQ(PO?Pl)a (7)

where H?(Pg,PP;) is the square of the Hellinger distance
between Py and P;. Based on the definition of the Hellinger
distance and Equations (3), (4), and (5), H?(Py,P;) can be
derived as

N
L1 /(i) | Ho) H (yoli] | Hy)da

A
e[y .

N
T2 (pPw + 03,)(Pa + pPu +02)]

A, 1 1 g
<o | L1 T pPuto02  PotpPyto2) )™

_l=? 1 + 1 N
1 / exp 2 pPy+o2 Py+pPy+o2, d
=1- x
x ™/ (pPy +02)(Pa+ pPy +02)

=1- !
/(0P + 02)(Pa + pPoy + 02)
. 27(pPu + 02)(Pa+ pPy +0-5)]N

Py + 2pPy + 202,
717 2\/pP11)+0'12u)(Pa+pr+o'3))
B P, 4+ 2pP, + 202,

. ®)

where X is the support set of f(y[i] | Ho) and f(y.[i] | H1)-

Substituting (7) into (6) , we obtain an upper bound for the
detection error probability, which is given by

£ =1-Vr(Py,P) <1— H?(Py,Py). 9)

We define T' = 1—H?(Py,P;) to represent Willie’s detection
metric, where a smaller 71" indicates a lower detection error
probability and stronger detection capability. Setting T to
be less than a small fixed threshold value £ means Willie’s

detection error probability will not exceed this threshold,

representing the detection requirement. Thus, the detection
requirement constraint is obtained by

T =1- H*(Py,P)
N

2\/(pr +04) (Lo + pPuoi, +03)
P, +2pPy, + 202,

<e. (10)

B. Communication Throughput

To determine the communication throughput from Alice to
Bob as a measure of communication performance, we first
define the signal-to interference-plus-noise ratio (SINR) at Bob
as

P,

a
YW= "S55 1D
pPy + of

where o7 is the noise power of the complex Gaussian noise
at Bob. For finite block-length communications, the decoding
error probability cannot be neglected. When the transmission
rate R and block length N of the communication from Alice
to Bob are fixed, the decoding error probability § can be
approximated by

5~ 0 <¢N(1+%> (In(1 + ) -

Rln2) 7 (12)
(1 + 2)

where Q(-) is the Q-function, also known as the right-

tail function of the standard normal distribution, defined as
o) 2 . .

Qz) = fx \/% exp —%) dt. Therefore, the communication

throughput 7 is given by
Rln?2) > ]
13)

Communication throughput represents the number of bits that
wireless communication can effectively transmit. To achieve
throughput minimization under Willie jamming, throughput is
adopted as the performance metric for communication.

n=NR(1—Y9)
0 (\/N(l + %) (In(1 + ) —
Yo (6 +2)

=NR|1-

III. COMMUNICATION THROUGHPUT MINIMIZATION

Our objective is to minimize communication throughput
while ensuring Willie’s detection capability.

A. Optimization Problem Formulation

Minimizing throughput under Willie’s jamming is formulated
as an optimization problem constrained by detection require-
ment and artificial noise transmit power, which is described
as

min 7

Py,

s.t Pw SPmaJo (143')
T <e, (14b)

where P, < P ax is the maximum transmit power constraint
for artificial noise, Pyax 1S the maximum transmit power of
artificial noise. T < ¢ is the detection requirement constraint,
and ¢ is the detection requirement reflecting the level of
detection capability.
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B. Solution of the Optimization Problem

To solve the optimization equation, it is necessary to analyze
the monotonicity of the objective and constraint functions. First,
we analyze the monotonicity of communication throughput
with respect to the transmit power of Willie’s artificial noise
P,,. Expressing the integer term within the brackets of the Q
function in (13) as ¢, the first derivative of communication
throughput 7 with respect to the SINR at Bob is given by

0 1 2 9
a'yb \/ﬂ 0'yb
where (%Cb is the first derivative of ¢ with respect to +y,, which
given by
¢ VN[ +2m+Rn2—In(1+7)] 6
o o2+ )2
(72 +2v—In(1+v)) 92 L dryy 1 ,
Note that o leﬂ: > 0 and A2 +

295 — In(1 + )[y,=0 = 0, we have % > 0. Substituting
into Equation (15) yields % > 0, indicating that the
communication throughput 7 monotonically increases with
the SINR at Bob. Furthermore, according to (11), the SINR
at Bob is a monotonically decreasing function of the transmit
power of Willie’s artificial noise. Therefore, the communication
throughput 77 monotonically decreases as the transmit power
of Willie’s artificial noise P, increases.

Next, we analyze the monotonicity of the detection metric
T with respect to the transmit power of Willie’s artificial noise
P,,. According to (10), the monotonicity of the detection metric
T with respect to the transmit power of Willie’s artificial noise
P, is identical to T%/N with respect to P,,. The derivative of
T?/N with respect to the transmit power of Willie’s artificial
noise P, is given by

4pP,2

8T2/N
= 3 > 0.
0P, (Pa + 2pP,, + 20’121))

Therefore, the detection metric 7' increases monotonically as
the transmit power of Willie’s artificial noise P, increases.

Based on the fact that, as the transmit power of Willie’s
artificial noise P, increases, communication throughput 7
monotonically decreases, while detection metric 7" monoton-
ically increases. Therefore, the optimal transmit power of
Willie’s artificial noise, denoted as P, should be the minimum
value between the upper bound of transmit power determined
by the maximum transmit power constraint and the detection
requirement constraint. P can be expressed as

a7

P} = min{Pyax, P}, (18)

where P¢ is the root of the equation 7' = 1 — H?(Py,P;) = «.
Solving the equation yields the analytical solution, which is
given by

1 P, P,
JCAE (R S a;i) |
p ( 2 2v1—g2/N
Substituting the optimal transmit power of Willie’s artificial
noise P, into (11) yields the optimal SINR at Bob ;. Substi-
tuting 7, into (13) then yields the minimum communication
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Fig. 2. The communication throughput 7 versus the transmit power of Willie’s
artificial noise P, under different transmit power of Alice’s communication
signal Pg.

throughput n*, thereby solving the optimization problem. The
optimal SINR at Bob 7; and the minimum communication
throughput n* are specifically expressed by

P,

Yo = pmln {Pmax7P5]} +O.g7 (20)
" =NR|1-Q VN1 +15) (In(1 + ;) — RIn2)
V(g +2)
21

IV. NUMERICAL RESULTS

In this section, numerical results are provided to demonstrate
Willie’s jamming and detection performance. Unless otherwise
specified, system parameters are set as: p = 0.05, 07 = 02 =
0.2W, N =20, Pp.x = 1W, e = 0.1, and R = 3 bits/s.

In Fig.2, we illustrate how communication throughput n
varies with the transmission power of Willie’s artificial noise
P, at different Alice transmission power P,. From Fig. 2,
we observe that as the transmit power of Willie’s artificial
noise P, increases, communication throughput 7 decreases
accordingly. This is because a higher P, indicates Willie’s
stronger jamming ability for communications, thereby reducing
communication throughput. Moreover, it can be observed that
as transmit power of Alice’s communication signal P, increases,
the communication throughput n also increases. This is because
the greater P, means Alice can send more signals, thereby
increasing the communication throughput.

In Fig. 3, we show the change in detection metric 7" with the
transmit power of Willie’s artificial noise P, at different Alice’s
transmit powers. From Fig. 3, we observe that as the transmit
power of Willie’s artificial noise P, increases, the detection
metric 7" also increases. Note that the larger 7" correspond to
the weaker detection capability, and thus as P, increases, the
corresponding detection capability weakens. This is because
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Fig. 3. The detection metric 7" versus the transmit power of Willie’s artificial
noise P, under different transmit power of Alice’s communication signal .
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Fig. 4. The minimum communication throughput n* versus the detection
requirement € under different transmit power of Alice’s communication signal
Py.

a larger P, indicates stronger self-interference from Willie,
increasing its own detection error probability and consequently
reducing detection capability. Additionally, we observe that as
Alice’s transmit power P, increases, the detection metric T'
decreases. This is because the greater P, means Alice transmits
more signals, making the communication easier to detect. By
combining Fig. 2 and 3 for analysis, it can be observed that
for full-duplex detector Willie, there exists a trade-off between
jamming capability and detection capability.

In Fig 4, we illustrate the variation of minimum communica-
tion throughput n* with the detection requirement £ under
different transmit power of Alice’s communication signal
P,. It can be observed that as ¢ increases, the minimum
communication throughput n* initially remains constant, then
decreases, and finally stabilizes at a fixed value. The reason
behind this is as following. As € increases, detection capability
requirements gradually relax. When ¢ is relatively small, the

N
o

o

Minimum communication throughput n (bit/s)
w
o

0 . . . T
0.2 04 06 08 1 1.2 14 1.6 1.8 2

Maximum transmit power of artificial noise P max (W)

Fig. 5. The minimum communication throughput n* versus the maximum
transmit power of artificial noise Pmax under different transmit power of
Alice’s communication signal P,.

detection constraint 7' < ¢ is overly stringent, making the
optimization problem infeasible, i.e., no feasible artificial noise
transmit power exists to satisfy this constraint, meaning there is
no valid power allocation for Willie to meet the strict detection
requirement. With ¢ increases, the relaxation of detection
requirement allows Willie to transmit artificial noise at the
minimum feasible power to interfere with communication. In
this case, the optimal transmit power for Willie’s artificial
noise P is P; in (18), where P, increases with increasing
€. Meanwhile, communication throughput is a monotonically
decreasing function of the transmit power of Willie’s artificial
noise, leading to a decrease in the minimum communication
throughput n*. When ¢ further increases, the optimal transmit
power of Willie’s artificial noise P, is a constant value Ppax
in (18). Consequently, the minimum communication throughput
n* remains unchanged. Additionally, it can be observed that as
Alice’s transmit power P, increases, the corresponding ¢ for
the same minimum communication throughput n* decreases.
This occurs because a larger P, makes communication easier
to detect, meaning that relatively stricter detection capability
requirement can be satisfied at relatively larger P,.

In Fig. 5, we show the minimum communication throughput
n* versus the maximum transmit power of artificial noise
Ppax for different Alice’s transmit power P,. It can be
observed that as P, increases, the minimum communication
throughput n* first decreases and then remains constant.
This is because when P, ,x is relatively small, the optimal
transmit power of Willie ’s artificial noise P, is Ppax, SO
the minimum communication throughput n* decreases as n*
increases. When Pp,.x increases to exceed P, the optimal
transmit power of Willie’s artificial noise remains fixed at P,
causing the minimum communication throughput n* to stabilize.
Additionally, it is evident that as Alice’s transmit power P,
increases, the corresponding P, required to achieve the same
minimum communication throughput n* also increases. This is
because a higher P, allows Willie to generate artificial noise at
greater power to interfere with communication, which implies
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that as P, increases, the strength of the jamming must also be
enhanced. Moreover, a notable performance crossover can be
noted, i.e., the smaller P, (e.g., 0.4 W) has the lowest n* at
small P, but the highest n* at large P,,.x. This is because
the performance crossover is driven by the regime shift of
the optimization problem from power-constrained to detection-
constrained as Py, increases, which flips the optimal transmit
power of Willie ’s artificial noise determining n* from P .y
to P,.

V. CONCLUSION

In this paper, we have investigated the integrated detection
and jamming full-duplex warden in wireless communication
systems. This full-duplex warden employed energy detection
to identify covert communications and transmitted artificial
noise to jam communications, addressing the challenge of
communication detection and countermeasures in high-level
data security and data privacy scenarios. Specifically, it achieved
communication throughput minimization by optimizing the
transmit power of artificial noise under detection requirement
constraint and maximum artificial noise transmit power con-
straint. By proposing throughput minimization and analyzing
the monotonicity of the objective and constraint functions,
the optimal artificial noise transmit power was determined
to minimize communication throughput. Through numerical
results, we showed the jamming and detection performance of
warden. This paper provides an effective proactive detection
and countermeasure approach for scenarios with stringent re-
quirements for data security and protection, such as preventing
potential IoT information leaks and safeguarding privacy in
industrial internet environments.

An important direction for future research is to extend
the proposed framework to practical wireless fading channel
scenarios (e.g., Rayleigh or Rician fading), where the channel
gain randomness will be incorporated to further improve the
practicality and applicability of the full-duplex detection and
jamming scheme.
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