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Millimeter-wave (mmWave) communication, leveraging its advantages of large bandwidth and high data rate, has become a
key technology for the fifth-generation (5G) wireless networks. However, its highly directional beam transmission characteristics
also bring unprecedented physical layer security challenges, especially impersonation attacks. Physical layer authentication (PLA),
as an emerging security paradigm, verifies the transmitter identity by exploiting unique physical features of channels or device,
providing an effective approach to enhance the security of mmWave systems. This paper summarizes the research status of PLA
schemes in mmWave scenarios, systematically classifies existing authentication schemes into three categories: channel feature-based
authentication, device impairment-based authentication, and hybrid multi-feature authentication. It introduces the latest works in
each category and finally discusses the challenges and future research directions.
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I. INTRODUCTION

ireless communication is an indispensable technol-
Wogy in modern communication methods. Compared
with wired communication, wireless communication technol-
ogy offers high flexibility and broad development prospects
[1]. Unlike traditional wireless communication technologies,
mmWave communication can provide richer bandwidth, higher
data rates, narrower beams, and better transmission quality.
Due to the short wavelength of mmWave, combining with
MIMO (Multi-Input Multi-Output) communication technol-
ogy, mmWave communication systems enable deploying a
large number of antennas on a relatively small antenna array
[2]. By integrating mmWave and massive antenna array tech-
nology, mmWave MIMO communication systems can meet
the massive connection requirements of numerous devices
and greatly improve communication performance. Therefore,
mmWave and MIMO communication technologies are re-
garded as core enabling technologies for the Fifth Generation
of Wireless Communications (5G) and even the next genera-
tion of communications [3]-[5]. 5G communication networks
integrated with mmWave MIMO technology can support con-
tinuous wide-area coverage scenarios [6], [7], hot-spot high-
capacity scenarios, low-latency high-reliability scenarios, and
low-power large-connection scenarios , providing support for
upper-layer application scenarios such as smart cities and in-
dustrial internet [8]. In summary, SG communication networks
integrating mmWave MIMO technology play an irreplaceable
role in building a new type of digital infrastructure that is
high-speed, ubiquitous, integrated, interconnected, intelligent,
green, secure, and reliable, and will serve as a new type of
information infrastructure to provide strong support for various
industries [9].
However, due to the inherent openness, signal broadcasting
characteristics, and superposition of the wireless transmission
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medium in mmWave MIMO communication systems [10],
device identities are highly vulnerable to forgery [11], [12]. In
traditional identity authentication mechanisms based on digital
certificates, passwords, etc., device identity information is usu-
ally simply attached to physical devices, which brings signif-
icant security challenges to mmWave MIMO communication
systems [13]. In addition, for the rapidly developing mmWave
and terahertz communication networks, traditional hierarchical
and distributed identity authentication mechanisms are difficult
to meet the requirements of rapid and random access, ultra-
low energy consumption of massive heterogeneous devices.
Wireless network access security control is the first layer
of security protection for mmWave MIMO communication
systems and one of the most important ways to ensure wireless
network security. Therefore, exploring new network access
security control theories and methods has important theoretical
and practical significance [14], [15]. Device authentication
technology based on physical layer feature analysis and ex-
traction implements device access control at the signal level,
which will provide a new security guarantee idea for mmWave
MIMO communication systems.

Existing wireless device identity authentication is imple-
mented through information security and confidentiality meth-
ods based on computational security [16], whose high com-
putational complexity often requires significant resource over-
head. Existing authentication mechanisms are generally upper-
layer based, without considering physical layer characteristics,
and are vulnerable to man-in-the-middle attacks. Once the
key is leaked, identity cloning is likely to occur. Although
the public key cryptography mechanism based on Certificate
Authority (CA) can well realize secure identity key exchange,
it requires the support of security infrastructure, faces chal-
lenges in large-scale and randomly deployed mmWave MIMO
communication systems, and cannot meet the authentication
needs of low-energy devices in 5G networks [17]. It can
be seen that existing wireless network device identity au-
thentication mechanisms have certain limitations. Therefore,
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there is an urgent need to find a new security mechanism to
ensure efficient and accurate identification of authorized users
and unauthorized users, thereby reducing potential security
risks from malicious users. Identity authentication based on
physical layer features is one of the most ideal implemen-
tation mechanisms for physical layer security. It identifies
the endogenous identity of the message source based on the
inherent features of devices (such as carrier frequency offset
[18], [19], in-phase/quadrature imbalance [20], phase noise
[21], [22]) and channel features (such as channel amplitude
[23], received signal energy [24]), thereby realizing wireless
device identity authentication.Fig. 1 illustrates a typical wire-
less secure communication model, which exhibits generality
and adaptability in most wireless communication scenarios.
As depicted in Fig. 1, there are three distinct roles in the
wireless secure communication system: Alice, Bob, and Eve.
Alice is the legitimate sender, Bob is the legitimate receiver,
and Eve is a malicious attacker. Eve attempts to simulate the
communication between Alice and Bob by masquerading as
a legitimate sender. Bob aims to detect Eve’s attack using
a certain authentication method. Traditional PLA mainly con-
sists of two categories: device authentication based on wireless
channel characteristics and device authentication based on
device fingerprint characteristics.

((A))

Alice

Fig. 1: typical wireless secure communication system model

A. Channel Feature Authentication

Device authentication based on wireless channel charac-
teristics realizes device identity verification by utilizing the
location-dependent channel characteristics between the devices
of both communicating parties. In recent years, the academic
community has carried out extensive research on device
authentication around wireless channel characteristics. The
initial device authentication method based on Received Signal
Strength (RSS) characteristics simply uses the received signal
energy information to defend against spoofing attacks and
Sybil attacks [25], without considering more abundant channel
characteristics. To improve authentication performance, the
academic community has explored the use of more robust
time-domain characteristics of wireless channels. Tugnait et
al. proposed a PLA method based on Channel Impulse Re-
sponse (CIR) characteristics for single-carrier time-invariant
communication systems [26]. Subsequently, Liu et al. designed
a new authentication mechanism using time-varying multipath

CIR characteristics to further improve the detection effect
[27]. On this basis, Liu et al. proposed an improved PLA
method based on CIR characteristics [28]. This method uses
the amplitude and multipath delay characteristics of CIR to
enhance the robustness of the device authentication method
in mobile scenarios, employs a two-dimensional quantizer
to quantize the amplitude and multipath delay characteristics
respectively, and then uses the Logarithmic Likelihood Ratio
Test (LLRT) method for device identity verification. Based
on this, Liu and Wang further improved the authentication
accuracy in mobile environments by utilizing channel cor-
relation, and theoretically derived a closed-form expression
of the detection rate to evaluate the performance of the
proposed device authentication mechanism [29]. Later, Zhang
et al. continued to propose a device authentication method for
untrusted relay two-hop wireless networks [30]. Specifically,
when a legitimate device sends a message to the relay, the
receiving device simultaneously sends artificial interference to
the relay; the relay then forwards the legitimate message with
artificial interference to the receiving device, which checks
both the CIR characteristics and the interference signal. Thus,
this method can defend against both spoofing attacks and
information forgery attacks initiated by the relay.

In addition to the time-domain characteristics of wireless
channels, frequency-domain characteristics such as Channel
Frequency Response (CFR) can also be used as identity
identifiers to design device authentication methods. Xiao et
al. proposed a device authentication method based on CFR
characteristics for time-invariant communication systems [31].
In the training phase, the receiving device extracts CFR
characteristics from legitimate transmitting devices; in the
authentication phase, it extracts CFR characteristics from the
current unknown transmitting device. The receiving device
then verifies the unknown transmitting device by comparing
the two extracted CFR characteristics. On this basis, Xiao et al.
introduced the delay spectrum, Doppler spectrum, and spatial
correlation characteristics of time-varying channels to design
an authentication method for improved performance [32].
However, the above research works did not explore the perfor-
mance of device authentication based on CFR characteristics
in multi-antenna scenarios. To address this issue, both Xiao et
al. [33] and Baracca et al. [34] proposed device authentication
mechanisms based on CFR characteristics for MIMO com-
munication systems, and designed the Generalized Likelihood
Ratio Test (GLRT) method for device identity verification. To
further enhance authentication performance, He et al. proposed
device authentication methods that jointly utilize the amplitude
and phase characteristics of CFR for Orthogonal Frequency
Division Multiplexing (OFDM) communication systems [35]
and Code Division Multiple Access (CDMA) communication
systems [36]. It is worth noting that the aforementioned device
authentication methods are based on different communication
scenarios, and their authentication performance is closely
related to network topology and communication environments
[37]. To solve this problem, Xiao et al. proposed a de-
vice authentication method based on CFR characteristics for
general wireless communication scenarios [38]. This method
establishes a frequency-selective random Rayleigh channel
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model, considers Doppler shift, multi-antenna, and channel
estimation errors, and then designs an authentication decision
criterion based on channel prior knowledge and the GLRT
method. To simplify the authentication scheme, Xiao et al.
also proposed a simplified version of the device authentication
mechanism that relaxes the requirements for channel prior
knowledge [38].

In recent years, to further improve authentication perfor-
mance, the academic community has introduced machine
learning methods to design device authentication mechanisms.
Wang et al. developed a device authentication method using
the Extreme Learning Machine (ELM) algorithm [39]. In the
training phase, the method generates two types of received
signals based on legitimate and illegal channel models respec-
tively; the receiving device extracts CFR characteristics from
the signals and constructs wireless channel feature vectors
by calculating the Euclidean distance and Pearson correlation
coefficient between data. The receiving device then inputs the
feature vectors into the ELM algorithm for training to obtain
a machine learning model. In the authentication phase, the re-
ceiving device extracts CFR characteristics from the signals of
unknown transmitting devices, inputs the constructed feature
vectors into the trained machine learning model, and verifies
the current device identity. Weinand et al. designed a device
authentication mechanism using the Gaussian Mixture Model
[40], and validated the proposed scheme with real data in
mixed office and laboratory areas with many objects and metal
walls. Specifically, in the training phase, the receiving device
constructs a CFR characteristic dataset to train the Gaussian
Mixture Model; in the authentication phase, it constructs CFR
characteristic data from the signals of unknown transmitting
devices and inputs them into the trained Gaussian Mixture
Model to verify the identity of the transmitting device. Pan et
al. designed authentication methods using Decision Tree (DT),
Support Vector Machine (SVM), K-Nearest Neighbor (KNN)
algorithm, and Bagged Trees (BT) algorithm [41]. This method
uses the CFR characteristic dataset of wireless mobile indus-
trial Cyber-Physical Systems (CPS) in actual factories to train
and validate the proposed device authentication scheme. The
above studies all use traditional machine learning algorithms,
and their authentication performance is still limited. To further
improve authentication performance, Wang et al. [42] used
Convolutional Recurrent Neural Network (CRNN) to extract
the correlation between two CFR characteristics at different
times and frequencies. However, training the CRNN model
requires a large amount of labeled CFR characteristic data. To
significantly reduce the overhead caused by massive data, the
authors also proposed a semi-supervised learning method that
uses a small amount of data.

B. Device fingerprint authentication

Device authentication based on device fingerprint character-
istics realizes device identity verification by utilizing the toler-
ance or defect characteristics of the device circuits of wireless
devices. Common device fingerprint characteristics include
phase noise, carrier frequency offset, in-phase/quadrature im-
balance, etc.

1) Authentication Based on Phase Noise

Phase noise originates from manufacturing defects of os-
cillators in wireless devices, mainly occurring in the up-
conversion process from baseband signals to bandpass signals
and vice versa. Since device defects in wireless devices are
unavoidable in practical scenarios, phase noise can be used
as a device fingerprint characteristic to design authentication
methods. Zhao et al. proposed a device authentication method
based on phase noise characteristics [43]. Xie et al. proposed
a device authentication mechanism based on phase noise
characteristics [44], avoiding the performance loss caused
by quantization methods. To further explore phase noise
characteristics, Xie et al. also proposed an enhanced device
authentication method based on phase noise, which improves
authentication performance by introducing artificial random
phase characteristics into transmitted signals [44].

2) Authentication Based on Carrier Frequency Offset

Carrier frequency offset stems from device defects of lo-
cal oscillators in the radio frequency (RF) links of devices
and Doppler shift in mobile scenarios. Hou et al. proposed
a device authentication method based on carrier frequency
offset characteristics for time-invariant OFDM communication
systems, using hypothesis testing to verify the identity of
unknown devices [45]. However, Hou et al. did not consider
more practical mobile scenarios. To address this issue, Hou
et al. proposed a device authentication method for time-
varying wireless communication scenarios [46]. This method
models carrier frequency offset using an Auto-Regressive (AR)
random process, and the designed model can well characterize
the impact of dynamic time-varying environments on carrier
frequency offset characteristics, making it of great practical
significance and value.

3) Authentication Based on Power Amplifier device Defects

The power amplifier is the last component in the RF link of
wireless devices, and its device defects are relatively obvious.
Therefore, device defects of power amplifiers can also be
used as device identity identifiers to design authentication
schemes. Dolatshahi et al. designed a device authentication
mechanism based on power amplifier device defects using
the Generalized Likelihood Ratio Test (GLRT) and Classical
Likelihood Ratio Test (CLRT) methods [47]. To improve
authentication performance, Polak et al. developed a device
authentication method based on the combined device defects of
power amplifiers and digital-to-analog converters (DACs) [48].
Subsequently, to solve the problem of attackers maliciously
introducing slight interference into data symbols to forge
power amplifier device defects, Polak et al. designed a device
authentication mechanism using spectrum analysis [49].

4) Authentication Based on Clock Offset

Clock offset of wireless devices caused by their own device
defects is also a device fingerprint characteristic that can be
used to design device authentication schemes. Rahman et
al. proposed a device authentication method based on time-
varying clock offset characteristics, using a Kalman filter to
track the clock offset characteristics of transmitting devices
[50]. Polcédk et al. proposed a device authentication method
based on clock offset characteristics, which extracts clock
offset features using timestamps in TCP headers [51]. To
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enhance authentication performance, Jana et al. proposed an
enhanced device authentication method that uses the Time
Synchronization Function (TSF) timestamps of IEEE 802.11 to
calculate clock offset characteristics, thereby resisting device
identity simulation attacks [52]. Later, Cristea et al. proposed a
device authentication method based on clock offset character-
istics, which calculates clock offset features using timestamps
of the Internet Control Message Protocol (ICMP) and validates
the performance of the proposed method through experiments
with smartphones [53].

5) Authentication Based on In-Phase/Quadrature Imbal-
ance

In-phase/quadrature imbalance characteristics of wireless
devices result from amplitude and phase mismatches between
in-phase and quadrature branches, which can be used as
device identity identifiers to design authentication mecha-
nisms. Hao et al. proposed a device authentication mechanism
where multiple trusted receiving devices collaboratively use in-
phase/quadrature imbalance characteristics [54]. Subsequently,
Hao et al. proposed a device authentication method based
on the in-phase/quadrature imbalance characteristics of relays,
designing authentication criteria using GLRT and hypothesis
testing [55]. To improve authentication performance, Sankhe et
al. proposed a PLA mechanism based on in-phase/quadrature
imbalance characteristics for both static and dynamic scenarios
[56].

Recently, preliminary studies have focused on integrating
PLA into mmWave systems.

C. Organization

To the best of our knowledge, no existing work has compre-
hensively surveyed Physical Layer Authentication (PLA) for
mmWave systems, nor has any work categorized PLA schemes
based on quasi-static and dynamic scenarios. This paper is
developed based on this research gap. The organization of the
remainder of this paper is as follows: Section II briefly outlines
the characteristics of mmWave communication; Section III
elaborates on Channel Fingerprint Authentication, covering the
relevant technologies in Quasi-Static Scenarios and Dynamic
Scenarios; Section IV presents Device Fingerprint Authenti-
cation, specifically discussing its applications in Quasi-Static
Scenarios and Dynamic Scenarios; Section V focuses on
Hybrid Feature Authentication, analyzing its implementation
approaches in Quasi-Static Scenarios and Dynamic Scenarios
respectively; Future research directions and conclusions are
provided in Section VI. The list of abbreviations is in Table
I.The organizational structure of this paper is illustrated in Fig.
2.

II. BACKGROUND

In this section, we introduced the communication fundamen-
tals of mmWave systems. Then, we gave a brief introduction
to the channels of mmWave systems.

A. MmWave Propagation Characteristics

MmWave refers to electromagnetic waves with frequencies
ranging from 30 GHz to 300 GHz and wavelengths between 1

TABLE I: List of Abbreviations

Abbreviations  Full Name

AAo0A Azimuth Angle of Arrival
AoA Angle of Arrival

AoD Angle of Departure

AR Auto-Regressive

AP Access Point

BT Bagged Trees

CDMA Code Division Multiple Access
CIR Channel Impulse Response
CFR Channel Frequency Response
CRNN Convolutional Recurrent Neural Network

DT Decision Tree

DPLA Distributed Physical Layer Authentication
EAo0A Elevation Angle of Arrival
ELM Extreme Learning Machine

FC Fusion Center

GMM Gaussian Mixture Model
GLRT Generalized Likelihood Ratio Test
IloT Industrial IoT

IoT Internet of Things

KNN K-Nearest Neighbor

LLRT Logarithmic Likelihood Ratio Test

LPBCRB Limiting Posterior Bayesian Cramér-Rao Bound
LoS Line of Sight

LWC Linear Weighted Combination

MC Mutual Coupling

ML Maximum Likelihood

MIMO Multi-Input Multi-Output

mmWave Millimeter-wave

NLOS Non-Line of Sight

OFDM Orthogonal Frequency Division Multiplexing
PLA Physical Layer Authentication

PSD Power Spectral Density

RF Radio Frequency

SDR Software-Defined Radio
SLS Sector-Level Sweeping
NY% Saleh-Valenzuela Model
SVM Support Vector Machine
UE User Equipment

UAV Unmanned Aerial Vehicle
V2X Vehicle-to-Everything

mm and 10 mm [57], with available bandwidth up to 2.5 GHz.
For example, the frequency band of 37 GHz - 39.5 GHz has
been planned by many countries and standardization organiza-
tions (such as 3GPP, FCC) for 5G mmWave communication,
which can support extremely high data transmission rates.
When combined with MIMO technology, the array spacing can
be reduced to 1.25 mm, and spectral efficiency greater than 100
bps/Hz can be achieved through massive MIMO. In addition,
mmWave also has the advantages of high security, strong
anti-interference ability, and can be combined with low-power
devices, making it a key technology in various fields. However,
mmWave also has problems such as severe propagation loss,
limited propagation distance, and vulnerability to blockage.

Mmwave signals experience severe free-space path loss
during propagation over wireless links. The Friis free-space
equation elucidates the relationship among communication
distance, frequency, and received power, given by the follow-
ing expression:

P, GG \? 0

P, t N (47Td)2
Wherein, P, denotes the received power, P; the transmit-
ted power, A the signal wavelength, d the distance between

the transmitter and receiver, and G;/(G, the transmit/receive
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antenna gains, respectively. As indicated by the above equa-
tion, the received power P, is proportional to the square of
the signal wavelength. In contrast to low-frequency signals,
mmWave signals have shorter wavelengths (typically ranging
from 1 to 10 millimeters), resulting in more severe path loss.
Furthermore, it is evident that P, is inversely proportional to
the square of the distance; specifically, a 10-fold increase in
distance leads to a 20 dB increase in path loss.

In addition to path loss, mmWave signals also have the
characteristic of atmospheric absorption [58]. When mmWave
signals propagate in the atmosphere, they are absorbed due to
the resonance of water vapor, oxygen, and other components,
and the absorption intensity is related to factors such as
atmospheric pressure, temperature, and altitude of the envi-
ronment. Furthermore, since the size of raindrops is close to
the wavelength of mmWave signals, raindrops can effectively
scatter and absorb mmWave signals, leading to rain attenuation
[59]. Moreover, rain attenuation is related to the shape of
raindrops; the attenuation of non-spherical raindrops is greater
than that of spherical raindrops of the same volume.

Another notable feature is the poor penetration performance
of mmWave signals. The higher the frequency of mmWave
(i.e., the shorter the wavelength), the worse their penetration
ability. Therefore, the blocking of obstacles will have a se-
rious impact on mmWave signals. During the propagation of
mmWave signals, due to the significant attenuation of energy,
the scattering paths of most signals almost disappear, leaving
only the Line of Sight (LoS) path and a few Non-Line of
Sight (NLOS) paths for effective signal transmission. These
indicate that the propagation paths of mmWave signals are
mainly focused on several main directions, and there is almost
no energy in other directions. Therefore, the mmWave channel
exhibits sparse characteristics [60].

To address the above problems, mmWave systems usually
need to be combined with massive MIMO technology, beam-

forming technology, and intelligent reflecting surfaces. On the
one hand, due to the short wavelength of mmWave, antennas
can be designed to be very short for micro-integration, thereby
allowing more antennas to be deployed in a limited space to
implement massive MIMO technology, achieving the goal of
improving the array gain of the system. Moreover, by using
beamforming technology at both the transmitting and receiving
ends, signal energy can be effectively concentrated in the target
direction, further improving the communication coverage and
system performance. On the other hand, intelligent reflecting
surfaces can intelligently regulate incident signals, allowing
signals to bypass obstacles and continue to propagate, and
can also be used to improve signal quality.

B. mmWave Channel Model

In low-frequency communication, due to the existence of
abundant scattering paths, the Rayleigh fading model is usually
used to simulate channel characteristics [61]. Although this
model is widely used, it cannot reflect the specific propaga-
tion environment. The propagation characteristics of mmWave
signals are significantly different from those of low-frequency
signals, mainly reflected in the large path loss, poor diffraction
ability, and abundant scattering mentioned in the previous
section. Therefore, mmWave signals are usually transmitted
through several main transmission paths, including one LoS
path and several NLOS paths, and mainly rely on the LoS
path, as shown in Fig. 3, following the Rice distribution.

+

-

Fig. 3: Schematic Diagram of mmWave MIMO Communica-
tion System

The Saleh-Valenzuela (SV) model is typically employed to
characterize the spatial propagation characteristics of mmWave
signals. Based on the SV channel model, the specific channel
model is expressed as follows:

[N, N; &
H, = Tt Z wa, (0])af’ (6]) (2)
I=1

N, denotes the number of receive antennas, /N; the number
of transmit antennas, and L the number of propagation paths
between the transmitter and receiver. oy ~ CN (0, 1) represents
the complex gain of the path; 6] is the angle of arrival (AoA)
of the I-th multipath, and 6! is the angle of departure (AoD) of
the 1-th multipath. a,- and a; denote the array response vectors
of the receiver and transmitter, respectively, with their specific
expressions given as follows:
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Equation (2) can be expressed in matrix form as:

1,e

)

T
j sin 0F jm(N¢—1)sin 0}
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H=AXA? (5)

Furthermore, the channel gain h forms the matrix H €
CN’I‘XNt‘

h;;  hy hy,

hy;  hgye -+ hon,
H=| . : ) : (6)

hy,1 hyo hy, N,
hi1, hi12,- -+, han, in the first row denote the channel gains
between the 1st, 2nd, - - -, N;-th transmit antennas and the
Ist receive antenna. The 2nd row respectively represents the
channel gains generated between the 1st, 2nd, - - -, N;-th

transmit antennas and the 2nd receive antenna. Up to the V.-
th row of the matrix, it denotes the channel gains between the
Ist, 2nd, - - -, N;-th transmit antennas and the NV,.-th receive
antenna.

Based on the characteristics of the above-mentioned
millimeter-wave communication, a number of studies on PLA
in mmWave communication systems have been carried out in
recent years.

III. CHANNEL FINGERPRINT-BASED AUTHENTICATION IN
MMWAVE SYSTEMS

The core idea of PLA based on channel features is to use the
unique and difficult-to-forge physical properties of mmWave
channels in specific environments for identity verification. If an
attacker is not in the same physical location as the legitimate
user (usually separated by more than half a wavelength), the
channel responses from each to the receiver will be signifi-
cantly different, thereby providing a basis for authentication.

A. Channel Feature Authentication in Quasi-Static Environ-
ments

One of the most prominent features of mmWave channels
is their sparsity in the angular domain. Due to the limited
number of signal propagation paths, channel energy is mainly
concentrated in a few angular directions, which constitutes a
channel sparsity that is difficult to accurately replicate. Tang
et al. first proposed the possibility of authentication using
the sparsity of mmWave MIMO channels in the beamspace
domain, extracting the sparse peak coordinates of virtual Angle
of Arrival/Angle of Departure (AoA/AoD) as authentication
features, which is a lightweight method [62]. The study
assumes that these coordinates of legitimate users are stable
within the channel coherence time, while the coordinates
of attackers at different locations are completely different.
Therefore, identity judgment can be performed by comparing
the Euclidean distance between the peak coordinate vectors

estimated at two consecutive moments with a preset threshold.
This work laid the foundation for lightweight PLA using
mmWave channel sparsity, and its effectiveness mainly de-
pends on the relative stability of the channel within the
authentication interval.

To address spoofing attacks in mmWave MIMO systems,
Liza Afeef et al. proposed a novel PLA scheme [63]. The
core of the scheme is to create a new “distance signature” by
leveraging beamspace channel characteristics; this signature
is obtained by measuring the displacement of the positions
of principal components in the beamspace relative to the
origin and sorting these distance values in descending order
based on the phases of the principal components. In addition,
to further improve performance, the authors introduced the
“mutual coupling effect”, a device property of antenna arrays,
into the system and combined it with the distance signature
to form a “hybrid signature”. Simulation results confirm the
effectiveness of the scheme in terms of detection rate and false
alarm rate.

Mu Niu et al. proposed a robust PLA framework for
mmWave MIMO systems, which jointly utilizes spatial chan-
nel features and device-induced impairments (i.e., radiomet-
ric features) [64]. Specifically, the scheme adopts CANDE-
COMP/PARAFAC (CP) tensor decomposition technology to
extract features such as path, angle, and array error. Each of
these features is then individually classified through binary
hypothesis testing, and the final authentication decision is
obtained by weighted fusion of these classification results. The
authors also derived closed-form expressions for false alarm
probability and detection probability, and simulations confirm
that the method has high accuracy and robustness in coping
with various spoofing attacks.

B. Channel Feature Authentication in High-Dynamic Envi-
ronments

Aiming at the damage to channel time correlation caused
by high mobility (such as UAV), which poses challenges to
methods relying on the stability of instantaneous channel states
(such as the method proposed by Tang et al.), Teng et al.
adopted a different strategy in the UAV-ground communication
system [65].

Instead of relying on transiently changing channel coordi-
nates, they utilized the more stable long-term statistical feature
of channel sparsity. To more accurately characterize the spike
and heavy-tailed characteristics of sparse channels, the study
introduced the Laplace prior from the field of image processing
to model the angular domain channel statistical characteristics,
combined with the Generalized Approximate Message Passing
(GAMP) algorithm for efficient sparse feature extraction.
Unlike the coordinates used by Tang et al., they used the
scale parameter o, reflecting the sparsity degree as the au-
thentication fingerprint. Since o, is a statistic, its variation is
much slower than that of the instantaneous channel. Therefore,
the scheme achieves robust authentication against mobility,
especially showing better stability in resisting rapid channel
changes caused by the high-speed movement of UAVs.

Liza Afeef et al. proposed a novel “distance signature”
[66]. The method first extracts the principal components of the
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beamspace channel and their position coordinates (i.e., virtual
AoA/AoD), then calculates the Euclidean distance of each
principal component position relative to the coordinate origin,
and sorts these distances according to the phase values of the
principal components to finally form a unique vector signature.
Since this signature does not directly depend on the gain of the
channel path (i.e., the amplitude of the principal component),
it has good robustness to channel fluctuations and noise. To
address the severe challenges brought about by mobility, the
team’s subsequent work further proposed a tracking-based
PLA framework. This framework uses the Extended Kalman
Filter (EKF) to continuously track and predict the dynamic
evolution of the legitimate user’s “Enhanced Distance Signa-
ture”. Notably, the work cleverly utilizes the beam squint effect
in wideband mmWave systems—the phenomenon that the
beam pointing shifts with frequency—to increase the richness
and dimension of the signature, thereby effectively ensuring
the stability and continuity of authentication in dynamic envi-
ronments.

IV. DEVICE FINGERPRINT-BASED AUTHENTICATION IN
MMWAVE SYSTEMS

Device fingerprint-based authentication uses the inevitable
and unique physical defects of transmitter device during the
manufacturing process as identity identifiers. Such features
originate from the device itself and are basically independent
of the channel environment, thus having a natural and signif-
icant advantage in resisting co-located attacks (i.e., attackers
are very close to legitimate users). For mmWave MIMO sys-
tems with a large number of antennas, device features related
to antenna arrays are particularly abundant and prominent.

A. Device Feature Authentication in Quasi-Static Environ-
ments

Balakrishnan et al. proposed a novel physical layer-based
device fingerprinting scheme to address the security challenges
of mmWave wireless networks [67]. Its core idea is to use
the unique, device-specific beam pattern distortion caused by
tolerances and errors in the manufacturing process of mmWave
device antenna arrays and phase shifters as authentication
fingerprints. The researchers designed a method to capture
comprehensive fingerprint information by using multiple Ac-
cess Points (APs) to collect spatial-temporal beam features
generated by devices when scanning different codebooks
during the beam searching or Sector-Level Sweeping (SLS)
process. Through extensive experiments using commercial off-
the-shelf mmWave devices, the study verified the reliability,
stability, and uniqueness of the proposed features and com-
pared them with traditional Power Spectral Density (PSD)
features. The results show that the method (especially in the
multi-AP scenario) can achieve extremely high recognition
accuracy (exceeding 0.99) in both static (LoS and NLOS)
and mobile scenarios, significantly outperforming the PSD
method. In addition, the study also designed and implemented
impersonation attacks using Software-Defined Radio (SDR).
Experiments prove that although single-AP systems may be
vulnerable to attacks, the multi-AP architecture can effectively

resist such attacks, while PSD features are relatively fragile,
thereby highlighting the potential of the proposed scheme in
practical security applications.

B. Device Feature Authentication in Dynamic Environments

Zhang et al. proposed a novel Distributed Physical Layer
Authentication (DPLA) framework to address the identity au-
thentication challenges in mmWave MIMO systems, especially
the single point of failure problem of centralized authentica-
tion, to combat identity forgery attacks [68]. The framework is
designed for dynamic scenarios (industrial internet of things,
vehicle-to-everything). The core of the framework is to use the
beam pattern (BP) deviation caused by the device-specific gain
error of the antenna array as a unique authentication feature.
Under this framework, multiple spatially distributed cooper-
ative nodes (UEs) first make local binary decisions based
on the observed BP deviations, and then send these decision
information to a Fusion Center (FC). The study specifically
designed a low-complexity hybrid combination fusion rule
suitable for the fully connected structure of mmWave MIMO,
which is used to efficiently aggregate local decisions at the
FC and make the final authentication decision. The paper also
conducted rigorous theoretical performance analysis, derived
closed-form expressions for detection probability and false
alarm probability, analyzed the asymptotic performance under
large-scale antenna arrays, and optimized the digital signaling
matrix for transmitting local decisions through the principle
of maximizing the offset coefficient to enhance authentication
performance. Finally, performance evaluation verifies the su-
periority of the DPLA framework over benchmark methods in
terms of robustness and efficiency.

V. HYBRID FEATURE-BASED PLA IN MMWAVE SYSTEMS

To overcome the limitations of single features in specific
scenarios, fusing multiple orthogonal or complementary phys-
ical layer features and adopting more advanced authentication
architectures have become the mainstream trends in current
research.

A. Hybrid Feature-Based Authentication in Quasi-Static En-
vironments

Zhang et al. aimed to improve the reliability of PLA in
mmWave communication systems to effectively resist iden-
tity forgery attacks [69]. The study first conducted in-depth
analysis and derived the statistical characteristics of radiation
pattern distortion caused by random device errors of antenna
arrays (including gain, phase, and element position errors),
proving that the Beckmann distribution and Rice distribution
can effectively characterize this distortion. Based on this,
they designed a high-reliability PLA scheme: the scheme
fuses these three array error features to enhance the distin-
guishability of device fingerprints, and innovatively adopts
a constructive Two-Beam Transmission strategy to resist the
blockage vulnerability of mmWave links and improve the
overall reliability of the authentication process. The paper also
established a comprehensive theoretical analysis framework



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 5, ISSUE 3, OCTOBER 2025 144

based on the Rice distribution approximation model, deriving
closed-form expressions for detection probability and false
alarm probability. Finally, extensive numerical simulations
verify the effectiveness and reliability of the proposed scheme,
and comparisons with benchmark methods highlight the per-
formance gains brought by fusing multi-dimensional array
error features and adopting two-beam transmission.

B. Hybrid Feature-Based Authentication in Dynamic Envi-
ronments

Teng et al. proposed an enhanced two-factor identity authen-
tication framework to address the PLA problem in mmWave
MIMO systems [70], especially the performance limitations
of existing single-factor or simple two-factor authentication
schemes. The framework innovatively combines two physical
features from different sources: one is the Mutual Coupling
(MC) effect caused by antenna array device impairments,
and the other is the spatial Angle of Arrival (AoA) feature
related to the propagation environment. To effectively fuse
these two features to exert synergistic advantages, the study
adopted the Linear Weighted Combination (LWC) method
to fuse the decision statistics of the two features. One of
the key contributions of the paper is that to maximize au-
thentication performance, they established an optimization
problem aimed at finding the optimal feature weights to
maximize the detection probability under a given false alarm
probability constraint. In addition, the study also provided
rigorous theoretical performance analysis, deriving closed-
form analytical expressions for the detection probability (FPy)
and false alarm probability (Py) of the proposed LWC scheme.
Finally, numerical simulation results verify the accuracy of
the theoretical analysis and prove that the optimized weighted
two-factor authentication scheme has superior performance in
device identity verification compared with existing methods.

Liu et al. proposed a novel authentication scheme fusing
fine-grained channel features and device features for the PLA
problem in mmWave MIMO communication systems [71],
aiming to effectively resist identity forgery and spoofing
attacks. The core innovation of the scheme is to jointly utilize
the unique and refined angular domain features of mmWave
channels—specifically including Azimuth Angle of Arrival
(AAoA), Elevation Angle of Arrival (EAoA), and channel
gain—and combine them with the inherent phase noise feature
of device. To accurately evaluate these features, the study
developed an effective feature evaluation method based on the
Limiting Posterior Bayesian Cramér-Rao Bound (LPBCRB)
and Maximum Likelihood (ML) estimation theory. In terms of
authentication performance analysis, the paper applies statis-
tical signal processing and hypothesis testing theory to derive
closed-form expressions for the false alarm probability (Py)
and detection probability (P;) of the scheme. Finally, extensive
numerical simulations verify the accuracy of the proposed
theoretical model and demonstrate the effectiveness of the
authentication scheme in resisting identity forgery attacks.

Finally, to provide a holistic perspective and facilitate
scheme selection, Table II qualitatively compares the three
primary technical routes discussed in this survey: channel-
based, device-based, and hybrid authentication. It outlines

the core physical parameters, key advantages, limitations, and
typical application scenarios for each category.

VI. CONCLUSION

This paper systematically reviews the PLA technology in
mmWave MIMO communication systems. The unique physi-
cal characteristics of mmWave communication provide abun-
dant feature sources for PLA, mainly forming three technical
routes: channel feature-based, device impairment-based, and
hybrid multi-feature authentication. We detailedly analyze
various cutting-edge technical schemes using channel sparsity,
beam pattern deviation, and their combination. The analysis
shows that single-feature schemes have limitations in specific
scenarios, while hybrid multi-feature fusion and advanced
authentication architectures (such as distributed and tracking-
based) are the most promising research directions.

Looking forward, this field still faces many challenges,
which also indicate new research opportunities:

A. Robust Authentication via Deep Learning

In high-speed mobile scenarios such as autonomous driving
(V2X) and Unmanned Aerial Vehicle (UAV), channel features
change drastically and non-linearly. Although tracking-based
schemes have emerged, there is a need for more advanced
prediction algorithms. Future work should explore lightweight
deep learning models (e.g., LSTM, Transformer) to capture the
temporal correlation of time-varying channels, ensuring robust
authentication continuity under high-dynamic conditions.

B. Lightweight and Zero-Overhead Design

With the massive deployment of IoT devices in 6G, com-
putational efficiency is paramount. Future algorithms must
prioritize low complexity. Distributed Physical Layer Authen-
tication (DPLA) is a promising direction to offload computa-
tional burdens. Furthermore, to minimize signaling overhead,
authentication can be embedded directly into the Beam Train-
ing process. By utilizing the beamspace response collected
during the Sector-Level Sweep (SLS) as a dynamic fingerprint,
systems can achieve ‘“zero-overhead” authentication against
Initial Access (IA) attacks. Recent work has demonstrated the
feasibility of this approach by exploiting beam pattern features
to achieve robust identification with minimal overhead [72].

C. Authentication in Emerging 6G Architectures

The diverse architectures of 6G introduce new security
paradigms. First, Intelligent Reflecting Surface (IRS) en-
ables “Active Environment Construction,” allowing systems to
proactively reshape propagation environments to create unique
fingerprints in static scenarios. Second, Integrated Sensing
and Communication (ISAC) has emerged as a key enabler
for 6G. Recent surveys indicate that ISAC-derived sensing
parameters can serve as novel authentication features [73].
Furthermore, frameworks combining ISAC with Semantic
Communication are being explored to enhance security at the
semantic level [74]. Third, as networks expand to Space-Air-
Ground Integrated Networks (SAGIN), security boundaries
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TABLE II: Summary and Comparison of Physical Layer Authentication Feature Categories

Feature Category

Core Physical Parameters Key Advantages

Limitations Typical Scenarios

Channel-Based

CIR, CFR, AoA/AoD,
RSS, Beamspace Sparsity

Sensitive to environment;
Resists remote spoofing

Fixed Wireless Access;
Low-mobility users

Unstable in high mobility;
Vulnerable to co-located attacks

Device-Based

Phase Noise, CFO,
I/Q Imbalance, PA Nonlinearity

Hardware-intrinsic (Unclonable);
High stability over time

Requires high SNR to extract;
Sensitive to temperature

High-security IoT;
Short-range authentication

Hybrid Features

Spatial-Hardware Joint Vector;
(e.g., AoA + Phase Noise)

Strongest overall robustness;
Complementary security

Mission-critical comms;
Military/UAV networks

High computational complexity;
Large training data required

extend to satellite links. Recent research has explored covert
communication in satellite-terrestrial systems via beamform-

ing

and jamming [75]. Drawing from this, future research

should explore integrating PLA with such covert transmission
strategies to build a comprehensive security shield for non-
terrestrial networks.

D. Cross-Layer Joint Security Architecture

Given the probabilistic nature of physical layer features,
PLA should not function as a standalone silo but rather as the
first line of defense. Future frameworks should prioritize cross-
layer designs that balance security and latency. For instance,
PLA can provide continuous, low-latency monitoring; upon
detecting a drop in fingerprint confidence, the system can
trigger a rigorous upper-layer cryptographic re-authentication
process. This hierarchical approach ensures robust security
without compromising the ultra-low latency requirements of
6G applications.
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