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In current wireless networks, Physical Layer Authentication (PLA) and cryptography-based authentication have been recognized
as the two dominant methods that can be trusted for user authentication and device identification. PLA methods are intensively
studied in the field of network security as a strong complement to upper layer authentication. However, using only two existing
authentication mechanisms cannot meet the security requirements and service demands of future wireless network development.
Cross-layer authentication was created in response to the future explosion of Internet of Things (IoT) devices for secure authentication
and broader service requirements. This paper presents a survey on current research status of cross-layer authentication schemes
in wireless networks. We divide current cross-layer authentication approaches into two categories: cross-layer device authentication
and cross-layer user-device authentication, introduce the state-of-the-art works in each category and finally discuss the challenges
and future research directions.

Index Terms—Cross-layer authentication, physical layer authentication, cryptography-based authentication.

I. INTRODUCTION

W IRELESS communication networks are growing at
a rapid pace over the past few decades. The types

of devices and services being accessed are growing at an
explosive rate. With the development of computer industry, the
deepening of network globalization and the increasing popular-
ity of smart devices, wireless communication networks, which
refers to a new technology formed by the organic combination
of wireless communication and Internet of Things (IoT) tech-
nology, have become the world’s fastest-growing industry with
the largest market potential and the most attractive prospects
[1]. As of summer of 2020, and according to recent research
(as of 2021) there are around 8 billion mobile subscriptions
in the world, with 5.5 billion being smartphone subscriptions
[2]. These numbers are expected to soar in upcoming years as
technologies such as 5G/6G networks and more IoT devices
are deployed around the world [3]. In the past, we have seen
applications of wireless communication networks in areas such
as environmental monitoring, transportation, entertainment,
security, and healthcare [4]. Meanwhile, advances in com-
munications and networking technologies are rapidly making
ubiquitous network connectivity a reality. Wireless networks
are also essential to support this anytime, anywhere access [5].

Due to the broadcast nature of wireless networks, infor-
mation can be easily eavesdropped or intercepted during
propagation through the wireless medium. Malicious attackers
can use these vulnerabilities to tamper with messages or imper-
sonate the sender’s identity. These vulnerabilities in wireless
networks could undermine the authenticity, confidentiality,
integrity, and availability if they are not carefully addressed.
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As wireless communication networks are widely used in
military, transportation and other fields, their security and
confidentiality become particularly important. In the military
field, the confidentiality of information is required to be very
high, and the security of transmission processes becomes very
important, while in the transportation field, the leakage of
information may lead to the danger of human life. The inherent
physical structure and electromagnetic transmission method of
wireless communication networks make the attacks against it
very stealthy, and we have summarised three typical attack
methods. They are brute force attacks, spoofing attacks and
denial of service attack (DoS). The brute force attack is that
attackers use their superior arithmetic power to brute-force
decrypt a user’s wireless network packets, thereby tampering
with or stealing data transmitted over wireless communication
networks. A spoofing attack is where an attacker masquer-
ades as a legitimate node to spoof a user or other legiti-
mate node, thereby hijacking its legitimate session to enable
eavesdropping, data collection, or data manipulation of the
attacked. DoS attacks interfere with the normal operation of
the network by attacking the physical and MAC layers, making
the network unable to provide services. These attacks need
to be resisted by effective authentication to build a secure
wireless communication environment. As hundreds of millions
of smart mobile devices flood into the Internet, the security
of these devices, and the privacy of their users need to be
effectively safeguarded. Authentication is considered the best
solution to these problems. From the point of view of the au-
thentication object, authentication is divided into user identity
authentication and device authentication. The former is based
on the authenticity of the user’s identity for authentication,
while the latter is based on device-specific identification. From
another point of view, authentication methods are categorized
into cryptography-based authentication and Physical Layer
Authentication (PLA).
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A. Cryptography-based Authentication

Cryptography-based authentication methods have made
great progress so far. Cryptography is the study of mathemat-
ical techniques related to aspects of information security such
as confidentiality, data integrity, entity authentication, and data
origin authentication [6]. Cryptographic goals are confidential-
ity, authentication, data integrity and non-repudiation. Crypto-
graphic techniques are typically divided into two generic types:
symmetric and asymmetric encryption. Literature [7] lists
the cryptographic primitives considered and the relationships
between them.

B. Physical Layer Authentication

At the same time, there has been a proliferation of studies
on PLA. It utilizes the randomness of wireless channels
and/or unique hardware features to achieve confidentiality and
security authentication of devices [8]. PLA can be divided
into passive and active schemes [9]. The basic concept of
the passive scheme is that the receiver achieves authentication
of the transmitter based on the physical layer characteristics
of the received signal. And the basic concept of active au-
thentication is that the sender generates a tag based on a
key and embeds it in the source message, and the receiver
authenticates the sender by checking for the presence of
the tag in the incoming signal. Passive schemes are mainly
divided into device-based authentication [10], [11], [12], and
channel-based authentication. Device-based authentication is
also known as Radio-frequency Fingerprinting (RFF), which
achieves device identification based on the inherent Radio-
frequency (RF) features caused by hardware defects [10],
[11], [12]. The uniqueness and ubiquity of these hardware
defects caused by the manufacturing process and the fact that
they are difficult to fake or tamper with paves the way for
identification using this technique. RF features, although small
and do not affect normal communication functions, can serve
as unique device identifiers [13], [14]. RFF features mainly
include transient features such as transient amplitude, transient
power spectral density, and phase noise, as well as steady-
state features such as Carrier Frequency Offset (CFO), power
amplifier defects, clock offset, I/Q imbalance, and physically
unclonable functions, etc. Compared to transient features,
steady-state features benefit from the fact that they are less
difficult to extract.

Channel-based PLA is based on the principle that the
receiver can estimate the channel vectors from the received
frames of the sender, and identify and authenticate the legiti-
macy of the sender by means of hypothesis-testing. Channel-
based features reflect channel information between legitimate
transmitters and receivers, such as Received Signal Strength
(RSS)[5] and Channel State Information (CSI) [15]. Using the
reciprocity of the wireless channel transmission process, the
channel features observed by a transmission pair are highly
correlated. Such features can be used to generate a pair of
symmetric keys, so it can also be called the channel key
method. The key of PLA is to recognize the identities of
wireless terminals on physical layer as soon as possible [16].

Although traditional cryptography techniques can prevent
identity-based attacks in wireless networks, current network
environments are rich and diverse, and in some scenarios
cryptography-based authentication methods can appear ineffi-
cient or insufficiently secure [5], e.g., IoT, Internet of Vehicles
(IoV), Smart Grids (SG) networks, Unmanned Aerial Vehicles
(UAVs), and Wireless Sensor Networks (WSNs). For some
small devices in IoT, such as devices with low power con-
sumption, low storage, and low processing capability in IIoT,
they cannot satisfy the processing data capability required
for cryptographic authentication, nor can they satisfy the
storage capability of ultra-long passwords, so cryptographic
authentication methods cannot be applied in the authentication
of these devices. Cryptographic authentication relies heavily
on its complex calculations, making it impossible for attackers
to decipher their private keys, and with the development of
quantum computing [17], this advantage is likely to become
smaller and smaller in the future, putting the security of
devices and users connected to the network at risk. Overall, for
the current diversity of authentication scenarios, authentication
based on traditional cryptography is increasingly recognized
by research as having huge overhead, computationally inten-
sive, inefficient and time-consuming and even security is low
[18], [19], [20], [21].

Most of the existing PLA mechanisms are designed for
static communication, and their accuracy decreases signifi-
cantly in dynamic scenarios where the network environment
and wireless channel change frequently [22]. For example, the
channel key method just mentioned above, which utilizes the
randomness of the channel, making it possible to generate
a sufficient number of randomly distributed keys per unit of
time, thus making it very difficult for an attacker to predict
the corresponding key. However, in the process of wireless
communication, the movement of terminals or people and
objects in the surrounding environment may cause changes
in reflection, refraction, and scattering paths of the wireless
channel, which will cause the channel to change over time,
and these movements are unpredictable or difficult to predict,
so that channel changes are random, which will bring a
great deal of impact to the security and feasibility of the
PLA. For some high-speed mobile devices, such as drones,
automobiles, etc., in the process of extracting RF fingerprint
features, the environment will have a great impact on the
feature extraction, factors such as temperature, humidity, and
obstructions can affect the quality and stability of the signal.
This makes it very difficult to extract the complete signal and
impossible to extract device features from such an incomplete
and unstable signal as an authenticated RF fingerprint, so
in the authentication of high-speed mobile devices, PLA
appears to be incompetent. Although PLA has been widely
recognized as the most powerful complement to cryptographic
authentication owing to its advantages of lighter weight, low
computational volume, low overhead, its security compared to
cryptographic methods still have shortcomings, especially in
the authentication of mobile devices.

As 5G technology continues to evolve, the future is more
dedicated to the interconnection of everything in network
scenarios such as Industry 4.0, SG, VANETs, UVAs, and
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WSNs, which are increasingly demanding in terms of cy-
bersecurity. Traditional cryptographic authentication or PLA
methods alone cannot meet the security requirements of large-
scale access, fast-moving devices, and diverse service demands
in complex network environments. In scenarios with large-
scale access, the overall computation and storage resource
required for cryptographic authentication will be a huge
burden for a central authentication entity, especially those
with constrained resources, for example, a roadside unit in
charge of the network access of a large number of vehicles.
Thus, traditional cryptographic authentication alone cannot
meet the security requirements in such scenarios. In high-speed
mobile scenarios, the long latency of cryptographic methods
cannot meet the high-precision and lightweight requirements
of authentication, while physical layer methods are difficult
to extract the required hardware features, and the channel
environment is even worse, makes it difficult to extract a
complete and stable signal, resulting in the inability to authen-
ticate or the error of authentication is too large to meet the
requirements. Neither of the traditional authentication methods
alone can satisfy either of these scenarios, so combining
their strengths may be a solution. More and more scholars
have noticed this problem, and began to seek for cross-
layer security authentication that is more lightweight, satisfies
diverse services, and has higher security level. As early as
2007, Tin-Yu Wu et al. [23] proposed user authentication, key
generation, and data encryption in heterogeneous networks for
higher multimedia loads and faster transmission rates in the
fourth-generation mobile communication systems, utilizing the
design of security protocols across different network layers
to achieve enhanced cryptography-based cross-layer security
authentication, which is the first understanding of cross-layer
authentication.

Subsequently in 2009, Wei Wang et al. [24] pointed out
for the first time that traditional encryption and authentication
techniques cannot be directly applied to WSNs, and their
results provide a quality-driven security design and resource
allocation framework for WSNs, which fills the interdisci-
plinary research gap between high-level multimedia signal
processing and low-layer computer networks, and such a cross-
layer framework realizes objective energy-efficiency, quality,
and security gains by jointly involving multimedia-selective
encryption at the application layer, stream authentication, and
resource allocation at the low layer.

To facilitate the subsequent research on cross-layer authen-
tication, this paper aims to provide a survey on the state-
of-the-art cross-layer authentication approaches in wireless
networks. Surveys on PLA and cryptographic authentication
alone have been provided in [25] and [26], while there has not
been a systematic survey on cross-layer authentication. To the
best of our knowledge, this is the first to fill the gap. For
the first time, we categorize cross-layer authentication into
cross-layer device authentication and cross-layer user-device
authentication from the perspective of the research object, and
we separate these two authentication methods into separate
presentations from the perspective of authentication scenarios.
For cross-layer device authentication, we introduce the related
work from two scenarios: industrial IoT and SG, and for cross-

layer user-device authentication, we further introduce the work
from three aspects: VANETs, UAVs and WSNs. Our work
makes a systematic categorization of cross-layer authentication
for different scenarios on the advantages of cross-layer authen-
tication over the use of PLA and cryptographic authentication
alone, which is expected to inspire more research in the field
of cross-layer authentication.

The remainder of this paper is organized as follows. In Sec-
tion II, we provide an overview of cross-layer authentication
schemes targeting devices for two authentication scenarios:
industrial IoT and SG. In Section III, we provide an overview
of cross-layer authentication schemes for user-devices with
respect to three authentication scenarios, namely, VANETs,
UAVs, and WSNs. In Section IV, we present the challenges
and future research directions for cross-layer authentication,
including fast and seamless switching authentication and fu-
ture ultra-long-range user authentication. Finally, Section V
concludes the paper.

C. Research Methodology

Before starting the research, we identified several key-
words as cross-layer authentication, converged authentication,
cryptographic authentication, physical layer authentication, RF
fingerprinting, etc., and searched for the above keywords on
Google Scholar, IEEE Internet of Things Journal, IEEE Wire-
less Communications, and so on. After sifting through more
than a hundred relevant literatures, I skimmed the overviews
and introductions of the literatures, and then sifted through
them again, selecting the ones that were highly relevant to my
needs of cross-layer authentication, cryptographic authentica-
tion, and PLA.

After screening the articles we have to take the next step
of categorization, we have classified cross-layer authentication
into two broad categories, cross-layer device authentication
and cross-layer users-device authentication, this is for the clas-
sification of authentication objects, which can be accomplished
through the accuracy literature. After this categorization, we
further categorized these two parts of the literature for au-
thentication environments to arrive at the classification of this
paper, which categorizes cross-layer device authentication into
two categories, IIoT and SG, and categorizes cross-layer users-
device authentication into three scenarios, namely VAENTs,
UAVs, and WSNs. This was followed by a breakdown of the
literature, which also included a number of review articles,
articles on cryptographic authentication and PLA, all of which
were managed in separate categories for my ease of reading.
These are the activities I have undertaken and my research and
categorization methods in completing this review.

II. CROSS-LAYER DEVICE AUTHENTICATION

The aim of cross-layer device authentication is to verify
the authenticity of devices by combining cryptographic ap-
proaches and PLA approaches, where the former checks the
digital certificates of the devices and the latter checks the
devices’ RFF features. This section describes the cross-layer
authentication of devices for machine-like communication in
the following two scenarios.
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A. Cross-Layer Device Authentication in the Industrial In-
ternet

The Industrial Internet of Things (IIoT) technology is a key
enabler for the next industrial revolution, know as Industry 4.0
[27], [28]. The excesses from the third industrial revolution to
Industry 4.0 have raised a new set of security issues [29], [30],
[31]. Traditional industrial communication systems, designed
to operate reliably in noisy factory environments, primarily use
hard-wired proprietary communication technologies to connect
sensors, actuators and controllers, as well as other industrial
components, such as supervisory and data acquisition systems
and manufacturing execution systems. With the advent of IIoT,
however, the factory of the future will increasingly rely on
a variety of communication technologies, including wireless
standards, to ensure connectivity, interoperability, and remote
operation and control of production processes over the Internet
[32].

Authors in the literature [33], [34], [35] present security
challenges in Industry 4.0 and point out that IIoT practices
increase security and privacy risks. Device authentication and
privacy protection in the IIoT are key issues for a secure
Industry 4.0, and failures in these areas will facilitate attackers
to wreak havoc with IIoT applications in a multitude of envi-
ronments [36]. The IIoT is often different from the IoT in that
the former requires higher levels of security and privacy [37].
IIoT is a very resource-constrained communication network
that contains a large number of lightweight devices, so it
is important to design lightweight authentication mechanisms
with high security, high privacy, and low overhead in terms of
computation time and transmission size [34].

The authors in Literature [38] summarize some of the
main typical challenges faced in wireless industrial commu-
nications, including the openness of the wireless broadcast
channel, large-scale network access, and the large interaction
overhead on the physical layer. Scarce memory resources
limit the use of resource-demanding cryptographic primitives,
which makes traditional upper-layer protection mechanisms
insufficient to secure such IoT systems, such as lightweight
encryption [39] and privacy guarantees [40]. Another rep-
resentative approach [41], [42] is the channel-based PLA
method, however, research has shown that this method is
not very sensitive to real communication scenarios due to
the randomness of the wireless channel and other hardware-
level errors in the intrinsic characteristics [43]. In order
to compensate for the authentication defects of upper-layer
authentication and PLA in this scenario, some scholars have
begun to study the cross-layer authentication scheme com-
bining PLA and cryptographic authentication techniques. Dan
Shan et al. proposed a novel Physical Layer Challenge Re-
sponse Authentication Mechanism (PHY-CRAM) for wireless
communication networks, where unencrypted shared keys are
exchanged between the two communicating parties, which are
masked by random numbers and channel fading, preventing
the leakage of CSI, and thus realizing the secure transmission
of information [44]. Hoorin Park et al. proposed a lightweight
authentication mechanism, Tagora, in Literature [45]. Unlike
traditional authentication protocols that consider collisions

as interference, Tagora utilizes unpredictable conflicts for
authentication at both the physical and application layers, and
the authentication consists of a collision-recovery algorithm
with a randomized offset scheme and phase encryption at the
physical layer, and an authentication process based on the
challenge-response mechanism at the application layer, and
experiments have demonstrated the ability of their method to
effectively deal with traceability problems and replay attacks.
An EPS-AKA protocol for applying PLA to large-scale IoT
systems is proposed in Literature [46], which uses a distributed
authentication architecture to reduce the overhead and delay
associated with the authentication of massive IoT devices.

B. Cross-Layer Device Authentication in SG

A SG is a fully automated power transmission network that
monitors and controls each user and grid node, ensuring a two-
way flow of information and power between all nodes through-
out the transmission and distribution process from the power
plant to the end user. SG is typically Machine-to-Machine
(M2M) communications. M2M is a type of application and ser-
vice based on intelligent interaction and networking between
machine terminals, which has also been made Machine-type
Communications (MTC) in the Third Generation Partnership
Project (3GPP) [47]. MTC is defined as M2M with no human
intervention at all, and this type of technology is considered a
key enabler for the next generation of the emerging networked
society [48]. As mentioned above, SG is a typical MTC, and
the components of SG include a large number of automation
devices, and the integration of these devices makes M2M
communication form a large-scale heterogeneous network, and
the authentication of a large number of M2M nodes becomes
a challenging new problem [49].

SG security includes the protection of the communication
network and the power grid, which are systems that ensure
that the SG can properly verify the authentication, integrity
and confidentiality of the system before providing services. To
cope with attacks in the SG, including interruption, intercep-
tion, modification, and forgery, determining that messages are
coming from legitimate entities, authentication must be taken
to counter these attacks that may be present. The traditional
digital signature-based approach is computationally intensive
and impractical for resource-limited smart meters, while the
use of PLA at the expense of security levels cannot meet the
security requirements of SG systems. The authors in Literature
[49] proposed a two-tier based M2M authentication framework
for SG with global authentication through PKI and local
authentication through channel signatures, using digital and
channel signatures to combine the advantages of the two dif-
ferent authentication schemes. Exploiting the unpredictability
of the signature channel for local layer channel signatures, this
scheme is suitable for smart meters with limited resources. In
literature [50], the authors have calculated the trust assessment
by simple mathematical calculations considering the wireless
device characteristics and limitations. The proposed work
provides routing decisions using cross-layer parameters of
physical, Medium Access Control (MAC) and network layers,
which improves the reliability of SG communication systems.
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The above two scenarios, are completely without human
intervention, there is no user involved in the pure device cross-
layer authentication, and one of the characteristics of this
authentication is that all the devices involved in the authenti-
cation process are assumed to be static and fixed in position,
and once a randomly moving user joins the environment, and
its behavior is difficult to predict. In Table I, we make a simple
comparison of the cross-layer authentication methods in these
two scenarios. But in many scenarios, it is not completely
static, this assumption is difficult to meet, so these cross-layer
device authentication can not meet the real-life authentication
scenarios, then a new cross-layer authentication method based
on the user’s device should be born.

III. CROSS-LAYER USERS-DEVICE AUTHENTICATION

In order to cope with the above challenges, some scholars
have begun to study systems that bind devices and users one
by one, such as large-scale vehicular communication, mobile
self-organizing networks and wireless sensor networks, etc.
These authentication scenarios join the user’s authentication
and require higher requirements for smooth and seamless com-
munication, which requires higher security level and lighter
cross-layer authentication to meet the demand. We refer to
this type of authentication mechanism as cross-layer users-
device authentication, and this subsection will categorize the
authentication mechanism from three representative scenarios,
namely, large-scale vehicular communication, drone networks,
and wireless sensor networks.

A. Cross-Layer Users-Device Authentication in VANETs

A VANET has human-vehicle connectivity, which can con-
nect vehicles to a network through wireless communication
technology, and then effectively utilize all vehicle dynamic
information on the network information platform to pro-
vide different functional services for vehicles in operation.
The main application scenarios are divided into driver assis-
tance, automatic driving and intelligent transportation system.
VANET, a subset of Mobile Ad hoc NETworks (MANETs),
refer to a set of smart vehicles used on the road. These
vehicles provide communication services among one another
or with Road Side Infrastructure (RSU) based on wireless
Local Area Network (LAN) technologies [51]. Since VANETs
messages are distributed in exposed environments, the secu-
rity of VANETs is necessary to protect road safety, vehicle
security, and driver privacy protection.

VANETs provide communication between vehicles and
roadside devices as well as vehicles communicate with each
other [52], [53], in this network scenario vehicles are commu-
nication nodes and they belong to the same self-organizing
network, so there is no need to know about each other’s
existence beforehand [54]. As shown in Fig. 1, the sys-
tem contains three types of nodes: On-Board Units (OBUs),
Trusted Authority (TA) and Road Side Units (RSUs). OBUs
are unlimited electrical devices mounted on mobile vehicles,
while RSUs are placed along the road to form the network
infrastructure. RSUs act as routers between vehicles. Using
Dedicated Short Range Communication (DSRC) radios, OBUs

Fig. 1. Vehicle communications architecture.

can connect vehicles to RSUs [55]. The trusted authority
is connected with RSUs using a wired channel. It acts as
an administrator and manages the entire network. Also, TA
is responsible for generating, broadcasting, and periodically
updating the system parameters in the network. Moreover, it
authenticates vehicles and removes them if they are involved in
malicious activity or transmitting fraud messages. Hence, TA
is having huge storage capacity and high computation power as
compared to OBUs and RSUs [56]. VANETs face a number of
attacks [57], [58], [59], [60]. Authentication is very important
to maintain the security of VANETs, and authentication is
required to be fast and smooth, but also need to be able to
meet the needs of mass access, high-speed mobility.

We analogize the OBUs module on the vehicle to the ID
card in a cell phone, and consider this type of authentication
object as a device bound to the user one by one, and for
this type of authentication we call it cross-layer user-device
authentication. A large number of scholars have started re-
search on cross-layer authentication on VANETs. Subir Biswas
et al. proposed an improved Elliptic Curve Digital Signature
Algorithm (ECDSA) combined with identity-based signatures
for vehicle message authentication and a funny prioritization
verification strategy for periodic road safety messages in 2013
[61]. They treat the vehicle’s current location information as
the vehicle ID, which is used as the corresponding identity
parameter for anonymous signature generation and verifica-
tion.In the same year Jia-Lun Tsai proposed in the literature
[62] that Biswas et al.’s scheme is vulnerable to private key
disclosure attacks, where any malicious receiving vehicle that
receives a valid signature from a legitimate signing vehicle
can obtain the signing vehicle’s private key from the learned
valid signature, and they proposed an improved authentication
scheme that overcomes this weakness. The scheme is based on
ECDSA and supports authentication and non-repudiation, and
it is also shown that the scheme can support identity revocation
and tracking, which greatly saves authentication overhead.

Khaled Rabieh et al. point out that RSUs need access to the
number of vehicles in the vicinity [63], and an attacker may
masquerade as more than one vehicle traveling at the same
time to launch a Sybil attack, and if the RSUs is unable to
identify a Sybil vehicle, this can lead to a series of security
problems such as traffic paralysis as the RSUs reports the
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TABLE I
ANALYSIS OF CROSS-LAYER AUTHENTICATION ADVANTAGES AND DISADVANTAGES IN IIOT AND SG SCENARIOS.

Authors Advantages Disadvantages Security Overhead

Dan Shan et al.[44] Immune to many types of active and
passive attacks.

Efficiency is greatly reduced in long
distance communication. high middle

Park et al.[45] Effective response to traceability issues and
replay attacks.

Side-channel attacks have a high impact on
the programme. very high high

Lee et al.[46] Reduces the overhead and latency of
mass authentication. Authentication security is not guaranteed. middle very low

Chin et al.[49] Combines both digital and channel
signature schemes. More affected by the channel environment. middle very low

Velusamy et al.[50] Consider the limitations of
wireless devices. Not yet implemented in a dynamic environment. very high low

wrong number of vehicles to the traffic management center.
They proposed a cross-layer authentication to cope with this
problem by composing a challenge packet at the MAC layer
and directing the PHY layer to send it to a specific location,
utilizing hash functions and public key cryptography to se-
cure the challenge-response packet. Mahmound A. Shawky
et al. [64] used upper layer authentication to determine the
legitimacy of the corresponding terminal in the first time slot,
and re-authenticated the corresponding terminal in conjunction
with the short-term reciprocal nature of the wireless channel,
reducing the overall complexity and computational and com-
munication overhead.

B. Cross-Layer Users-Device Authentication in UAVs

UAVs, commonly known as drones or unmanned aircraft,
are unmanned aircraft that are operated using radio remote
control equipment and self-contained programmed controls,
or are operated autonomously, either fully or intermittently, by
on-board computers. UAVs have become ubiquitous in recent
years in both the civilian and military sectors thanks to their
operational flexibility and high mobility, as well as their ability
to avoid the risk of personal injury. And missions are usually
carried out with multiple drones forming a drone swarm [65].
The UAVs fleet has the characteristics of high dynamic and
high speed, the activities of the whole fleet are led by the
cluster head (CH), in the face of different tasks, there may
be the case of switching the CH, which will have the risk
of the attacker to become the new CH, which will lead to
the leakage of the sensitive information to the whole fleet,
and the harm brought about by it is difficult to bear. One
of the traditional authentication techniques for drone swarms
has been cryptography, such as the Advanced Encryption
Standard (AES) [66], however, with the rapid development
of computing power, the potential to decipher cryptographic
algorithms is increasing, making it easier for attackers to
impersonate legitimate drones and become the new CH [67].
Another mainstream approach is to utilize RF fingerprinting,
which has been widely used in intrusion detection, access
control, clone detection, and fault detection, to authenticate
UAV swarms come using its unique channel-based attributes
[42], [10]. However, this approach is affected by the time-
varying and imperfect estimation of physical layer attributes
in realistic scenarios [68], [69], and PLA is not applicable
to authentication in dynamic scenarios. Some scholars have

attempted to utilize cross-layer approaches to achieve more
stable and lightweight authentication. In Zhang et al. [22] the
physical layer is used as a fast authentication process and
the upper layer attributes are used for supervision, although
this improves the stability of the authentication, it is not a
cross-layer approach that fuses the physical layer and upper
layer authentication. Hao et al. [70] proposed using two
independent decisions, RSSI and PER, and then fusing the
final decision based on multivariate decision making, but the
environment where UAV swarms are located changes rapidly,
and the RSSI attribute carries much less information in open-
air environments than in indoor environments, so it is still not
applicable to authentication in real scenarios. A novel edge-
intelligence based CH security mechanism has been proposed
in the literature [71] that utilizes a Linear Discriminant Analy-
sis (LDA) algorithm to accurately fuse authentication decisions
by retaining only the necessary attributes and projecting the
high-dimensional estimation into a low-dimensional space for
maximum separability. Situation-aware cross-layer attribute
selection algorithms are developed to select the minimum
number of attributes, resulting in the shortest time required
for attribute estimation, thus reducing the overhead and time
delay required for authentication.

Fig. 2. Architecture of WSNs.

C. Cross-Layer Device Authentication in WSNs

A WSN is a distributed sensor network whose endpoints
are sensors that can sense and inspect the external world.
Sensors in a WSN communicate wirelessly, so the network
setup is flexible, the location of the devices can be changed
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TABLE II
ANALYSIS OF CROSS-LAYER AUTHENTICATION ADVANTAGES AND DISADVANTAGES IN VANETS, UAVS AND WSNS SCENARIOS

Authors Advantages Disadvantages Security Overhead

Rabieh et al.[63] Detecting fake nodes without
RSU support.

Requires vehicles to be equipped with
directional antennas. high middle

Shawky et al.[64] Significant reduction in
certification time.

Performance in real wireless channels at different speeds
is unknown. high middle

Hao et al.[70] Better ability to detect spoofing attacks. Not suitable for outdoor real-life applications. high middle
Wang et al.[71] Reduced computational complexity. Authentication for real scenarios has not yet been realised. high low
Zhang et al.[22] High real-time performance. Higher time consumption. very high high

Haenel et al.[72] Save certification time and resources. The level of accuracy is not comparable to purely
cryptographic methods. middle low

at any time, and it can be connected to the Internet in a
wired or wireless way. A multi-hop self-organizing network is
formed through wireless communication. Consider a WSNs as
shown in Fig. 2, which have three main components: sensors,
gateways and users. Nodes in WSNs, often referred to as
sensor nodes, have the ability to perform assembly and process
sensitive data as well as communicate with other neighboring
nodes [73]. WSNs have gained a lot of attention globally,
and in [74] advances in WSNs technology, communications,
and digital electronics have led to the development of small,
multifunctional, and energy-efficient sensors to provide com-
munication over specific ranges. WSNs have applications in
a variety of fields, such as environmental monitoring, defense
surveillance, and healthcare. WSNs are characterized by low
power consumption for data transmission, limited battery
energy, and low prices. WSNs are a typical self-organizing
network consisting of randomly distributed sensor nodes with
communication and data processing modules that have the
ability to implement sensing, acquire information about the
surrounding environment, lightweight computing, and wireless
communication. The information sensed by the sensor is
passed to the user through the gateway. However, public
WSNs are susceptible to malicious active and passive high
attacks, which pose security and privacy concerns [75]. There
are many two-factor based authentication and key agrement
(AKA) protocols have been proposed to address these issues.

Under the public key cryptosystem, in order to secure data
and protect user’s privacy, authentication is generally realized
through signatures or Message Authentication Codes (MACs),
while the security key is realized through the Diffie-Hellman
key exchange protocol. The physical layer is identified by
means of RF fingerprint authentication. Zhang et al. propose
an authentication scheme that crosses the physical and upper
layers in literature [22]. They first extracted physical layer
features, such as received signal strength, angle of arrival, etc.,
and used these features to generate a normalized feature vector,
which distinguishes whether the PHY features are the same as
the reference features according to the preset thresholds in the
hypothesis testing, and subsequently introduces a pre-existing
upper layer authentication scheme at a reasonable time node
to guide the adjustment of the PLA parameters.

The scheme proposed by Arie Haenel et al. [72] is similar to
Zhang’s authentication scheme, out of two constraints in that
scenario: low cost and low power consumption. Their proposed
hybrid cross-layer authentication protocol utilizes known RFF

techniques and known lightweight cryptographic authentica-
tion algorithms to reduce the energy consumption of low-
resource devices, using the two approaches as complements
to each other. Restricted RFF authentication is used and when
this method fails, a challenge response mechanism based on
hash algorithm is used, and after authentication is completed
whether it is successful or unsuccessful, the corresponding
RFF feature is extracted and the corresponding RFF is stored
against that ID.

Currently, some other scholars have proposed that a com-
bination of biometric and cryptographic authentication can be
utilized to achieve mutual authentication of users and sensors.
Saru Kumari, Km. Renuka et al. proposed a user anonymous
authentication scheme that relies on both biometrics and
Elliptic Curve Cryptography (ECC) that has established the
required security features such as forward and backward con-
fidentiality [76]. But their scheme cannot maintain anonymity
and cannot resist depersonalization attacks, replay attacks, and
DoS attacks.Fan et al. proposed a biometric-based anonymous
AKA scheme that meets the overlay security requirements
of WSNs while proving to be secure under the three-party
AKA security model [75]. In Table II, we make a brief
comparison of the cross-layer authentication methods in these
three scenarios.

IV. CHALLENGES AND FUTURE DIRECTIONS

Despite the current work and interest in the area of cross-
layer authentication, there are still a number of issues that
require further discussion. In this section, we discuss some of
the problems and challenges that exist at this stage of cross-
layer authentication, as well as the goals and perspectives for
future research.

A. Problems at This Stage

As can be seen from the above description, many of the
existing cross-layer authentication is actually the physical layer
and the upper layer authentication added to the secondary
authentication, there is a sequential order, more of the two
complement each other rather than fully integrated into a
whole authentication mechanism.

Vague definition of who is certified. In much of the litera-
ture, there is no clear indication of the type of object being
authenticated, and it is not possible to distinguish whether it
is authentication of a device or authentication of a user, but
only a pronoun is used to refer to the object of authentication.
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Although the research on cross-layer authentication has
been partially successful in theory, in practice, cross-layer
authentication needs more research to prove its high security,
lighter weight, and low overhead, etc. This means that cross-
layer authentication is still very much lacking in operability,
and more research and experiments that are more in line with
real-life scenarios are needed to prove its feasibility. We have
listed some possible problems at this stage.

Interoperability: Interoperability requires cross-layer au-
thentication schemes provide interchangeable services between
several systems or users, thus enabling them to work together
effectively. There has been no in-depth research on this aspect,
and we believe that syntactic and semantic interoperability
needs to be achieved first, and perhaps this will be the direction
of our subsequent research.

Security: In view of the existing authentication methods, the
upper layer authentication and PLA are not well combined,
in the future, we may face the possibility of attackers to
separate attacks on different levels, for example, the high-
speed development of quantum computers may attack the
upper layer authentication, resulting in the collapse of the
entire authentication system, and at the same time for the
physical layer of the attack is also the same. How to adequately
combine the two to improve the safety of the programme is
then also a question to be pondered.

Performance overhead: At this stage of the research is
mainly aimed at being able to achieve cross-layer authenti-
cation, without putting the overhead on the primary solution
to the problem, resulting in the existing scheme does not make
a balance between security and overhead, it can only be a loss
of one or the other, we believe that in the subsequent research,
it will be possible to achieve a scheme with high security and
low overhead.

Scalability challenge: In the rapid development of science
and technology at the same time, the various aspects of the
service demand for identity verification solutions is bound to
become increasingly large, then how to make the existing
identity verification solutions to quickly adapt to the future
needs of the various aspects of the problem is also the need
for in-depth thinking.

Cross-domain compatibility problem: Cross-layer authenti-
cation will definitely face the problem of different domain
names, protocols or ports, as long as one of these three is
different, it will prevent the user’s operation, resulting in the
authentication between different domains can not be carried
on, which is also a follow-up research needs to be resolved.

Others: Existing cross-layer authentication application sce-
narios are mostly for large-scale, high-speed communication
scenarios, which will inevitably lead to the high cost of its
application, which is difficult to achieve for a single user’s
personal communication, and its civilian value is difficult to
target the realisation of how to popularise the future, and how
to reduce the cost of it will make a need to consider the issue.

B. Future Research Goals and Perspectives
1) Fast Switching Authentication
When the mobile terminal moves from the home domain

to the target domain, it will be re-authenticated because of

the switching network, and each switching will carry out a
new authentication, which greatly reduces the continuity of
the network service, while the wireless network bandwidth is
restricted, the acceptance of the environment is complex, the
error rate is high, and the mobile terminal computation and
resource storage, power supply constraints. If the switching
delay time is too long, it may lead to a series of problems such
as information leakage, connection interruption, etc., which
affects the network service and even generates a threat to the
security of the network system. Key exchange-based authen-
tication methods are limited by their complex computation
process, which cannot achieve seamless switching, and the
time delay will still be large. Then there is a need for a
lighter weight, low computational complexity and adaptable
to the resources of the first mobile terminal authentication
algorithm, the purpose is to confirm whether the mobile
terminal intends to access the network can securely access and
use the network resources, and to realize the mobile terminal
and the network to carry out a secure session in the unreliable
wireless communication environment.

In the field of satellite authentication, due to the high degree
of exposure of the airspace network, high-speed movement
of the network nodes, limited computing resources and in-
termittent link connectivity, the dynamic transformation of
the airspace network topology, the difficulty of accessing the
base station to provide continuous service, and the frequent
switching of the access terminals, which will lead to repetitive
security access authentication, resulting in discontinuity or
even interruption of the security service. Then how to switch
securely and freely without repeated authentication, thus real-
izing the trusted maintenance of nodes is the focus of future
research.

The cross-layer authentication can combine the character-
istics of physical layer continuity authentication and high
security level of upper layer authentication, which may be a
breakthrough point to solve the seamless switching authenti-
cation.

2) Clarification of Authentication Targets
As we all know, the upper layer authentication is for the

authentication of the authenticated user’s identity, while the
PLA is for the authentication of the authenticated user’s
device, the current cross-layer authentication does not have
a separate study of the user’s identity, so how to find a unified
standard in the two authentication methods to achieve cross-
layer authentication for the authentication of a user’s identity,
which is likely to be a very critical point for the future of the
user’s identity authentication of the ultra-long-distance range,
but this is still an unexplored issue, which is expected to
become a key direction of the research in the future.

V. CONCLUSION

This paper provides a comprehensive overview of cross-
layer authentication schemes, describing existing cross-layer
authentication in terms of cross-layer device authentication
and cross-layer user-device authentication, respectively. We
present cross-layer authentication schemes from five scenarios:
Industrial Internet, SG, VANETs, UAVs networks and WSNs.
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Finally, we present some problems and future directions of
cross-layer authentication at this stage.
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