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This paper investigates the impact of relay selection on covert communication performance in a two-hop wireless relay system,
where a transmitter intends to transmit messages to a receiver via a selected relay, subjecting to detection from a warden. To this
end, we first propose a partial relay selection scheme based on the signal-to-interference-plus-noise-ratio (SINR) at the relay. We
then provide theoretical models for the detection error probability, transmission outage probability, and covert rate. We further
explore the optimal designs of the transmit power and target transmission rate for the covert rate, subjecting to the constraints
of covertness and the upper bound of transmit power. Finally, we provide extensive numerical results to illustrate the covert rate

performance via the partial relay selection scheme in a two-hop relay system.

Index Terms—two-hop wireless networks, covert communication, relay selection, covert rate.

I. INTRODUCTION

UE to the broadcast nature of wireless communication,

it faces threats of data interception, eavesdropping or
tampering from malicious attackers. Covert communication,
also called the low probability of detection (LPD) commu-
nication, has recently been recognized as an enhanced secure
communication paradigm for wireless communication systems
[1], [2]. Compared with the physical layer security (PHY)
approach [3], [4], which mainly protects transmitted content
against eavesdropping by exploiting the inherent randomness
nature of wireless channels, covert communication aims to
hide the existence of the transmission process from a malicious
detection.

By now, many significant works have been done on explor-
ing the performance of covert communications in different
wireless networks, including non-orthogonal multiple access
(NOMA) networks [5], relay networks [6], random wireless
networks, unmanned aerial vehicle (UAV) networks [7], and
others. We note that relay networks play an attractive role in
achieving covert communications. Two-hop relay networks can
effectively address the problem posed by the limited transmis-
sion distance resulting from the low transmit power in covert
communication scenarios. On the other hand, relaying in
wireless networks can be categorized into transmission modes
(i.e., full-duplex (FD) or half-duplex (HD)) and forwarding
modes (i.e., amplify-and-forward (AF) or decode-and-forward
(DF)), which can be flexibly adapted to practical environments
to control the performance of covert communication.

Some works have been conducted on covert communication
with one relay in a two-hop wireless system. The work in [§]
studied the performance of covert communication in an AF
relay network where the relay opportunistically transmits its
information to the receiver while forwarding the information
from Alice to Bob. Similar to the system in [8], the work
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in [9] further investigated the impact of outdated channel
state information (CSI) on the achievable covert communi-
cation performance. The work in [10] explored a transmission
and jamming power allocation strategy to satisfy covert and
secure requirements in the untrusted AF relaying network.
Furthermore, the work in [11] employed the AF relay to send
jamming, which can improve the instantaneous and average
covert rate when the system works solely under FD mode or
HD mode. Considering a DF relay in the two-hop system,
the works in [12] and [13] suggested different beamforming
schemes for covert communication with a multi-antenna relay.

For multiple-relay networks, relay selection has been re-
garded as an effective technique to realize enhanced covert
communication. Covert communication with relay selection is
first explored in [14]. The work in [15] proposed random and
superior link selection strategies in a multiple relay system,
where the covert capacity under the superior link selection
scheme is always higher than that under the random selection
scheme with the fixed parameters of the considered system.
The works in [16] and [17] investigated covert communication
where the relay and the jammer are jointly selected. In [16],
only one jammer with minimal channel gain to the receiver is
selected to send jamming signals to prevent the detector from
detecting the covert transmission. In [17], multiple jammers
with channel gain to the receiver smaller than a given threshold
are selected to send jamming signals to prevent the detector
from detecting the covert transmission. Although the above
works have been studied to help us understand the design
of covert communication schemes with relay selection, these
works focus on DF relay-assisted in multiple-relay networks.
We note that no work has explored the covert performance
of the AF relay system. Thus, this article aims to study the
performance of covert communication with relay selection in
the AF relay system. The main contributions of this article are
summarized as follows.

e We consider a two-hop wireless system consisting of one
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transmitter Alice, several AF relays, one receiver Bob
and one Warden Willie. In this scenario, Alice selects
one relay through a partial relay selection scheme to
help forward the covert message to Bob. To achieve
covertness, the FD Alice emits the jamming signal to
confuse Willie.

e Under the partial relay selection scheme, we first derive
the expressions for the minimum detection error proba-
bility with optimal detection threshold and determine its
average value as the probability that the warden detects
the transmission. We then provide theoretical modeling
for the transmission outage probability to depict the
probability that messages cannot be transmitted reliably.
We further explore the covert rate by providing an op-
timization problem formulation to identify the optimal
designs of the transmitter transmission rate and the trans-
mit power, subjecting to the constraints of detection error
probability and an upper bound on transmit power.

e We provide extensive simulations and numerical results to
validate our theoretical analysis and illustrate the covert
performance of the relay system with the settings of
transmitter transmission rate, upper bound on transmit
power and constraint of detection error probability.

The rest of this paper is organized as follows. Section II
introduces the system model and performance metrics. Section
IIT presents the performance analysis of covert communication.
The simulation and numerical results are illustrated in Section
IV. Finally, Section V concludes this work.

II. SYSTEM MODEL AND PERFORMANCE METRICS

A. Communication Scenario and Assumptions
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Fig. 1. System model

As illustrated in Fig. 1, we consider a two-hop wireless
system consisting of one transmitter (Alice), M amplify-and-
forward (AF) relays (Relays) denoted by R = {Rilk =
1,2,..., K}, one receiver (Bob) and one warden (Willie). We
assume that Bob and Willie each have a single antenna while
Alice and Relay equip a pair of transmit-receive antennas, so
Bob and Willie operate in HD mode while Alice and Relay
operate in FD mode. Alice tries to send covert messages to
Bob with the help of one relay (i.e., the optimal relay selected
by the selection criteria in the next section) in the presence
of Willie, who aims to detect whether Alice is transmitting

messages to Bob or not. We assume that Alice uses a secret
Gaussian codebook pre-shared with Bob, but unknown to
Willie [18]. Alice sends the covert signal to Ry in one random
time slot and emits the jamming signal in all time slots to
confuse Willie’s detection.

We consider a time-slotted quasi-static Rayleigh fading
channel model in our system, where the channel coefficient
remains constant in one slot and changes independently and
randomly from one slot to another. The channel coefficient
from node I to J is denoted as hjy; which is a com-
plex zero-mean random variable with variance E[|h;|?] =
A7, and the probability density function (pdf) of |hjs|?
is given by fin,,2 = (1/A1s)exp(—x/Ars). Here, IJ €
{arg, rgb, aw, ryw} where a,ry,b and w represent Alice,
Relay, Bob, and Willie, respectively. Also, after the imper-
fect self-interference cancellation scheme, the residual self-
interference channel at Relay is assumed to be subject to inde-
pendent and identically distributed Rayleigh fading with vari-
ance E[|hy, 2] = A\pr,. Considering channel reciprocity,
we assume the channel coefficient from Alice to Relay is the
same as that from Relay to Alice, i.e., hqr, = hy q. Alice
sends pilot signals to estimate the channel state information
(CSI) from Alice to Relay, and Relay also sends pilot signals
to estimate the CSI from Relay to Bob. Thus, Alice and
Bob know instantaneous channel coefficients hg., and Ay,
respectively. Relay knows both h,., and h, ., while Willie
also knows the hg, and h, . Thus, the availability of hgy
and h,, ., at Willie represents the worst-case scenario from the
perspective of covert communication design.

B. Transmission Process

We assume that Alice equips two antennas, one of which
is used to send the covert signal and the other to send the
jamming signal in order to assist the covert communication.
When Alice selects one time slot to transmit a covert signal,
Alice first encodes the signal into n symbols X, = {z,[i]}7;,
where each symbol x,[i] is subject to the constraint of
E[|z[i]|?] = 1. E[-] represents the expectation operator. Then
Alice transmits the symbols to Relay with a transmit power
P in one time slot. To confuse Willie’s detection, Alice
sends a jamming signal with a transmit power P; following
a continuous uniform distribution over the interval [0, P]max],
having a probability density function (pdf) given by

-
ij(x)—{Pg ’

0, otherwise.

0< Py < Py (1)

We assume Relay and Bob can cancel out the effect of jam-
ming signal [19], [20], while Relay suffers the self-interference
in the FD mode. Thus, the received symbol for the ¢-th channel
use at Relay is given by

Yr, 1] = \/ﬁharkxam + \/ﬁhmrkxm [i] +nr [i],  (2)

where ., [¢] is the transmitted symbol from Relay, which is

given by z,, [i{] = By, [i], where the amplification factor § is
— 1 . s

B = Plhary P Pl P07, [i] is the AWGN at Relay

with zero mean and variance o7, , i.e., n, [i] ~ CN(0,02,).
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Relay amplifies and forwards its received symbol to Bob,
so the symbol received at Bob in the ¢-th channel use is given
by

yoli] = VPhy vy, [i] + nli]. 3)

where n[i] is the AWGN at Bob with zero mean and variance
o2, ie., npli] ~ CN(0,02).

C. Detection at Willie

As in [2], Willie is the detector to decide whether Alice
transmits covert messages or not. Willie conducts binary
hypothesis testing, where the null hypothesis H, denotes that
Alice does not transmit covert messages. In contrast, the
alternative hypothesis H; denotes that Alice transmits. When
Hy is true, Willie receives only the jamming signal from Alice.
When H; is true, Willie receives the signals (i.e., covert and
jamming signals) from Alice and the amplified signal from
Relay. Thus, the received signals at Willie are given by

y [Z] _ \/ﬁjh(lwx]’ [Z] + Ny [Z]v HO:
b ¢ + \/Pihaw;[i] + nuli], Hi,

where ¢ = \/ﬁh(w,xa[i] +\/13hrkwx% [i]; 1y [4] is the AWGN
at Willie with zero mean and variance o2, i.e., nyli] ~
CN(0,02).

Willie adopts a radiometer to make the decision on whether
covert communication exists or not by evaluating the total
received power in one time slot. Thus, Willie conducts a
threshold test on the average power received, given by

“4)

1 n . D1
Q2> llil 2 7 )
i=1 0

where () is the average power of received signals and 7 is
the detection threshold for Willie’s test; Do and D are the
binary decisions that denote Willie makes a decision in favor
of Hy and H,, respectively. We define one detection error,
called false alarm (FA), which means that Willie’s decision is
D1 while Hj is true. Another error is called missed detection
(MD), which means that Willie’s decision is Dy while H; is
true. The probabilities of FA and MD are pra = P(D1|Hp)
and pyp = P(Dg|Hy), respectively. Since Willie has no
information on when Alice transmits, it considers the prior
probabilities of hypotheses P(Hy) and P(H;) are equal. Then,
the detection error probability is given by

€ =pra+DpuD- (6)

As such, the covert constraint is then set as & > 1—¢, where € is
an arbitrarily small constant denoting the covert requirement.
We say that covert communication can be achieved when the
detection error probability satisfies the covertness requirement.

D. Performance Metrics

From Alice’s point of view, if the target transmission rate
R,, between Alice and Bob is greater than the channel
capacity C, Alice cannot connect to Bob, i.e., the transmission

outage happens in the sense that Bob cannot recover the mes-
sages reliably [8]. Let p,,: denote the transmission outage
probability, which is given by

Pout = ]P){C < Rab}~ (7)

We introduce covert rate to depict the performance of the
covert communication system with the partial relay selection
scheme. The covert rate is defined as the achievable rate of
successfully transmitted covert messages from Alice to Bob
subject to the covertness requirement £ > 1 — e and maximum
cover signal transmit power of Alice P™** with the given
upper bound of jamming signal transmit power P;"**, which
is given by

Rc = Rab ( 1-—- Pout )7 (83)
st. £€>1—c¢ (8b)
0< P < pmax (8¢)

III. PERFORMANCE ANALYSIS OF COVERT
COMMUNICATION

This section investigates the covert rate under the partial
relay selection scheme. We see from (8) that detection error
probability and transmission outage probability can determine
the covert rate. We first derive the detection error probability
and transmission outage probability in Subsections II-A and
II-B, respectively. We further explore the covert rate by
optimizing Alice’s transmission rate and covert signal transmit
power with a given upper bound of jamming signal transmit
power.

A. Detection Error Probability

Based on the detection scheme in Subsection II-C, Willie
decides on the existence of transmitted covert symbols in
one time slot by comparing the average power received to
a detection threshold. When Alice does not transmit covert
symbols, Willie accepts the D; by Q > 7, leading to a false
alarm. Thus, the false alarm probability pr 4 is determined as

—~

2
pra = B{(Plhaul* +0%) 2" > 7| Ho)

= P{(Pjlhaw|’ + 02) > 7| Ho}
1, T SJﬁ),
_ 2
= 1—Wa on <7<, )
0, T > U,

where p = P**|hgy|* + 07,5 X3, is a chi-squared random
variable with 2n degrees of freedom. Based on the Strong Law
of Large Numbegs and Lebesgue’s Dominated Convergence
Theorem [21], X2 converges in probability to 1 as n tends
to infinity. When Alice transmits, Willie accepts Dy by Q <7
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in this case, leading to a missed detection. Thus, the missed
detection probability pysp is determined as

pup = P{(Plhaw|® + Plhryw|?® + Pjlhaw|® + 02) <7 |Ho}
0, T<v,
=\ P V< TSy PP el

1, T > v+ PPy, |2.

(10)

where v = Plhgw|? + Plhpwl|? + 02,

Substituting pr4 in (9) and ppsp in (10) into € in (6), we
can obtain the detection error probability & at Willie. We note
that the value of i in pr4 and v in py;p brings two cases
(i.e., p# < v and p > v) to determine the . when p < v, the
¢ is determined as

1’ T O—wa
2
T—0
L= prsfies O <T S
(1) =40, <<, (11)
PR V< TS0 PP ol
Py
L v+ ijax\hawF < T
when p > v, the £ is determined as
1, T <02,
|- i, of <r <y,
2
£(r) = l—m v<T1<p, (12)
W}fnw\h M<T§V+P]max|haw|27
E ,
L, v+ PPy ? < 7.

We can see from (11) that & decreases as 7 increases
when 7 € (02,u] and ¢ increases as T increases when
7 € (v, + P |hgy|?]. Thus, the minimum detection error

probability £* = 0 with the optimal detection threshold
7% € [u,v]. Following (12), when 7 € (02,v], we have

% < 0 which indicates that £ decreases with 7. when

7 € (1, + PP hgy[?], we have 65;” > 0 which indicates
that & mcreased with 7. Thus, the minimum detection error

probability £* = 1 — % with 7% € [02), u].
Thus, we have

0,
€ =91 _ Plhou+Plhyul?
‘2

P;nax ‘ haw

p <y,
, H>U

13)

Since Alice and Relay do not know the instantaneous
channel coefficient hy,, and h,,,.,, we consider the expected
value of minimum detection error probability at Willie. Let
&* denote the average minimum detection error probability,
which is given in the following theorem.

Theorem 1. Consider the covert communication in a relay-
assisted system where Alice and Relay transmit the covert
signal with transmit power P and Alice sends the jamming
signal with transmit power P; following a continuous uniform
distribution over the interval [0, Pj***]. If the variance of the

CSI how and hy., ., are denoted as )\awiand Arow, the average
minimum detection error probability £* is determined as
57* _ (ijax _ P))\aw
(ijax — P)A\gw + Py
(ijax — P)2P(Aaw — Arpw) Aaw
PR (P — P) Xy 1 PAryu?
(ijax — P)PArpw
P (P~ P) N+ PAry]

(PP =Py
P)\rkw
(14)

In(1+

Proof. We know that |hqy,|? and |y, |? follows exponential
distributions with expected values A, and A, .. Based on
(13), we have

& =E[¢"]
=P{p < v}E[0|p < v
Plhaw|* + Plhryw|?
ijax‘haw|2
Plhaw|* + Plhryw]?
P hgy |2

+P{u > v}E[1 -

> v

=P{p > v}E[l - lw>v], (15

where

P{p>v}= P{Pgmax|haw|2 > P‘haw|2 + P|thw|2}

(Pmax P)y

/ / rkw\{"(x)flhawp(y)dl‘dy
0
Pmax _ P))\aw

T (PP = P)Aaw + PAr

(16)

and
P‘haw|2 + P|hrkw|2 |/L > l/]
P o ?

Plhaw)? + P|h,ﬁ,€w|2| > ]
1%
Pmaxlh |2 /L

(PP Py

_1 - / / max
P

Pmax - P)()\aw - >‘7"kw)
p]maX[(P]maX — P)Aaw + PAr, )

P Pmax _p >\aw
P (! P\
ijax)\aw P)\rkw

E[l —

=1-E|

Py+Px
a2 (2) fhay 2 (y) dzdy

a7

O

Substituting (16) and (17) into (15), we can obtain (14).

B. Transmission Outage Probability

Based on the received signal at Relay in (2) and the received
signal at Bob in (3), the channel capacity C), with the k-th
Relay is determined as

Yary
Yrprp+1 ITED

Yary
Vrerk +1 + ’}/ka + 1

Cr,, =logy (1 + ) (18)
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Plhar, |? Plhyy |
where Yo, = —3E, Y = —pt— and Y =
’V‘k ’V‘k
Plh, |2 . . . .
‘75“ denote the signal-to-interference-plus-noise-ratio

(SH\fR) of a — rg, 1, — 7T, rr — b. From Alice’s
perspective, a transmission outage occurs when the target
transmission rate R, is greater than the channel capacity C,, .
Substituting (18) into (7), the transmission outage probability
Pout 18 Written as

fya'f‘k
+1 Vrib

Yrarn
Pout = P Py < Vth ¢ (19)
t { S + Vb + 1 t }

Ve 1

where 7, = 28 — 1.

In this FD-AF relay scenario, we propose one partial relay
selection policy. This policy selects the optimal relay with the
maximum ratio between the SINR of a — r; and rx — r.
Hence, we select the relay where

k* = arg max{%r’“ } ,
k Yriri + 1

and thus we have

Y+ = max {’Yark }
’YT‘;CT‘k + ]-

Here, we continue to derive the transmission outage probabil-
ity of the system with a partial relay selection policy. Then,
the poy: can be given by

(20)

1)

Pout = F('yth)

o0 + 1 :
= Fopn)+ [ F (“’ )””L) fooo )iy
Vih Y = Vth
(22)

We use a simple order statistic result in [22], [23] to obtain
the cumulative distribution function (CDF) of ;. Since ~;
(K-th order statistic) is selected as the maximum of the K

Alice-to-Relay link SINRs, 7;, = ﬁ the CDF of ; is
TkTk
determined as
o Y
E, . ()= P Th <
Tk ( H {FYTk-Tk —+ 1 }

I
/N
C\g
o\
T
=
8
:u
e
3
Bl
—~
&3
N~—
;’1
ES
=
S
S—
QL
9
o
~
~_—
=

o2 K
T PRar,
-1 % (23)
14 Aoy

k

Substituting (23) into (22), the p,,+ can be written as

_ “%'Yth 0.2 _ Uf“fth
Pout =1 — € FAryb + b e b
PAr b
o HLHv) Ten K ,
oo e Prarg: oz
PX
X 1- e "Tebdz
/0 14 Arrg GHLEvm) v

ary®

(24)

where z =y — yp.-

C. Covert Rate

Our objective is to obtain the maximum covert rate R,
subject to the covertness constraint on £* and maximum power
constraint on Alice’s covert signal transmit power P. Thus, R,
is formulated as

max R, (25a)

P,Rap
st. &5>1—¢ (25b)
0< P < pmax (25¢)

Note that the optimization problem in (25) involves two
performance metrics (i.e., average minimum detection error
rate and transmission outage probability). The expressions
of these metrics are too complex to obtain the closed-form
solutions of the optimization problems. Thus, we can apply
a traversal searching algorithm in Algorithm 1 to solve the
optimization problem in (25).

Algorithm 1: Covert Rate Traversal Searching Algo-
rithm

Input: Maximum covert signal transmit power P™?%,

covert requirement €, maximum jamming signal
transmit power P;"**, average channel gain of
self-interference A, r, ;

Output: Covert rate R, the corresponding optimal
covert signal transmit power P* and target
transmission rate IZ};;

1 Initialize set the length Lp for P, Ly for Ry, P =0,
and Rl = RY = 0, Target transmission rate R, = 0,
the iteration index 1 = 0 and the maximum number
of iterations n™a%, £* = 1;

2 for n=1; n < ™™ n+ + do

3 if P < P™a and £* > 1 — ¢ then

4 P=P+ Lp;

5 Calculate £* according to (14) and obtain the
P*

6 end

7 Calculate R.(P*, Ryp) according to (25a);

8 if R7(P*, Rap) > R17Y(P*, Ryp) then

9 Rap = Rap + Lig;

10 Calculate R.(P*, Ryp) according to (25a) and
obtain the R} ;;

11 end
12 end
13 return R, P*, R?,;

IV. NUMERICAL RESULTS

In this section, we provide extensive numerical results
to illustrate the performance of our proposed partial relay
selection scheme in terms of average minimum detection
error probability £*, transmission outage probability P,
and covert rate R.. The case of K = 1 corresponds to no
relay selection, which is also depicted as a benchmark for
comparison. Unless otherwise stated, in the numerical results,
the related parameters are set as P™** = 1W and Ay = Arpw
and Ufk =0} =02 =10""W.
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A. Performance Analysis of Detection Error Probability

To explore the impact of covert signal transmit power
P on average minimum detection error probability £*, we
summarize in Fig. 2 how &£* vary with P for a setting of
Prax = {10,20,30}W. We can see from Fig. 2 that as P
increases, £* decreases. This is due to the fact that when
the ijax is fixed, Willie becomes easier to detect the covert
communication between Alice and Bob with increasing P. We
can also see from Fig. 2 that £* increases as P increases
with a fixed P. This is because when ij‘”‘ is larger, the effect
of the jamming signal becomes larger, leading to a higher
detection error probability at Willie.

Average minimum detection error probabi
Averag detect bability

0.65

0 0.2 0.4 0.6 0.8 1

Covert signal transmit power, P(W)
Fig. 2. Average minimum detection error probability &* vs.
covert signal transmit power P.

B. Performance Analysis of Transmission Outage Probabil-
ity

We first show in Fig. 3 the impact of covert signal transmit
power P on the transmission outage probability p,,; under
the settings of P;na" = 30W, R,, = 8 bits per channel use,
e =0.1and A\, = 0.1. We can observe from Fig. 3 that as P
increases, poy: decreases. The reason is that when P increases,
the SINR between Alice and Bob increases, leading to the py.
decreases. We further observe from Fig. 3 that p,,; increases
as K. This proves that the increasing number of relays can
lead to the increasing channel gain from Alice to Bob, and
thus a smaller po.;.

We then show in Fig. 4 the impact of target transmission
rate R, on the transmission outage probability p,,; under the
settings of Pj"** = 30W, € = 0.1, Arer, = 0.1 and Ryp = 8
bits per channel use. It can be seen from Fig. 3 that when
Ar.ry, 18 relatively small (e.g., A, = 0.1), as R, increases,
Pout first increases and then becomes 1. The reason can be
explained as follows. When R,; becomes larger, Bob cannot
decode all the received signals reliably, leading to the increase
of the py,:. We also see from Fig. 4 that for a fixed Rgp,
DPout decreases as K increases under the partial relay selection
scheme. The reasons behind those observations are similar to
those illustrated in Fig. 3.

C. Covert Rate

We investigate the impact of covert signal transmit power P
on the covert rate R., and summarize in Fig. 5 how the covert
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Fig. 3. Transmission outage probability p,,; vs. covert signal
transmit power P.

out

Transmission outage probability, p

Target transmission rate, R”b (bits per channel use)

Fig. 4. Transmission outage probability p,,; vs. target trans-
mission rate Rp.

rate R, varies with covert signal transmit power P under the
settings of P"** = 30W, e = 0.1, K = 2, P = 1W
and R,y = 10 bits per channel use. We can see from Fig. 5
that R, first increases with P and then remains unchanged.
This is because for the fixed ¢ = 0.1, P increases, SINRs at
Relay and Bob become larger, leading to R, increases. Since
the communication should meet the covert requirement, the R,
remains unchanged when P increases further. We can also see
from Fig. 5 that as A, increases, R. decreases. This proves
that the performance of R, in the system is greatly affected
by the self-interference from the FD relay.
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Fig. 5. Covert rate R. vs. covert signal transmit power P.
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We then investigate the impact of the target transmission
rate R, on the covert rate R., and summarize in Fig. 6 how
the covert rate R, varies with target transmission rate R,
under the settings of ijax =30W, ¢ = 0.1, P = 0.3W. We
can see from Fig. 6 that as R,; increases, R, first increases,
then achieves a maximum value and decreases. This means
that when Alice sets a proper R,; with an optimal P, we can
obtain a maximum R.. When R,; increases further, the R,
becomes larger than the channel capacity, leading to a larger
Dout and thus a smaller R.. Another observation from Fig. 6
indicates that for a fixed R, R, increases as K increases. The
reasons behind the observations are similar to those illustrated
in Fig. 3.
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Fig. 6. Covert rate R. vs. target transmission rate R,p.

V. CONCLUSION

This paper explored the impact of the proposed partial relay
selection scheme on covert communication performance in the
two-hop wireless relay system. We developed the theoretical
modeling in terms of the average minimum detection error
probability, transmission outage probability, and covert rate.
We further explored the optimal target rate and transmit
power to achieve the maximum covert rate, subjecting to the
constraints of covertness and transmit power. Comparing to the
single relay system as the benchmark, our results demonstrated
that the relay selection technique in a multiple relay system
can enhance the performance of covert communication.

REFERENCES

[1] B. A. Bash, D. Goeckel, and D. Towsley, “Limits of reliable commu-
nication with low probability of detection on AWGN channels,” IEEE
Journal on Selected Areas in Communications, vol. 31, no. 9, pp. 1921-
1930, 2013.

[2] B. He, S. Yan, X. Zhou, and H. Jafarkhani, “Covert wireless communi-
cation with a poisson field of interferers,” IEEE Transactions on Wireless
Communications, vol. 17, no. 9, pp. 6005-6017, 2018.

[3] Z. Xiang, W. Yang, G. Pan, Y. Cai, and Y. Song, “Physical layer security
in cognitive radio inspired noma network,” IEEE Journal of Selected
Topics in Signal Processing, vol. 13, no. 3, pp. 700-714, 2019.

[4] K. Cao, H. Ding, B. Wang, L. Lv, J. Tian, Q. Wei, and F. Gong,
“Enhancing physical-layer security for iot with nonorthogonal multiple
access assisted semi-grant-free transmission,” IEEE Internet of Things
Journal, vol. 9, no. 24, pp. 24 669-24 681, 2022.

[5] L. Lv, Q. Wu, Z. Li, Z. Ding, N. Al-Dhahir, and J. Chen, “Covert
communication in intelligent reflecting surface-assisted noma systems:
Design, analysis, and optimization,” IEEE Transactions on Wireless
Communications, vol. 21, no. 3, pp. 1735-1750, 2021.

[6] H. Wu, Y. Zhang, X. Liao, Y. Shen, and X. Jiang, “On covert throughput
performance of two-way relay covert wireless communications,” Wireless
Networks, vol. 26, pp. 3275-3289, 2020.

[7] X. Jiang, X. Chen, J. Tang, N. Zhao, X. Y. Zhang, D. Niyato, and K.-
K. Wong, “Covert communication in uav-assisted air-ground networks,”
IEEE Wireless Communications, vol. 28, no. 4, pp. 190-197, 2021.

[8] J.Hu, S. Yan, X. Zhou, F. Shu, J. Li, and J. Wang, “Covert communication

achieved by a greedy relay in wireless networks,” IEEE Transactions on

Wireless Communications, vol. 17, no. 7, pp. 4766—4779, 2018.

J. Bai, J. He, Y. Chen, Y. Shen, and X. Jiang, “On covert communication

performance with outdated csi in wireless greedy relay systems,” IEEE

Transactions on Information Forensics and Security, vol. 17, pp. 2920-

2935, 2022.

[10] M. Forouzesh, P. Azmi, A. Kuhestani, and P. L. Yeoh, “Covert commu-
nication and secure transmission over untrusted relaying networks in the
presence of multiple wardens,” IEEE Transactions on Communications,
vol. 68, no. 6, pp. 3737-3749, 2020.

[11] R. Sun, B. Yang, S. Ma, Y. Shen, and X. Jiang, “Covert rate maximiza-
tion in wireless full-duplex relaying systems with power control,” IEEE
Transactions on Communications, vol. 69, no. 9, pp. 6198-6212, 2021.

[12] L. Lv, Z. Li, H. Ding, N. Al-Dhahir, and J. Chen, “Achieving covert
wireless communication with a multi-antenna relay,” IEEE Transactions
on Information Forensics and Security, vol. 17, pp. 760-773, 2022.

[13] M. Wang, Z. Xu, B. Xia, Y. Guo, and Z. Chen, “Df relay assisted
covert communications: Analysis and optimization,” IEEE Transactions
on Vehicular Technology, vol. 72, no. 3, pp. 4073-4078, 2022.

[14] Y. Su, H. Sun, Z. Zhang, Z. Lian, Z. Xie, and Y. Wang, “Covert
communication with relay selection,” IEEE Wireless Communications
Letters, vol. 10, no. 2, pp. 421425, 2020.

[15] C. Gao, B. Yang, X. Jiang, H. Inamura, and M. Fukushi, “Covert
communication in relay-assisted iot systems,” IEEE Internet of Things
Journal, vol. 8, no. 8, pp. 6313-6323, 2021.

[16] J. Jiang, W. Yang, and R. Ma, “Joint relay and jammer selection
for covert communication,” in 2021 7th International Conference on
Computer and Communications (ICCC). IEEE, 2021, pp. 131-135.

[17] C. Gao, B. Yang, D. Zheng, X. Jiang, and T. Taleb, “Cooperative
jamming and relay selection for covert communications in wireless relay
systems,” IEEE Transactions on Communications, 2023.

[18] L. Sun, T. Xu, S. Yan, J. Hu, X. Yu, and F. Shu, “On resource
allocation in covert wireless communication with channel estimation,”
IEEE Transactions on Communications, vol. 68, no. 10, pp. 6456-6469,
2020.

[19] X. Chen, N. Zhang, J. Tang, M. Liu, N. Zhao, and D. Niyato, “Uav-aided
covert communication with a multi-antenna jammer,” IEEE Transactions
on Vehicular Technology, vol. 70, no. 11, pp. 11 619-11 631, 2021.

[20] X. Jiang, P. Li, Y. Zou, B. Li, and R. Wang, “Secure transmission for
wireless communication systems with friendly jammers,” IEEE Transac-
tions on Vehicular Technology, 2023.

[21] H. Wu, Y. Zhang, Y. Shen, X. Jiang, and T. Taleb, “Achieving covertness
and secrecy: The interplay between detection and eavesdropping attacks,”
IEEE Internet of Things Journal, 2023.

[22] S. S. Soliman and N. C. Beaulieu, “Exact analysis of dual-hop af
maximum end-to-end snr relay selection,” IEEE Transactions on Com-
munications, vol. 60, no. 8, pp. 2135-2145, 2012.

[23] A. Papoulis and S. Unnikrishna Pillai, Probability, random variables and
stochastic processes, 2002.

[9

—



