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This paper investigates covert wireless communication in a multi-input multi-output (MIMO) system, where a multi-antenna
transmitter transmits covert signal to a multi-antenna receiver with the assistance of a multi-antenna jammer employing zero-
forcing (ZF) beamforming to avoid detection by a warden equipped with single antenna. For the given scenario, we first provide
theoretical modeling for the minimum detection error probability at warden and covert rate from transmitter to receiver. We then
explore the optimal beamformer design of the jammer to maximize the covert rate, subjecting to the constraints of covertness,
upper bounds of transmitter and jammer transmit power, and beamformer on jammer. We further devise an iterative algorithm
to determine the related optimal precoding matrix for covert rate maximization. Finally, we provide extensive numerical results to

illustrate the impact of system parameters on covert performance.

Index Terms—Covert communication, multi-input multi-output, zero-forcing beamforming, jamming

I. INTRODUCTION
A. Background

ECURITY of private information transmission has always

been considered a critical issue in wireless communication
networks. However, due to the broadcast nature of wire-
less communications, the open communications environment
makes wireless transmissions more vulnerable to malicious
attackers [1]. Traditionally, to protect the private information
security, the researchers employ cryptography to prevent unau-
thorized disclosure and modification of data [2], [3] or employ
physical layer security (PLS) to avoid the information leakage
[4], [5]. However, cryptography or PLS is not secure enough
since both of them only prevent eavesdropping but do not hide
the existence of transmission. Some wireless scenarios require
higher security, such as submarines, unmanned aerial vehicles
(UAVs), government, etc. In this regard, covert communication
is emerging.

Covert communication is a technique which hides the ex-
istence of wireless transmission with a Low Probability of
Detection (LPD). The objective of covert communication is
to reliably deliver information from a legitimate transmitter to
its intended receiver while minimizing the risk of detection
by a vigilant warden. Here, warden typically refers to any
entity or system that might attempt to intercept or detect the
communication. To make this possible, the transmitter exploit
the inherent uncertainty or interference of the channel such
that the legitimate users can correctly decode the information,
while the warden can not detect the communication from their
observations.

B. Related Works

Covert communication owes its origins to the pioneering
work of [6], where the authors proved that the theoretical
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capacity limit of covert communication is subjected to a square
root law (SRL). The SRL states that in a basic three-node
model scenario, operating in an Additive White Gaussian
Noise (AWGN) channel, it is possible to reliably and covertly
transmit O(+/n) bits in n channels, where O(f(n)) represents
the asymptotic upper bound. In addition, when n — oo, the

transmitted signal per channel equals 0, i.e., lim O(T\/ﬁ) — 0.
oo

This result can be extended to other changa models, e.g.,
Discrete Memoryless Channels (DMCs), Binary Symmetric
Channels (BSCs), Multiple Access Channels (MACs), and
Poisson channels [7]-[10].

To escape the predicament of a zero rate, recently, some
research efforts have demonstrated that the positive covert rate
can be achieved when the warden has uncertainty regarding the
channel state information (CSI) from the transmitter to itself
(e.g., noise uncertainty, channel estimation uncertainty, trans-
mission time slot uncertainty, and position uncertainty). These
uncertainty information can confuse the warden and make it
impossible to distinguish between the power of transmission
signal and the background noise. The work in [11] considered
a large-scale wireless network where the transmitters establish
a stable Poisson Point Process (PPP), then the warden is
subjected to aggregate interference by other transmitters. The
works in [12], [13] employ cooperative jamming techniques to
prevent the warden from detecting the communication signal.
The works in [14], [15] utilize artificial noise (AN) injection
to confuse the warden and also offer guidelines to determine
the optimal AN power for enhancing covertness. Besides, the
work in [16] employs an additional non-covert channel (i.e.,
a public channel) as a cover and achieves a constant covert
rate. The work in [17] considers a movable transmitter (i.e.,
unmanned aerial vehicle) to escape detection and proposes a
joint optimization of UAV trajectory and transmission power
to enhance covert performance. Furthermore, the work in [18]
adopts power allocation method to achieve a positive covert



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 3, ISSUE 4, JANUARY 2024 149

rate.

Recently, some studies have shown that the multi-antenna
technique can significantly improve covert communication
performance. In the notable work [19], the authors establish
that in the MIMO AWGN channel system, when the detector
possesses bounded spectral norm channel state information,
the system can achieve a maximum number of covert bits
O(+y/n). The result verifies that the SRL is still satisfied with
covert MIMO system. In work [20], the authors consider
the presence of secret codebook scenario and utilize KL
divergence constraint to analyze the covert capacity in MIMO
AWGN channels. The work [21] focuses on enhancing noise
uncertainty by using the multi-antenna technique, thereby
achieving a positive transmission rate. The work of [22]
considers a scenario in which a multi-antenna jammer assists
the transmission and then optimizes the transmit power and
target rate to maximize the covert rate. In work [23], the 3D
beamformer and an iterative algorithm are proposed to obtain
the optimal beamformer matrix to maximize the covert rate.

C. Motivations

Although the previous works provide a comprehensive
understanding of utilizing the uncertainty of CSI to achieve
a positive covert rate and demonstrate that multi-antenna
can enhance the covert performance. However, there are still
research gaps in covert MIMO communication: (1) how to
model the covert system to achieve a positive covert rate in the
MIMO scenario? (2) how to design the beamforming vector
to benefit the communication covertness? To address these
problems, this paper, for the first time, focuses on the study of
beamforming with ZF beamforming for covert communication
in MIMO systems. Our main contributions are summarized as
follows:

o We investigate the covert communication in the MIMO
system, where a multi-antenna transmitter Alice trans-
mits a covert message to a multi-antenna receiver Bob
with the help of a multi-antenna jammer, subjecting to
the detection from a single-antenna warden Willie. The
jammer employs the ZF beamforming technique so that it
can confuse Willie’s detection and ensure reliable covert
transmission from Alice to Bob.

« Under this model, we apply hypothesis testing, statistics
theories, and matrix theories to develop a theoretical
framework for covert performance modeling in terms of
detection error probability and achievable covert rate. We
further develop an iterative algorithm to find the optimal
beamforming matrix.

« We provide extensive numerical results to illustrate the
potential performance enhancement from adopting the
beamforming technique in covert MIMO communication.

The reminder of this paper is organized as follows. Section
IT introduces the system models including network model,
channel model, transmission model and detection model.
Section III formulates covert performance in the considered
MIMO system and a optimal problem to achieve the maximal
covert rate is developed. We present the numerical results in
Section IV, and make a conclusion in Section V.

Throughout this paper, we use the following notations.
The lower-case and bold lower-case letters denote scalars and
vectors (e.g., x, and x). The bold upper-case letters denote
matrices (e.g., X). Let ||X]||, XH#, Tr(X), det(X) denote
the Frobenius norm, Hermite, trace, determinant of matrix X,
respectively. Denote O as the null vector and I as the identity
matrix. The notation E(-) denotes the expectation operator.

II. SYSTEM MODEL
A. Network Model

As shown in Fig.1, we consider a four-node MIMO system
consisting of a transmitter (Alice), a receiver (Bob), a warden
(Willie), and a jammer. Under the considered system, Alice
intends to send a covert signal to Bob via the help of a jammer
against the detection of Willie, who passively observes the
transmission and distinguishes whether there is a transmission
between Alice and Bob or not. It is assumed that Willie is
equipped with a single antenna, Alice, Bob, and jammer are all
equipped with multiple antennas where the number of antennas
equipped in Alice, Bob, and jammer are denoted as N,,
Ny, and Nj, respectively. To achieve covert communication
between Alice and Bob, the jammer continuously injects a
jamming signal to confuse Willie. We assume that the location
of Willie is unchanged, and the jammer employs the zero-
forcing beamforming, which means the main beam of the
jammer focuses on Willie, and Bob does not receive any
jamming signal from the jammer.

— Transmission link
— —»> Detection link

& Jamming signal '

Willie
4
|

& &

Alice Bob

b

Jammer

Fig. 1. System model.

B. Channel Model

All the wireless links are modeled as a quasi-static Rayleigh
fading channel model, where the channel fading coefficients
remain constant in one time slot, but vary independently
and randomly from one time slot to the next. The channel
matrixes from Alice to Bob and jammer to Bob are denoted
as Hyy ~ CN(On,xn,,Cab), Hjy ~ CN(On,xn,,Cjp),
respectively. Here, O represents the zero matrix, and C,; and
C,, denote the positive definite channel covariance matrix
from Alice to Bob and jammer to Bob, respectively. The
channel matrixes between Alice and Willie, and between
jammer and Willie, are denoted as Hy,, ~ CA(On, x1, Caw)s
H;, ~ CN(0n, 1, Cjw), respectively, where Cy,, and Cjy,
are the channel covariance matrixes between Alice and Willie,
and between jammer and Willie. Following the common
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assumptions [23], we assume that the instantaneous value of
H,, and H;; are available to Alice, Bob and jammer, but the
statistical characterizations of H,,, and H;, are known to
Willie.

C. Transmission Model

Without loss of generality, the transmission process is
divided into N time slots, and n symbols are transmitted
in each time slot. In time slot ¢ (¢t € {1,2,---,N}),
the transmitted covert signal at Alice is denoted as s, =
[$4(1),84(2),...,84(n)], where s,(i) is the i-th transmitted
symbol from Alice which satisfies E{|s,(n)[?} = 1. The
associated beamforming vector is denoted as G € CNax1,
Let s; = [s;(1),5;(2),...,s;(n)] denote the jammer’s signal
in the t-th time slot, where s;(¢) is the i-th transmitted
symbol from jammer with the covariance E{|s;(i)[*} = 1.
The associated jammer beamforming vector is denoted as
F € CNi*1, Then the received signal y; at Bob can be given
as

= /P.H,,Gs, (i) + Hj,Fs;j (i) + np(i), (1)

where P, is the transmit power of Alice, which is subjected

to the maximum transmit power constraint of P*%*; n(4) is
the zero-mean white Gaussian noise at B with variance afI N>
i.e., l’lab(i) ~ (0, O’ZbINb).

Note that the ZF beamforming scheme is practical and
simple since it is constructed based on linear beamforming.
The beamforming vector F and G are designed as a low-rank
matrix, which brings a low computational cost [24].

D. Detection Model

Regarding the detection of covert communication, we as-
sume that Willie employs the energy detection method and
uses a radiometer to detect the signals [25], [26]. Under
this assumption, Willie attempts to distinguish the signals
between noise (i.e., background noise and jamming signal)
and transmission signals to determine whether Alice is trans-
mitting signals or not. To this end, Willie needs to conduct
a hypothesis test based on its received signals y,,, enabling
the formulation of a binary decision. In this test, the null
hypothesis H, means that there is no communication between
Alice and Bob in the time slot, while the alternative hypothesis
‘H1 indicates that Alice and Bob are communicating with each
other.

Following the hypothesis test theory in signal detection, the
received signals y,, (i) at Willie for the i-th symbol can be
given by

g (i) = {ETLFs () ),
v \/jHawGsa( ) + waFSJ(’L) + N (2)7

7-l07
H17

2
where n;,,(¢) is the AWGN signal at Willie with zero mean
and variance 02, i.e., Ny, (i) ~ CN(0,02).

In general, the hypothesis test introduces two types of de-
tection errors, i.e., the false alarm (FA) and the miss detection
(MD). FA represents Willie erroneously judges the presence of
communication between Alice and Bob, even when there is no

actual communication between the transceivers. MD represents
that the communication between Alice and Bob exists, but
Willie fails to detect it. Thus, based on the received signal of
the two statuses at Willie in (2), the decision rule can be given

by
Z 7, 3)

Do

A

3\*—‘

where P,, denotes the average received power at Willie in the
t-th time slot; 7 represents the detection threshold; Dy and D,
represent the decision results, when P,, > 7, Alice transmits
the signals which is denoted by D;, when P, < 7, Alice
keeps silence which is denoted by Dy.

The probability of FA P 4 and the probability of MD Py, p
can be determined as

Pra =P(D1[Ho) = P(Py, > 7[Ho), “)

and
P(Dg|H1)

Let ¢ represents the total detection error probability of Willie,
then £ can be given by

& =Pra+Pup. (6)

We define that the transmission can achieve covert commu-
nication when the detection error probability £ > 1 — € for
any € > 0, where € is the covert constraint. When £ = 0, it
indicates that Willie can completely and correctly detect covert
signal transmitted by Alice; when £ approaches 1, it indicates
that the reliability of the detection at Willie decreases. The
metrice £ can intuitively represent the covert probability of
the system. It is apparent that as the sum of the two types of
errors in the hypothesis test increases, we will have a higher
likelihood of successfully hiding the communication between
Alice and Bob.

Pup = = P(Pw < T|7‘[1). ®))

III. COVERT PERFORMANCE ANALYSIS

In this section, we provide the analysis for two kinds of
matrices to access the covert performance for the considered
model, which is depicted in Fig. 1. We first derive the
detection error probability at Willie. Subsequently, we provide
the theoretical analysis for covert rate of the system.

A. Detection Error Probability

To analysis the total detection error probability £ at Willie,
we first derive Pr 4 and Py p, respectively.

False alarm (FA) case: Recall that when Alice does
not send the covert signal, Willie only receives jamming
signals and background noise. In this case, if P, > T,
Willie still accepts the null hypothesis Hg, then FA occurs.
As the same assumption in [27], Alice employs Gaussian
codebook and jammer uses Gaussian signal; then Yoo | Hjw ~

CN(0,HE F|? + 02). According to (3), Z Y| Hjw ~

CN(0, \H I F|? + 02)x3,. where X3, is the chi-squared
random Varlable with 2n degrees of freedom [16]. According

Jjw

to the Strong Law of Large Numbers, X% converges to 1,
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and based on Lebesgue’s Dominated Convergence Theorem,

we replace X with 1 when n — oo. By substituting (3) into
(4), the probability of FA Pr 4 is given by

Pra = ]P(Pw > T|H0)

2
=P ((I HILF [* 4o7,) 220 > T|’Ho) ™
=P (| HJLF |> 407, > 7|Ho) -

Let J,, =| H,F |? denote the channel gain from jammer to
Willie, which can be modeled as a random variable following
an exponential distribution [27], Then, the probability density
function (PDF) of .J,, can be given by

< T )
fr,(x) = m
Substituting (8) into (7), Pra can be given as
o2
Ppy = e, T>02, 9)
1, otherwise,

where (= FHCij.

Miss detection (MD) case: When Alice sends the covert
signal, Willie receives covert signals, jamming signals, and
background noise. In this case, if P, < 7, Willie still accepts
the alternative hypothesis H;, leading to a MD event. Same as
the analysis in FA case, let A,, = |HZ G|? denote the channel
gain from Alice to Willie, then y,|H;,, ~ CN(0,P,A, +

Jw+0o2),and Y |y, [2[Hjw ~ CN(0, Py Ay + Ju+02) X3,

i=1
The PDF of the power received from Alice and jammer can
be given as

F ( ) e PaGHCLWG — o FHC;uF
PoAy+J,\T) = .
afwtdu P,GHC,,G — FHC,,F

By substituting (3) and (10) into (5), the probability of MD
Purp is given by

Pup =P (P <T|H1):]P)(PaAw+Jw+O'12U <T|H1)

2 xT T
T=0yw e Parz —e k1
= —dzx
0 Papo — 1

2

— g2
Py T m %% 9
1 Papa—pr &7 + Popz—n ¢ 1 0T 2 Tw

0, otherwise,

(11)

(10)

where u =| HZ G |2.

Substituting (9) and (11) into (6), the total detection error
probability ¢ of Willie is given by

7702 7'70'2
(6_ Papa — e k1 ) , T > 01211’
L, otherwise.

(12)
According to (12), the ¢ is influenced by 7. In evaluating the
covert performance, we consider the worst-case scenario for
the system, where Willie deploys an optimal detection thresh-
old 7* to minimize its detection error probability. Then, we
have the following theorem regarding the minimum detection

P pio

1—
Popz—p

error probability.

Theorem 1. For the concerned MIMO system with transmit
power P, at Alice, the beamforming vector G at Alice and
F at jammer, the channel covariance matrices C,,, between
Alice and Willie and Cj,, between jammer and Willie, the
minimum detection error probability £* at Willie is determined
as

g=1-

Paptz < P“MQ)_ Patia =it — (Puuz)_PaiazMM).
Poprz —pa \' 1 W)

Proof. According to (12), we can observe that when 7 < va,
¢ = 1. It indicates that 7 is too small to distinguish the
transmitted signals and the noise, thus Willie cannot detect
the communication between Alice and Bob absolutely. When
7 > 02, we calculate the first derivative of ¢ with respect to
T, it can be determined as

af . 1 _T—a%u Pa/JLQ _ﬁ

e Paprz — — — — o M1

, (14
o1 (Papiz — 1) (1

Ot Papz — i
Let % = 0, then the optimal detection threshold 7* can be
given by

T = Pappia In

Popio — 11 M1

Then, we can derive that £ decreases with 7 when 7 € (0, 7*),

and ¢ increases with 7 when 7 € (7%, 00). By substituting 7*

in (15) into (12), the minimum detection error probability £*
can be determined as

Papiz | 2. (15)

P B
5"‘:1—0’7'u2 e Pariz —e T
Pypo — 1
P, o Py _ _Papy Pg g

=1— Paiw(@ Papg—py In w1 — e Parz—m In n1 )
alt2 — M1

(16)

|

B. Covert Rate

To measure the covert performance of the system, we
calculate the achievable rate from Alice to Bob based on the
instantaneous information. We then formulate the optimization
problem of ZF beamforming on jammer to maximize the
achievable covert rate at Bob. It is important to note that in
this model, we assume that the location of Willie is known.

According to (1), the achievable rate R; from Alice to Bob
can be given as [28]

P,GHEH,,GH 17
FH%HijH + agbI

Ry = log, det (I +

Then, the optimization problem for maximizing the covert
rate R, from Alice to Bob, subjecting to covertness, the
upper bound of transmit power at Alice and jammer, and
beamforming constraints, can be mathematically determined
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by
max Ry, (18a)
st. £>1—¢, (18b)
P, < pmeT, (18¢)
|F||* < P, (18d)
Tr(FH H;,;F") = 0, (18e)

where Tr(-) is the trace operator. Constraint (18b) is the covert-
ness constraint, which ensures the transmission between Alice
and Bob is covert for the worst-case of the system. Constraint
(18c) and (18d) represent the upper bound of transmit power,
which limits the maximum transmit power of Alice and the
jammer, respectively. Constraint (18e) corresponds to the ZF
beamforming of jammer, ensuring null space beamforming for
Bob. In this paper, the null space means that Bob can eliminate
the interference by the jamming [29], mathematically, the
beamforming vector F' at jammer has to be orthogonal to the
channel matrix H;, from jammer to Bob, i.e., | F#Hj;, |>= 0.
As shown in [30], | F¥Hj, |?= 0 is equivalent to the
constraint (18e).

Notice that the proposed optimization problem (18) is non-
convex due to the non-convexity of the objective function
(18a) and the constraint (18b). Hence, we can not solve this
problem using the existing convex optimization methods. To
address this problem, we transform the non-convexity (18a)
and (18b) into a series of convex problems. We first focus on
the objective function (18a). By substituting (17) and (18e)
into (18a), the objective function (18a) can be rewritten as

14 PaO'stI‘(Hab)>
I —— I
Oab

max log, ( (19)
We then transform non-convexity constraints into convex con-
straints. Considering the worst-case of the system, we assume
Willie can make the decision with the optimal detection thresh-
old. By substituting (16) into (18b), the covertness constraint
(18b) can be rewritten as

w1 ln <P,u1

a2
Without loss of generality, following the assumption in [30],
we consider the case where the antennas are separated. Con-
sequently, the covariance matrix Cj,, and Cg,, are assumed

to be diagonal. Based on this assumption, we can rewrite
FHEC wF as

F”C;,F = Te(F"C;,F) = Tre(F(F”C;y) = 07, Tr(FFI)
= o2, Tr(FFY) = o2 Tr(W,),

Jw Jw

) —Ine(Pypo — p1) <0. (20)

(21)
where W; = FF#. Similar to (21), G¥C,,,G can be given
by

GHCuyG = 02, Tr(W,), (22)

where W, = GGH.

Then, by substituting (21) and (22) into (20), (18b) can be
converted to linear constraints. Thus, the optimization problem

152
can be rewritten as
Pa0'2 Tl"(Hab)
max lo 1+ ab , 23a
w082 ( o5, Tr(W;Hjp) + 02, (232)
st. Pon,Tri(W,) — 07, Tr(W;) < e, (23b)
o2 Tr(W;
U?U]Tr(Wj) In (%) —e1lne <0,
(23¢)
Py < P, (23d)
Tr(W;) < P, (23e)
Tr(WjHjb) =0. (23f)

Finally, (23) is a convex problem because the objective
function and the constraints are all convex. We then adopt an
iterative algorithm to find the optimal beamformer W7. The
details of the algorithm are summarized in Algorithm 1. When
we obtain the W;-‘, we can derive the beamforming vector F
at jammer by a Gaussian randomization procedure [31].

Algorithm 1 Iterative Algorithm for Optimal Beamforming
Matrix
Input: Channel matrixes;
Output: Optimal beamforming matrix W ;
1: Initialize the transmit power P,, the tolerance ¢, the
iteration index v = 0, the maximum number of iterations

Umazxs
repeat
Solving (17) to obtain the corresponding W ;;
v=v+1;
W;(v+1) =W;(v);
until | Ry(v + 1) — Rp(v) |[< ¢ or v > Upaas
Wi« Wj;
return W;-‘;

A

IV. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we present the numerical results to validate
the covert performance of the system and investigate the
impacts of various system parameters under the covertness
constraint. Unless otherwise stated, in the numerical results,
the related parameters are set as 02, = 02, = Jf-w =1W.

To validate the theoretical results of the detection error
probability in (12), we conduct a simulation utilizing Monte-
Carlo. The duration of each simulation is set to be 10000 time
slots. In addition we set the noise variance as 1W, P, = 2W,
N, = N; = 2. We count the number of the FA Nr4 and MD
Njrp events, respectively. Then the simulated detection error
probability (SDEP) is calculated as

Npa+ Nup
10000
Fig.2 shows that the theoretical results match the simulation
results, indicating that our theoretical results can accurately

capture the behavior of detection error probability.

Fig.2 also illustrates the impact of detection threshold 7 on
detection error probability £ with the setting of P, = 2W.
We can see from Fig.2 that as 7 increases, £ first decreases

SDEP = * 100%. 24)
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and then increases. This is because when 7 is small, the false
alarm error dominates &, and we can see from (9) that Py
is a decreasing function, so £ decreases as T increases. As T
increases further, the missed detection error then dominates
&. As shown in (11), Py/p is a increasing function, so &
increases. Additionally, the figure also demonstrates that there
exists a minimum detection error probability corresponding to
the worst-case scenario of the system.

e
=3
.

e
oo
T

=
Q9
.

g
=N
.

=
93
T

N
~
T

Detection error proabbility, &

=3
w
T

Theoretical ||
©  Simulation

0 2 4 6 8 10
Detection threshold, 7 (W)

<
o

Fig. 2. Detection error probability £ vs. Detection threshold 7.

We then investigate the impact of transmit power P, on the
detection error probability £, as shown in Fig. 3. The figure
illustrates how the detection error probability £ varies with the
transmit power P, for the different detection threshold settings
of 7 = {3W,5W,7W}. It is observed that £ monotonically
decreases as P, increases. This is because a higher transmit
power results in a higher probability of detection by Willie.
This observation emphasizes the characteristic of low transmit
power in covert wireless communication.
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Fig. 3. Detection error probability & vs. Transmit power at A P,.

To explore the impact of the covertness requirement e on the
achievable covert rate R of the system, we present in Fig.4
the variation of R; with respect to e for different settings of
(Na, Ny) = {(2,4),(4,4),(8,4)} and P™** = {8W, 10W}.
As depicted in the figure, we observe that as € increases, the
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Fig. 4. Achievable covert rate R?;, vs. Covertness constraint e.
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Fig. 5. Achievable covert rate R, vs. The number of transmission antenna
Ng.

covert rate R; increases and then remains unchanged. This
phenomenon can be attributed to the fact that as e becomes
larger, Alice can transmit messages using a larger power
while keeping covertness, leading to a larger 2. Thus, a less
strict covertness constraint leads to a higher covert rate. Since
the transmit power cannot be larger than the transmit power
constraint, the R, keeps unchanged when ¢ increases further.
Furthermore, we note that for each fixed covertness constraint
and transmit power constraint, R} increases with the increases
of the numbers of transceiver antennas (N, Ny). This is
because the larger the number of antennas is, the higher spatial
multiplexing gains are achieved. This phenomenon indicates
that MIMO with beamforming technique has a significant
impact on covert performance.

Last, we illustrate in Fig.5 now covert rate Ry, varies with
the number of transmission antenna N, under the settings of
P, = 1.5W, ¢ = 0.01 and Tr(H,;) = {0.5,1,2}. We can
see from Fig.5 that as N, increases, R; increases. This is
due to the reason that with more antennas, the receiver can
exploit more spatial multiplexing gains. Since the bandwidth
and transmit power constraint, the covert rate will remain
unchanged even N, increases. We can also see from Fig.5
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that for a given setting of N,, R}, increases as the trace of
channel gain Tr(H,;) from Alice to Bob increases. This is
mainly due to the reason that a larger channel gain leads to
a stronger received signal at the receiver, also a larger signal-
to-interference-plus-noise ratio (SINR), resulting in a larger
covert rate.

V. CONCLUSION

This paper investigates the covert performance in a MIMO
system by employing a ZF beamforming jammer. The theoret-
ical expressions for the minimum detection error probability
are established, and an analysis is conducted to determine
the maximum achievable covert rate under covertness, upper
bound transmit power, and beamforming constraints imposed
on the system. The numerical results reveal the validity of the
designed beamforming matrix. The covert rate of the system
shows an increasing trend as the number of antenna increases,
which indicates the benefits of utilizing a large-scale MIMO
configuration to enhance covert performance.
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