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Satellite Internet is a promising technology that provides global connectivity and has attracted widespread attention from both
industry and academia. However, the open nature of wireless communication links renders Satellite Internet vulnerable to signal
spoofing and illegal access attacks. Authentication has been recognized as an effective countermeasure to these attacks. Therefore,
this paper presents a comprehensive survey of existing authentication schemes in Satellite Internet for the first time. We categorize
existing authentication schemes into two main scenarios, i.e., the Satellite-based Communication (SATCOM) system and the Global
Navigation Satellite System (GNSS) scenario. We further divide the literature in the SATCOM scenario into five sub-categories and
that in the GNSS scenario into two sub-categories. Finally, we discuss the challenges that existing authentication schemes are facing
and will face and further present some future research directions.

Index Terms—Authentication, cryptography-based authentication, physical layer authentication, GNSS anti-spoofing.

I. INTRODUCTION

IN the past few decades, terrestrial networks have been fully
deployed, especially the commercial use of fifth-generation

(5G), making traditional terrestrial wireless communications
experience explosive growth in terms of the number of users
and support services. With the widespread application of tech-
nologies such as the Internet of Things (IoT) and unmanned
driving, there is an increasing demand for ubiquitous global
network access. However, the terrestrial network infrastructure
is vulnerable to disasters and cannot be deployed in harsh
environments such as oceans and mountains. Therefore, it is
difficult to meet the explosive demand for high-speed and
reliable network access anywhere in the world. Interconnecting
space, air, and ground network segments, the Satellite Internet
has drawn widespread attention from both the academia and
industry [1], [2]. Satellite Internet is a new type of network
based on satellite communication technology, which forms
a large-scale network by deploying a specific number of
satellites. It provides services such as navigation and seamless
broadband Internet access to ground and air terminals. Satellite
Internet is playing a vital role in many fields, including radio
broadcasting, weather forecasting, maritime communications,
aided navigation, and military operations [3], and is considered
one of the most promising technologies to support the devel-
opment of the future sixth-generation (6G) networks [4].In
recent years, major countries and technology companies have
established various satellite constellation projects for global
coverage, such as StarLink [5], OneWeb [6], Telesat [7], and
HongYan [8].

With the rapid development of Satellite Internet, network
security cannot be overlooked. Similar to other wireless net-
works, the information in Satellite Internet is also transmitted
over the air directly. The highly exposed links make Satel-
lite Internet vulnerable to various attacks, including spoofing
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attacks, replay attacks, impersonation attacks, and man-in-the-
middle attacks. If the data in Satellite Internet was illegally ac-
cessed, eavesdropped, or tampered with, serious consequences
may affect national security and social stability [9], [37].
Moreover, compared with traditional wireless networks, Satel-
lite Internet has some special characteristics, such as extremely
long propagation delay and limited on-satellite computing
and storage capacity. In addition, the complex and dynamic
network topology makes satellite links difficult to maintain
stability and handover frequently. Authentication has been
proven to be an effective approach to verifying the legitimacy
of entities in the Satellite Internet which enhance the security
and reliability of the network, thus avoiding malicious attacks.

In the last few years, several contributions have been pro-
posed to review the security issues in the Satellite Internet.
Li et al. [10] reviewed the state-of-art research activity on
physical-layer security in satellite communications. However,
they only focused on the physical layer and did not take au-
thentication into consideration. Studies in [11], [12], and [13]
present comprehensive investigations of spoofing attacks and
the adopted solutions for Global Navigation Satellite Systems
(GNSSs). However, none of them considered satellite-based
communication (SATCOM) systems. Liu et al. [14] reported
the security issues and key technologies, such as cross-domain
key distribution and update and efficient access authentication.
However, they only considered the upper-layer authentication
schemes. Recently, Tedeschi et al. [3] investigated the security
threats, solutions, and challenges faced in deploying and
operating the SATCOM system from two aspects, namely,
physical layer security and cryptographic schemes. However,
they only considered the GNSS anti-spoofing schemes in
terms of physical layer authentication (PLA), and only the
authentication scheme using public key infrastructure (PKI).

Although existing surveys have presented security issues
related to Satellite Internet, there is still a lack of a compre-
hensive survey of the authentication in Satellite Internet. In
this paper, we provide a comprehensive survey of the state-
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TABLE I
LIST OF ABBREVIATIONS.

Abbreviations Full Name Abbreviations Full Name

5G Fifth Generation 6G Sixth Generation

AKA Authentication and Key Agreement AGC Automatic Gain Control

BDS BeiDou Navigation Satellite System CA Certificate Authority

CNAV Civil Navigation CNN Convolutional Neural Network

CRT Chinese Remainder Theorem C/N0 Carrier-to-Noise Ratio

DFSD Doppler Frequency Shift Difference DoS Denial of Service

DSA Digital Signature Algorithm DSSS Direct Sequence Spread Spectrum

ECC Elliptic Curve Cryptosystem ECDSA Elliptic Curve Digital Signature Algorithm

GEO Geostationary Equatorial Orbit GLONASS Glodal Navigation Satellite System

GLRT Generalized Likelihood Ratio Test GNSS Global Navigation Satellite System

GPS Global Positioning System GS Ground Station

HAP High-altitude Platform HTS High throughput satellite

IMU Inertial Measurement Unit IoT Internet of Things

IRA IRIDIUM Ring Alert LAP Low-altitude Platform

LEO Low Earth Orbit MAC Message Authentication Code

MANET Mobile Ad-Hoc Network MEO Medium Earth Orbit

NCC Network Control Center NMA Navigation Message Authentication

PBS Perfect Backward Secrecy PFS Perfect Forward Secrecy

PLA Physical Layer Authentication PKC Public-Key Cryptosystem

PKI Public Key Infrastructure PKG Public Key Generator

PVT Positioning, Navigation, and Timing QoS Quality of Service

q-SDH q-Strong Diffie-Hellman QZSS Quasi-Zenith Satellite System

RAIM Receiver Autonomous Integrity Monitoring RSA Rivest-Shamir-Adleman cryptosystem

SAS Signal Authentication Sequence SATCOM Satellite-based Communication

SCA Spreading Code Authentication SD-SIN Software-Defined Space Information Network

SMA Source Message Authentication SKC Secret-Key Cryptosystem

TESLA Timed Efficient Stream Loss-tolerant Authentication ToA Time of Arrival

UAV Unmanned Aerial Vehicle USRP Universal Software Radio Peripheral

VSD Vestigial Signal Defense WiMax Worldwide Interoperability for Microwave Access

WLAN Wireless Local Area Network

of-the-art research on authentication schemes in the Satel-
lite Internet, covering not only cryptographic authentication
schemes but also PLA schemes in both SATCOM systems
and GNSS. In particular, we survey the current authentication
schemes from these two main scenarios, e.g., SATCOM and
GNSS. We delve into each scenario and further categorize
them into several sub-categories based on the applied ap-
proaches or the layer/data source on which authentication
is implemented. For SATCOM authentication, we divide the
literature into source message authentication (SMA), which
verifies the authenticity of source messages with the help of
satellites, authentication and key agreement (AKA), which
deals with AKA between a satellite/user and a satellite/user,
handover authentication including inter&intra-satellite, inter-
ground station, inter-network handover authentication, cross-
domain authentication, which verifies the identities of users
when using services across domains, and PLA, which utilizes

the inherent features of downlink channels or satellites for
satellite authentication. For GNSS signal authentication, we
divide existing works into message-level authentication, which
verifies the authenticity of GNSS messages based on digital
signature or spreading code, and signal-level authentication,
which detects spoofing attacks based on the differences be-
tween authentic GNSS signals and spoofing signals. Finally,
we identify potential challenges and some promising future
research directions for authentication in Satellite Internet.

The remainder of this paper is organized as follows. In Sec-
tion II, we present the system architecture and authentication
architecture of the Satellite Internet. In Section III, we intro-
duce authentication schemes in SATCOM, including SMA,
AKA, handover authentication, cross-domain authentication
and PLA. In Section IV, we introduce authentication schemes
in GNSS, including message-level authentication and signal-
level authentication. Then, we point out some challenges and
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future research directions in Section V. Finally, Section VI
concludes the whole paper.

II. BACKGROUND

In this section, we introduce the basic architecture of the
Satellite Internet. Then, we provide a brief introduction to the
authentication architecture of the Satellite Internet.

A. Architecture of Satellite Internet

As shown in Fig. 1, Satellite Internet is a heterogeneous
network whose architecture mainly consists of three seg-
ments, including a space-based network, an air-based network,
and a terrestrial-based network, respectively. The space-based
network, the backbone of the Satellite Internet, consists of
diverse types of satellites, constellations, and the correspond-
ing ground infrastructures. According to the orbital altitudes,
satellites are classified into three categories, i.e., Geostationary
Equatorial Orbit (GEO) with an altitude above 35,786 km,
Medium Earth Orbit (MEO) with an altitude from 2,000 to
25,000 km, and Low Earth Orbit (LEO) satellites with an
altitude from 160 to 2,000 km [51]. In general, satellites with
higher altitudes have a greater coverage area on the earth
but longer transmission delay. Orbiting in the geosynchronous
orbit with the largest earth coverage area, GEO satellites
appear stationary in space, and only three of them are required
for complete communication coverage. Hundreds of GEO
satellites are in orbit today, traditionally supporting businesses
of broadcast TV, weather data, and some low-speed data
communication. MEO satellites are used for global position-
ing systems (GPS) and other navigation applications. More
recently, high throughput satellites (HTS) MEO constellations
have been deployed to deliver low-latency, high-bandwidth
data connectivity to service providers, government agencies,
and commercial enterprises [15]. As being closer to the
earth, LEO satellites, which have attracted significant attention
recently, tend to be smaller and have lower transmission delay
than GEO and MEO satellites. Thus, they have lower costs and
are more suitable for addressing imaging and low-bandwidth
telecommunications needs. Companies like SpaceX and Irid-
ium are planning to put tens of thousands of LEO satellites
into orbit recently [16]. These huge mega constellations are
expected to provide mobile users with global voice and data
connections. However, due to the large signal propagation
delay of satellite-terrestrial links, it is vulnerable to attack and
destruction by malicious nodes during transmission, making it
difficult to guarantee the quality of service (QoS).

The air-based network is composed of unmanned aerial
vehicles (UAVs), low-altitude aircrafts, airships, and balloons.
According to the distance from these aerial components to
the ground, the air-based network can be separated into two
platforms: high-altitude platforms (HAPs) and low-altitude
platforms (LAPs), which are 17-22 km and 0-10 km above the
ground, respectively [17]. The HAPs can exchange data with
the satellite layer and enable bidirectional communications
as well as data transmissions between aircraft and ground
stations with minimal delays. The LAPs are mainly formed
with UAVs, which have received great attention recently.

Inter-satellite
links

Terrestrial-based 
Network

Air-based 
Network

Space-based 
Network

MEO

LEO

GEO

Fig. 1. Architecture of Satellite Internet.

Due to the advantages of lower communication costs, less
transmission delay, higher flexibility and mobility, UAVs can
be used for critical operations such as rescue, surveillance, and
transportation in various types of fields, including agriculture,
forestry, environmental protection, and security [18]. In addi-
tion, multiple UAVs can self-organize as an aerial subnet to
provide network access services for terrestrial users.

The terrestrial network mainly consists of the ground com-
munication facilities, such as base stations, mobile terminal
users, and many sub-networks, including cellular networks,
mobile ad-hoc networks (MANETs) [19], wireless local area
networks (WLANs) [20], worldwide interoperability for mi-
crowave access (WiMax) [21], and so on. At present, terrestrial
communication technologies have developed rapidly, which
can provide a high data transmission rate, high throughput,
and relatively low latency. However, the terrestrial network
relies on infrastructures deployed on the ground, which are
vulnerable to natural disasters and cannot provide high-quality
services for remote areas such as rural areas and seas.

B. Authentication Architecture of Satellite Internet

The reference authentication architecture of Satellite Inter-
net, as shown in Fig. 2, is generally characterized by three
segments, e.g., the space segment, the ground segment, and the
user segment, as well as some links, including inter-satellite
links, satellite-to-ground links, satellite-to-user links, user-to-
satellite-to-ground links and user-to-satellite-to-user links. In
SATCOM scenario, SMA always happens on user-to-satellite-
to-user links. The user-GS AKA and user-satellite AKA are
implemented on user-to-satellite-to-ground links and satellite-
satellite AKA on inter-satellite links. Handover authentication
and cross-domain authentication are also performed on user-
to-satellite-to-ground links or satellite-to-user links. Moreover,
PLA is implemented on satellite-to-user links. In GNSS sce-
nario, all authentication schemes are performed on satellite-to-
user links. The space segment in the authentication architecture
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Fig. 2. Authentication architecture of Satellite Internet.

of Satellite Internet comprises GEO, MEO, and LEO satellites,
which nowadays can have a certain capacity for computation
and storage. It also provides communication, access, and
global navigation services for terminals in the user segment.
The ground segment is made up of ground stations (GSs) and
network control centers (NCCs). Globally distributed ground
stations can provide both a ground interface for satellites and
an interface to the terrestrial network for users. The NCC is
responsible for generating, distributing, storing and updating
keys, registration and authorization for users. The user segment
consists of terminals that want to obtain services in the
Satellite Internet, such as mobile phones, aircraft, and ships.
Various attacks can be launched in any of these segments.
Thus, authentication in these segments can resist plenty of
attacks and strengthen the security of the Satellite Internet.

III. AUTHENTICATION IN SATCOM

In this section, we provide a taxonomy of authentication
schemes in the SATCOM scenario. In this scenario, various
entities involved in service provisioning need to establish trust
relationships through authentication. We divide the existing
works in the SATCOM authentication scenario into five sub-
categories based on the authentication models and approaches:
source message authentication, authentication and key agree-
ment, handover authentication, cross-domain authentication
and physical-layer authentication.

A. Source Message Authentication (SMA)

SMA is an effective method of securing multicast com-
munications, which enables receiving users of multicast data
to verify that the received data originates from the source
and has not been modified. In satellite-based SMA, users
authenticate source messages over the user-to-user link relayed
by a satellite. The satellite acts as a Certificate Authority
(CA) and distributes Message Authentication Code (MAC)
keys to the users. Roy-Chowdury et al. [22] first proposed a
lightweight SMA scheme for group communication in satellite
networks. In this scheme, source authentication is achieved

by the Timed Efficient Stream Loss-tolerant Authentication
(TESLA) method [23], where the disclosure of symmetric keys
used to compute the MACs is delayed such that asymmetric
key-based authentication can be realized. Since MACs are
based on symmetric encryption, this scheme requires less
computing power. Later, they proposed an improved scheme
in [24], which modifies the TESLA certificate to the extended
TESLA certificate. The extended TESLA certificate and the
source authentication scheme are suitable for wireless devices
with limited energy availability.

B. Authentication and Key Agreement (AKA)

AKA is a mechanism that enables mutual authentication
and session key agreement between two entities in SATCOM.
Based on cryptographic primitives, AKA is effective in dealing
with certain attacks. According to the difference between the
authentication parties, we divide the AKA mechanisms into
user-GS AKA, user-satellite AKA and satellite-satellite AKA.

1) User-GS AKA
In the user-GS AKA scenario, users and GSs perform mu-

tual authentication via satellites, which are simply responsible
for forwarding authentication messages between users and
GSs, rather than participating in the authentication process.
Chen et al. [25] proposed an AKA mechanism for mobile
SATCOM systems based on a public-key cryptosystem (PKC)
and a secret-key cryptosystem (SKC) which can remove the
complexity of PKI. However, this mechanism is vulnerable to
a denial of service (DoS) attack, where an attacker interrupts
the authentication phase by jamming a single message. This
vulnerability was later overcome by an improved AKA mech-
anism in [26]. Chang et al. [27] found that the scheme in [26]
cannot resist impersonation attacks when the smart card is
lost or stolen, and then proposed a new AKA scheme using a
one-way hash function with low computational overheads. Lee
et al. [28] proposed a simple and efficient AKA scheme for
SATCOM systems and claimed that their scheme could resist
various attacks and achieve several functionality requirements.
However, Jurcut et al. [29] pointed out that Lee’s scheme is
susceptible to desynchronization attacks and proposed an im-
proved scheme, which incorporates a resynchronization phase.
Altaf et al. [30] and Xu et al. [31] proposed anonymous AKA
schemes based on a one-way hash function and elliptic curve
cryptography, respectively. However, neither of the above
two schemes can defend against offline password-guessing
attacks [32], [33]. In recent years, the rapid development of
quantum computers has rendered it possible to effortlessly
crack traditional cryptographic schemes based on number
theory, such as Rivest-Shamir-Adleman cryptosystem (RSA)
algorithm and elliptic curve cryptosystems (ECC) algorithm.
Therefore, Kumar et al. [34] and Dharminder et al. [35]
proposed AKA schemes based on ring learning with error,
respectively, which are secure against quantum attacks.

2) User-Satellite AKA
In the user-GS schemes, satellites are only used as relays

between the users and the GSs. Thus, the user-GS AKA
schemes require at least four signal transmission delays be-
tween the ground and the satellite (back and forth between
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user/satellite and NCC/satellite, respectively), leading to a
long authentication delay. Therefore, as satellite computing
and storage capabilities advance, some AKA schemes employ
satellites for authentication to reduce the authentication delay.
We term such schemes user-Satellite AKA schemes. In 2018,
Meng et al. [36] first proposed a low-latency AKA scheme
for SATCOM systems based on the proxy signature, enabling
the satellite to authenticate users directly without the real-
time involvement of the ground segment nodes. Xue et al.
[37] proposed a secure and efficient AKA scheme for the IoT-
based SATCOM systems, which reduces verification delay and
avoids the single-point bottleneck of the NCC. However, the
schemes in [36] and [37] fail to achieve some critical security
properties, such as unlinkability and perfect forward/backward
secrecy (PFS/PBS). Yi et al. [38] and Ma et al. [39] re-
spectively proposed two AKA schemes using lattice-based
cryptography to overcome the insufficiencies of existing access
authentication methods in SATCOM system, such as high
computational complexity, large authentication delay and no
resistance to quantum attack. In 2020, Yao et al. [40] proposed
an identity-based mutual authentication scheme (IMAS) with
the adoption of multicast authentication, which greatly reduced
the authentication computation delay and signalling overhead.
However, these identity-based AKA schemes [36], [37], [38],
[39], [40] face the potential threats from Private Key Generator
(PKG) and private key escrow problems. Therefore, based
on this fact, Guan et al. [41] proposed a blockchain-assisted
secure and lightweight authentication (BSLA) scheme which
introduces the blockchain to solve the key escrow problem
caused by the centralized PKG in the registration phase of the
traditional identity-based AKA mechanisms.

3) Satellite-Satellite AKA

In the space segment, satellites can cooperate with each
other to provide better services. In addition, it is challenging to
obtain high-capacity communications over satellite-to-ground
links, due to high transmission delay and rain attenuation.
In contrast, inter-satellite links can overcome these issues.
Moreover, the collaboration between satellites through inter-
satellite links can reduce SATCOM systems’ reliance on the
ground and the number of GSs, which will reduce deployment
costs. However, since the inter-satellite links are vulnerable
to illegal attacks and different satellites do not trust each
other, communication security is difficult to ensure. In 2020,
Huang et al. [42] proposed a mutual authentication and key
update scheme between satellites. Recently, Xiong et al. [43]
proposed a blockchain-based trusted and privacy-preserved
AKA scheme for inter-constellation cooperation in SATCOM
systems, which focuses on the authentication process among
satellites of different constellations. In 2022, Yang et al. [44]
pointed out that the scheme in [42] cannot achieve PFS and
protect the true identity of the satellite, and then proposed
a lightweight location key-based AKA (LK-AKA) scheme for
satellite-satellite communication and also an enhanced authen-
tication scheme with PFS/PBS property, based on elliptic curve
Diffie-Hellman (ECDH) key exchange algorithm.

C. Handover Authentication

Due to the ever-changing network topology of satellite
constellations and the high mobility of users, handover fre-
quently occurs in SATCOM systems. Moreover, the great
coverage of Satellite Internet will cause a huge number of
user handovers at the same time, which will degrade the
communication performance. Due to the long communication
links in SATCOM systems, re-performing a complete access
authentication will not ensure a seamless handover of users.
Also, using some lightweight but weak security mechanisms
to implement fast handover provides more opportunities for
attackers to compromise the confidentiality of past/future
communications. Through handover authentication, users can
ensure the legitimacy of the access point and secure subse-
quent communications. Consequently, handover authentication
is always a significant issue in SATCOM systems, ensuring
users seamlessly and securely switch between access points.
According to the handover scenario, we divide the handover
authentication schemes in SATCOM systems into inter&intra-
satellite, inter-GS, and inter-network handover authentication.

1) Inter&Intra-Satellite Handover Authentication
Due to the mobility of satellites, a user terminal may

change beams and eventually the satellite during the session
with satellites [45]. The transfer of an ongoing session from
one beam to the next one is named intra-satellite handover,
and the transfer from a satellite to the next one is named
inter-satellite handover. In 2019, Xue et al. [37] proposed
a secure and efficient inter-satellite handover authentication
scheme, which can support batch verification when a group
of users switches to another satellite. They pointed out that
the scheme in [37] was still not efficient and general enough,
because it requires a satellite to send to the subsequent satellite
the access control list of the identities of all legal users
currently attached to it. In light of this, they proposed an
improved scheme based on a group key shared among the
satellites in [46]. Yao et al. [40] later proposed a multicast
inter-satellite handover scheme, which has greatly reduced
the computational delay and signalling overhead when a
large number of users are involved in inter-satellite handover
authentication. Furthermore, Guo et al. [47] mentioned that the
scheme in [46] will lead to the possibility of impersonation
attacks on users or satellites when the group key is lost,
thus cannot meet the security requirements of device loss
attacks and PFS. To address this issue, they proposed an
inter-satellite handover authentication scheme based on ECC.
Recently, Wang et al. [48] proposed a blockchain-based inter-
satellite and intra-satellite handover authentication scheme,
which takes the advantage of certificateless encryption and
consortium blockchain to provide efficient signature querying
and verification and lightweight key pair computation without
revealing devices’ information.

2) Inter-GS Handover Authentication
In the previous handover scenario, users switch between

satellites instead of GSs. Consequently, there is no need to
renegotiate a new session key with the GS. However, for users
travelling at high speeds, such as trains and aircraft, handover
will also occur between GSs, which called inter-GS handover.
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In this scenario, a new session key must be renegotiated
to avoid the previous communication content being captured
by the new GS and ensure communication security between
the user and the new GS. In [36], Meng et al. provided
an extended mechanism for inter-GS handover authentication.
Xue et al. [37] addressed the problem that high-speed users
not only switch from the current satellite to a new satellite,
but also from the current GS to a new GS, and proposed an
efficient handover authentication mechanism based on ECC.
Also, their scheme in [46] the inter-GS has achieved handover
authentication for the Software-Defined Space Information
Network (SD-SIN). Guo et al. [47] designed a multi-user batch
handover authentication scheme in the inter-GS handover
scenario, which can greatly reduce the computation overhead
and delay.

3) Inter-Network Handover Authentication
Satellite Internet is a heterogeneous network, where users

may switch between different types of access networks ac-
cording to ever-changing communication requirements and
environments. For example, users can switch to the space-
based network to maintain a continuous network connection,
or switch to the terrestrial-based network to obtain a high-
throughput and low-latency communication service. The inter-
network handover authentication ensures seamless and secure
switching of users between different access networks. Cui
et al. [49] proposed a new edge-computing-enabled, unified
authentication framework for heterogeneous beyond 5G sys-
tems, which integrate terrestrial networks, aerial networks
and satellite networks. It supports a secure inter-network
handover authentication scheme that fully protects users’ iden-
tity privacy. Wang et al. [50] proposed a lightweight and
secure handover authentication scheme between heterogeneous
networks based on the Chinese Remainder Theorem (CRT).
This method, however, only considers switching from the
ground network to the satellite network, while it does not take
switching from the satellite network to the ground network into
consideration. Recently, Liu et al. [51] proposed an efficient
and secure handover authentication method for heterogeneous
networks using a hierarchical group key distribution scheme.
In this method, the combination of ECC and blind factors can
achieve user anonymity and traceability, effectively preventing
the leakage of users’ private data.

D. Cross-Domain Authetication

Cross-domain authentication refers to the authentication per-
formed when users obtain services between different domains,
such as between foreign domains and home domains or be-
tween different companies, so as to prevent unauthorized users
from accessing shared resources between different domains.In
2019, Yang et al. [52] first proposed an anonymous and fast
roaming authentication protocol for SATCOM systems based
on the q-Strong Diffie-Hellman (q-SDH) problem and elliptic
curve digital signature algorithm (ECDSA), which realizes
cross-domain authentication between a foreign domain and a
home domain. However, Guo et al. [53] pointed out that Yang
et al.’s scheme not only has some security problems, such
as lack of user login authentication and dynamic temporary

identity update mechanisms but also takes the satellite as a
key node to bear the main cost of verifying the legitimacy
of the user, which will affect the reliability and service life
of the satellite. Then they proposed a new and more secure
three-factor authentication scheme that supports not only the
home domain but also cross-domain authentication. The three
factors are smart card, password, and user biometrics. Liu et
al. [54] also found that Yang et al.’s scheme requires all the
remaining users to be involved in updating their private keys if
they leave the group, which brings additional computation and
communication overheads to users. To address this issue, they
proposed a new decentralized cross-domain authentication
scheme for SATCOM systems, where the authentication task
is delegated to the satellites and a user only needs to keep
one account to enjoy services from multiple companies. In
this method, authentication delay can be significantly reduced
due to less interaction, and the single point of failure can be
prevented with a threshold signature technique. In addition,
user privacy, including anonymity and unlinkability, can be
achieved with zero-knowledge proof of knowledge techniques
while malicious users can be detected.

E. Physical Layer Authentication (PLA)
Traditional authentication schemes usually use upper-layer

authentication mechanisms based on cryptographic algorithms.
However, there are certain restrictions on the upper-layer
authentication mechanisms [55], [56]. First, the security based
on cryptographic algorithms is achieved based on the principle
that the calculation required to break it using the best current
methods far exceeds the attacker’s computing resource level.
However, with the rapid development of computing power,
the cryptography-based algorithm may gradually be cracked.
Second, cryptography-based algorithms will introduce exces-
sive transmission overhead, communication delay and power
consumption, which is not feasible for devices such as satel-
lites, IoT, and UAVs. Third, cryptography-based algorithms
require the process of key distribution and management, which
introduces high costs. Timely sharing of security keys in a
heterogeneous network supporting a large number of devices
like SATCOM systems is challenging. Recently, PLA has
attracted the interest of numerous researchers, which authenti-
cates the identity of a transmitting device by verifying the
unique characteristics of the physical communication links
or the device itself [57]. In the SATCOM scenario, using
PLA, ground users can validate the satellite’s authenticity
through the satellite-to-user link. PLA in SATCOM systems is
significantly challenging due to the particular characteristics of
satellite-to-user links, including high fading, multi-path fading,
strong Doppler effect, short link durations, and non-standard
electronics features of satellite radio transducers [58]. It is
currently a hot and promising research direction in Satellite
Internet authentication schemes. Accordingly, we classify the
present PLA schemes in SATCOM systems as follows.

1) Device-Based PLA
Device-based PLA exploits devices’ radiometric features

(i.e., hardware imperfections) for authentication. Even if the
transmitting devices are made by the same vendor, the radio-
metric features are distinct and exclusive to each device. PLA
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based on device features, also known as radio fingerprinting,
refers to detecting and extracting features from received sig-
nals to identify the transmitter uniquely. Recently, Oligeri et al.
[58] proposed a device-based PLA scheme to classify Iridium
satellites through the obtained signals from the satellites. The
authors used a Universal Software Radio Peripheral (USRP)
to collect signals from Iridium satellites and extract I/Q
samples from the signals. After transforming the I/Q samples
to grayscale images, the proposed PLA scheme applies a Con-
volutional Neural Network (CNN)-based classifier to achieve
Iridium satellite identification. In this method, they considered
two different classification scenarios, i.e., intra-constellation
satellite authentication and satellite authentication in the wild,
which adopt a CNN and an autoencoder to train the classifier,
respectively.

2) Channel-Based PLA
There is a strong spatial decorrelation between the chan-

nel features of different transmitting devices [56]. Therefore,
when the distance between the legitimate transmitter and the
adversary is greater than half the wavelength, the transmitter-
authenticator channel and adversary-authenticator channel will
exhibit different features. Also, it is impossible for the adver-
sary to obtain features of the transmitter-authenticator channel.
Channel-based PLA thus relies on this principle to achieve
authentication. More specifically, channel-based PLA utilizes
the reciprocity and spatial uniqueness of wireless channel
characteristics and realizes authentication by checking the
similarity of wireless channel features in coherence time. In
2021, Fu et al. [59] proposed to use Doppler frequency shift
as an available physical channel feature to authenticate the
satellite transmitting source. In this method, Doppler can be
calculated aforehand based on ephemeris and user location
without other prior information, which is used for initial
authentication. Topal et al. [60] also proposed a PLA method
for the inter-satellite communication links of the LEO satellites
based on Doppler frequency shift. They use multiple receiving
satellites to validate the identity of the transmitting satellite
by comparing the Doppler frequency measurements with the
reference mobility information of the legitimate transmitter
and then fuse the decisions from the multiple satellites to reach
a final decision.

IV. AUTHENTICATION IN GNSS

GNSS is a satellite-based system that can provide posi-
tioning, navigation and timing (PVT) services for users on
the ground worldwide. Today, major countries are vigorously
developing their own GNSS systems, such as Global Position-
ing System (GPS) in the United States, BeiDou navigation
satellite system (BDS) in China, Galileo in Europe, and the
Global Navigation Satellite System (GLONASS) in Russia
[13]. GNSS is, in principle, vulnerable to kinds of attacks,
especially spoofing attacks, like SATCOM systems. Therefore,
designing authentication schemes to resist spoofing attacks has
become a hot research topic in the GNSS field. Based on the
existing literature, we briefly divide authentication schemes in
GNSS into two sub-categories: message-level and signal-level
authentication.

A. Message-Level Authentication

1) Navigation Message Authentication (NMA)
In NMA, a sender encrypts the navigation message bits (par-

tial navigation message parameters or all navigation message
parameters) through an encryption algorithm and inserts the
generated ciphertext information into the reserved bits of the
navigation message. On the receiver side, the key is used to
decrypt the received ciphertext and verify whether the sender
is legal according to the decryption result, fulfilling the goal of
resisting spoofing attacks. In general, NMA techniques rely on
asymmetric cryptography, based on one-way functions [61].

Digital Signature. One of the most commonly used asym-
metric encryption methods for NMA is the digital signature. In
this method, NMA uses digital signature techniques based on
PKI to prove the authenticity of GNSS signals by periodically
embedding signatures in unencrypted navigation messages.
Digital signature algorithms, such as RSA, digital signal
algorithm (DSA), and ECDSA, are often used for this purpose.
Wesson et al. [62] provided an evaluation of the potential
digital signature algorithms that could generate the signed
navigation message, which helps to find the most effective
and practical algorithm for GPS signal authentication. They
proposed a scheme that embeds digital signatures generated
by the ECDSA algorithm in GPS civil navigation (CNAV)
messages and exploited a statistical hypothesis test to secure
civil GPS receivers against replay-type spoofing attacks. Chino
et al. [63] proposed an NMA scheme using the RSA algorithm
to generate ciphertext information for the quasi-zenith satellite
system (QZSS) and then built an experimental platform for
spoofing attacks to detect anti-spoofing performance. How-
ever, they do not take some security aspects, such as key
management and signal transmission protocol, into account. In
2019, Wu et al. [64] proposed an NMA scheme for BeiDou-II
Navigation Satellite System based on the ECDSA algorithm.
Furthermore, the overall process of key update and trans-
mission is also designed through the short message service
or digital certificate. Simulation results were also provided
to show the anti-spoofing performance. Later, they proposed
a new NMA scheme [65] based on certificateless signature,
which effectively solves the key escrow problem, for BeiDou
Navigation Satellite System. However, digital signatures based
on asymmetric encryption are more computationally expensive
than symmetric encryption, especially for GNSS with a large
amount of data.

TESLA. TESLA [66] is a protocol that adopts a symmetric
encryption algorithm and utilizes a delayed key disclosure
technology to realize asymmetric encryption. It addresses
the issue of the high authentication overhead of asymmetric
encryption and the low security of symmetric encryption.The
core idea of TESLA is the delayed disclosure of keys, where
a symmetric key is disclosed at a time interval later after the
message and the MAC generated using the key is broadcast
to the receivers. Using the disclosed key, the receivers can
authenticate the message. Fernández-Hernández et al. [67]
presented an NMA scheme based on a modified TESLA
for the Galileo Open Service. In this scheme, a single one-
way chain is used for all satellites, which allows for cross-
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authentication of neighbouring satellites by a given satellite.
The receiver only needs to receive this key from any satellite
to perform identity authentication. Their scheme enhances
the robustness to data loss, but cannot resist replay spoofing
attacks in some scenarios. Ghorbani et al. [68] proposed
an NMA scheme based on TESLA for GPS in which two
techniques of TESLA were implemented using reserved bits
for GPS L1 data. Wu et al. [69] proposed an NMA scheme
based on the combination of SM commercial cryptographic
algorithms and TESLA for the BeiDou navigation system. In
this method, they use the SM2 algorithm to protect and encrypt
time information in the TESLA key chain to prevent replay
attacks. In 2021, Fernández-Hernández et al. [70] provided an
analysis of the length of MACs and hash-derived cryptographic
keys for TESLA applied to GNSS. A key size of 96 or more is
suggested. However, the TESLA-based NMA schemes require
strict time synchronization between the sender and receiver.

Combination of Digital Signature and TESLA. In order
to improve the performance of the NMA schemes and the
reliability of the transmissions, some researchers focus on the
combination of the digital signature algorithm and the TESLA
protocol. Kerns et al. [71] first proposed a hybrid ECDSA-
TESLA NMA scheme for GPS CNAV messages. They also
compared the advantages and disadvantages of ECDSA and
TESLA. Due to the combination of these two methods, the
hybrid ECDSA-TESLA NMA scheme greatly reduces the
overhead while preserving cryptographic authentication of
navigation data for all users. Yang et al. [72] also proposed
an NMA scheme based on the combination of ECDSA and
TESLA to protect BeiDou civilian navigation information.
In this scheme, the ECDSA algorithm is used to ensure
the reliability of information during transmission, and the
TESLA protocol is used to improve authentication efficiency.
Combining the digital signature algorithm with the TESLA
protocol has achieved outstanding performance, but how to
combine these two to optimize the anti-spoofing effect still
needs further research.

2) Spreading Code Authentication (SCA)
SCA is a cryptography-based scheme that protects the unen-

crypted and public spreading code by inserting unpredictable
portions (i.e., encrypted chips or watermarking sequences) into
the spreading code. Since the power of the GNSS spread spec-
trum signal is lower than the power of the thermal noise signal
(around 20 dB lower), SCA chips are difficult to observe by a
spoofer unless the spoofer has the cryptographic information
to generate unpredictable chips. However, the spreading code
authentication process is a posterior process, which introduces
a latency between the ground control segment transmitting
unpredictable chips and the receiver receiving unpredictable
chips [61]. Kuhn [73] proposed an SCA scheme based on
hidden markers. The hidden marker is a rectangular pulse of
duration δ, broadcast with direct sequence spread spectrum
(DSSS) modulation using a previously unpublished spreading
sequence. The receiver can detect complex spoofing attacks
by recording the arrival time of the hidden makers. Pozzobon
et al. [74] proposed an SCA scheme based on signal authen-
tication sequence (SAS) generated by the stream cipher. The
proposed method requires a minimum impact on the system

design, as only the data subsystem would be affected in a
hypothetical update. Pozzobon et al. [75] further presented a
novel SCA scheme for open GNSS signal authentication using
supersonic codes, which provides hybrid authentication. This
scheme achieves fast authentication and provides additional
bandwidth for GNSS services. In 2021, Wang et al. [76]
pointed out that the SCA schemes mentioned above change the
signal structure, degrade the correlation of the spreading code,
and cause performance loss. Then, they proposed a binary
phase hopping-based SCA scheme, which can achieve identity
authentication without changing the existing signal structure.

B. Signal-Level Authentication

Signal-level authentication is achieved by detecting the dif-
ferences between a spoofing signal and a real signal. Existing
works on signal-level authentication can be classified into
signal quality-based and additional hardware-based.

1) Signal Quality-based Schemes
Signal quality-based schemes are designed to detect spoof-

ing attacks by looking for distortion or interference at various
stages of signal processing. These approaches differ from
cryptographic methods in that they do not require modifi-
cations to the existing signal structure but only the update
of the device firmware. One approach is called signal power
monitoring, which detects spoofing signals by inspecting the
carrier-to-noise ratio (C/N0), absolute signal power value,
receiver power variation for receiver movement, or difference
between the L1 and L2 signal power levels [77]. Dehghanian
et al. [78] proposed a signal power monitoring technique that
utilizes C/N0 measurements to detect spoofing attacks. Akos
et al. [79] also proposed a scheme that monitors the total
received power via the automatic gain control (AGC) setpoint.
Since the spoofer requires a substantial power advantage to
attack, a sudden power jump could indicate the attack. Later,
Wesson et al. [80] pointed out that the scheme in [79] cannot
detect a low-power spoofer and distinguish between spoofing
and jamming. Therefore, they proposed a GNSS signal au-
thentication technique called power-distortion detector, which
combines the detection of anomalous received power and the
detection of correlation profile distortion.

Another approach is signal consistency monitoring, which
detects spoofing signals by inspecting the code, carrier, and
Doppler consistency. Recently, Li et al. [81] proposed a
method against single antenna spoofing jamming utilizing
the Fréchet distance of Doppler frequency shift difference
(DFSD). When the receiver moves randomly, the correlation
between two authentic satellite signals is small, while the
spoofing signals are with a high correlation. By comparing the
DFSD data between two signals using the Fréchet distance
method, the spoofing signal and the authentic signal can be
detected and recognized. However, signal consistency moni-
toring may bring a heavy signal processing burden to receivers.
There also exist some other kinds of signal processing-based
schemes, such as vestigial signal defense (VSD) [82], time
of arrival (ToA) monitoring [83], and receiver autonomous
integrity monitoring (RAIM) [84].
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2) Additional Hardware-based Schemes
Additional hardware-based schemes usually require some

additional hardware, such as additional receivers, antenna
arrays, inertial sensors, and communication infrastructures,
to detect spoofing attacks. Psiaki et al. [85] and Heng et
al. [86] proposed two signal authentication schemes that use
cross-correlations of encrypted/military GPS signals between
two or several receivers to detect spoofing attacks. In their
methods, a low cross-correlation indicates the presence of a
spoofing attack. This type of detection method is the strongest
known defense against sophisticated spoofing attacks if the
defended receiver has only one antenna. However, they require
receivers to establish secure communication links to perform
cross-correlation. Daneshmand et al. [87] proposed a low-
complexity approach to detect the spoofing signals utilizing an
antenna array processing technique based on the assumption
that all spoofing signals arriving at the antenna array are all
from the same direction. Similarly, Zhao et al. [88] presented
a spatial-temporal scheme based on the antenna array , which
can distinguish not only low-power spoofing from multiple
paths but also provides advanced signal processing methods
for multi-path phenomenon and spoofing mitigation. The an-
tenna array-based methods are effective against almost all
spoofing attacks unless a spoofer can attack with multiple
coordinated spoofers. However, these methods require multiple
antennas, which might be too expensive to deploy and incurs
a heavy computational load on the receivers.

Moreover, many schemes have been proposed using inertial
sensors. These methods leverage the fact that GNSS sensors
are vulnerable to spoofing, but inertial sensors are less ac-
cessible to attacks and thus able to reveal attacks through
proper consistency check [89]. Ceccato et al. [90] proposed a
spoofing detection technique based on the comparison between
GNSS and inertial measurement unit (IMU) measurements
through a generalized likelihood ratio test (GLRT). Similar to
the antenna array-based methods, this method is significantly
efficient. However, using inertial sensors increases the size,
weight, or cost of the receivers and requires specialized
hardware. Recently, some approaches have been introduced
utilizing other communication infrastructures, such as cellular
networks and IRIDIUM satellite constellation. These methods
exploit the location services of other network infrastructure
to relocate the receivers and compare this location to that of
GPS to detect spoofing. Oligeri et al. [91] proposed a scheme
that exploits the strength of signals received by the mobile
cellular network to estimate the positions of vehicles. Spoofing
attacks are then detected by comparing the estimated positions
with the vehicles’ GPS positions. Later, they proposed another
scheme that utilizes unencrypted IRIDIUM Ring Alert (IRA)
messages broadcast by IRIDIUM satellites to estimate the
receivers’ locations [92].

V. CHALLENGES AND FUTURE DIRECTIONS

Although authentication in Satellite Internet has received
much attention in recent years, many open issues still require
further investigation. In this section, we discuss the opportu-
nities and challenges in satellite authentication and also some
promising research directions.

A. Deep Learning-Based PLA

PLA in Satellite Internet is currently a hot research topic. It
utilizes the unique characteristics of physical communication
links and devices, which are difficult to mimic, to authenticate
the entities in the Satellite Internet. PLA has the advantages of
low complexity, low processing delay, high compatibility and
a high level of security. However, existing Satellite Internet
systems always achieve security only via a certain upper-layer
authentication scheme, and there is still little literature on PLA
in Satellite Internet. With the development of deep learning
in wireless communications, more and more researchers are
focusing on its application in satellite authentication. In the
context of the Satellite Internet, deep learning techniques can
be used to identify physical-layer characteristics of signals
emitted by satellites and distinguish between authentic signals
and spoofing signals. For example, the scheme in [58] utilizes
CNN to extract unique fingerprints from signals received from
IRIDIUM LEO satellites and authenticate satellite transmitters.
Also, the scheme in [95] leverages the potential of deep
ensemble methods and the statistical features of path losses
between UAVs and base stations to detect GPS spoofing for
cellular-connected UAVs. Owing to the benefits of PLA and
deep learning, we expect that deep learning-based PLA for
satellites is a promising research direction.

B. Cross Layer Authentication

PLA is not intended to replace upper-layer authentication,
but rather to serve as a complement, so as to achieve higher
security. The cross-layer scheme with both authentication
schemes is necessary to defend against increasingly powerful
attacks. More specifically, upper-layer authentication is used to
authenticate the user’s identification, and the PLA is used to
authenticate the user’s device. However, combining the two
authentication mechanisms properly has become an urgent
problem to solve. One research direction of this problem is
to find a unified authentication metric between upper-layer
authentication schemes and PLA schemes. Another research
direction is to use physical layer features to generate keys
for upper-layer authentication. Although some initial efforts
have been devoted to terrestrial networks [93], [94], cross-layer
authentication in Satellite Internet still remains unexplored,
which is expected to be a significant research direction in the
future.

VI. CONCLUSION

In this paper, we have provided a comprehensive survey
on the authentication schemes for improving the security of
the Satellite Internet, for which we introduced the existing
authentication schemes from two scenarios respectively, e.g.,
SATCOM and GNSS. We further divide the works for SAT-
COM systems into five sub-categories: SMA, AKA, handover
authentication, cross-domain authentication and PLA, and
those for GNSS into two sub-categories: message-level authen-
tication and signal-level authentication. Finally, we introduced
some potential challenges and promising future directions for
authentication in Satellite Internet.
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