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Recently, the rapid development of Internet of things (IoT) and cloud computing technologies have greatly facilitated various
industrial applications and Industrial IoT (IIoT). The widely deployed IIoT devices and large capacity of cloud significantly benefit
for and bring convenience to various industrial sectors. However, there exist a large number of concerns about data security in
IIoT, especially when a majority of sensitive IIoT data is shared in cloud. Although as one of the most promising technique,
Ciphertext-Policy Attribute-Based Encryption (CP-ABE) can provide fine-grained access control for IIoT data shared in cloud, there
are still many drawbacks which impede the direct adoption of conventional CP-ABE. On the one hand, unlimited IIoT data access
times may disable data access service of cloud and bring serious consequences. On the other hand, the access policies of ciphertexts
usually consist of much sensitive information and cause privacy exposure. Moreover, the high computation overhead also extremely
hinders resource-limited users in IIoT applications. To solve these problems, we propose TAHP-CP-ABE, a k-times and auditable
hidden-policy CP-ABE scheme which is suitable for resource-limited users and privacy-aware access policies with data access times
limitation in IIoT applications. Specifically, TAHP-CP-ABE preserves the privacy of access policies by hiding only attribute values
and realizes limited access times as well as efficient IIoT ciphertexts decryption with decryption test and outsourced decryption.
The security analysis and experimental results indicate that TAHP-CP-ABE is secure, efficient and practical.

Index Terms—CP-ABE, privacy-preserving, cloud-assisted IIoT, access times limitation, auditable outsourced decryption.

I. INTRODUCTION

RECENTLY, the technologies of Internet of things (IoT)
[1] and cloud computing [2] have greatly promoted the

advent of Industrial IoT (IIoT). The explosive increase of the
IIoT devices in various industrial sectors, such as healthcare,
manufacturing, etc, have greately benefited their development.
Further, the cloud-assisted IIoT [3], as a promising paradigm,
enables the gathering, storage, managing and sharing for
important IIoT data with sophisticated analysis and monitoring
[4]. All data collected from IIoT devices will be outsourced
to cloud in order to lower the burden for the pervasive IIoT
devices which has limited computation and storage resources.
The outsourced data can be shared by industrial users for
business usage or remote monitoring. However, the sensitive
information contained in the shared IIoT data brings many
security issues, which may be leaked and violated if mali-
ciously accessed by unauthorized parties. Thus, access control
is of great importance for data security in cloud-assisted IIoT
environment.

To protect data security for cloud-assisted IIoT, Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) [5], [6], as a
promising technique, can be utilized to enforce fine-grained
access control over shared IIoT data. It enables the data owner
to specify an access policy over a universe of attribute and
enforce corresponding access control in data access process.
However, when applied in IIoT applications, the traditional
CP-ABE must be adapted to address the above scenarios. The
access policies of traditional CP-ABE are in cleartext form
and outsourced to cloud together with ciphertext, which may
contain much private information. Thus, there is no difficulty
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for an unauthorized user to get the sensitive information in
access policies [7]. For instance, a manufacturing factory
can encrypt its IIoT data under access policy “(SSN:1234
AND gender: male) OR (Department: tyre manufacturing
AND Organization: Center Factory)”. The policy means that
the shared IIoT data can be accessed by a industrial user
from center factory whose position is tyre manufacturing or a
male user with identity, such as social security number (SSN)
“1234”. Anyone including Cloud Service Provider (CSP) can
infer from the access policy that a male user with SSN “1234”
is working on tyre manufacturing in central factory. This leaks
users’ privacy and demonstrates the necessity of hiding access
policies in traditional CP-ABE.

More importantly, the data sharing service availability is
significant for data users in IIoT applications, especially
those sectors manufacturing key machines [8]. As the data
sharing service of cloud-assisted IIoT applications is usually
provided through Internet, it suffers from various attacks
from potential malicious users by unlimited access the data
sharing service in a short time period which can easily disable
the cloud service and prevent all users from accessing the
shared data [9]. For example, a Unmanned Aerial Vehicle
(UAV) manufacturer selects public cloud to outsource their
data about UAV manufacturing authomatically. All supervisors
can sharing the important manufacturing data from public
cloud through Internet. If a malicious user, no matter insider
or outsider, launches unlimited data access, the data sharing
service will easily be unavailable for users. This may disable
the important data sharing service and what is more, it can
prevent supervisors from obtain the latest UAV manufacturing
data, which leads to unthinkable consequences. As a result,
to restrict the data access time is also very important for data
sharing services in cloud-assisted IIoT and makes sense for
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IIoT applications.

In the meantime, to improve the efficiency of decryption for
tranditional CP-ABE schemes, many studies introduces out-
sourced decryption [10]–[12] to move a majority of decryption
compuation task to cloud and leave only constant and very
little computation in user decryption. However, if the cloud is
corrupted or becomes lazy due to cost saving, it may returns
back the false results to users when supplying outsourced
decryption service. Thus, it is necessary to check if the result
from cloud in outsourced decryption, which facilitate many
verifiable outsourced CP-ABE schemes in previous studies
[13], [14]. Nevertheless, these schemes incur extra compuation
and storage cost for result verification in outsourced decryp-
tion, which obviously adds heavier burden on users’ resource-
limited devices [15]. Thus, to find a lightweight verification
approach for outsourced decryption is a big challenge for
current CP-ABE schemes.

In this paper, we propose a k-Times and Auditable Hidden-
Policy CP-ABE (TAHP-CP-ABE) to address these issues
discussed above. TAHP-CP-ABE can partially hide the access
policies, that is, the sensitive attribute values will be hidden in
encrypted IIoT data while left the attribute names in clear text
which will be sent with encrypted IIoT data. In order to realize
more fine-grained access control and improve efficiency, we
enforce access times limitation on shared data and introduce
decryption test and decryption outsourcing technique to lower
the computation burden of resource-limited devices and im-
prove the efficiency. To be specific, our main contributions
are listed as follows:

• Limited access time. TAHP-CP-ABE provides the prop-
erty of data access times limitation for each valid user to
prevent them from unlimited accessing shared IIoT data
in cloud which may disable data sharing service.

• Partial hidden policy. TAHP-CP-ABE achieves user
privacy protection in access policy by seperating each
attribute in access policy into attribute name and attribute
value while conceling the attribute values which may
contain sensitive and private information.

• Data auditing and high efficiency. To guarantee the
correctness of outsourced decryption of cloud, TAHP-CP-
ABE support data auditing for the transformed ciphertext
from cloud to verify its correctness. Moreover, TAHP-
CP-ABE greately improves the efficiency in encryption
and decryption by online/offline technique and outsourced
computing techniques.

The rest of this paper is organized as follows. In Section
II, we review some existing studies related to our proposal.
In Section III, we introduce the preliminaries including some
definitions and notations used in our proposal. In Section IV,
we give the system model, threat model, design goal as well
as security model. The overview and the construction of our
proposal is presented in Section V. Following this, in section
VI, we discuss the security analysis and the performance
evaluation of our work. Finally, the conclusion of our work
will be given in Section VII.

II. RELATED WORK

As a promising tool of fine-grained access control,
Ciphertext-Policy ABE (CP-ABE) [6] was designed on the
basis of [5], which is usually utilized with user authentication
approaches [16]–[21] for data access control. For CP-ABE, it
can enforce flexible access policy on encrypted data for data
owners and has been well accepted for data access control
on behalf of data owner. Thus, it has been studied by many
researches in [8], [22]–[25] since its proposal in [26].

For the efficiency improvement in encryption, the study in
the literature [27] first devised the online/offline technique
into encrytion schemes, e.g, identity-based encryption on the
basis of online/offline digital signatures proposed in [28] and
online/offline Chameleon hashing functions [29] suitable for
resource-constrained devices, such as IIoT devices. Later,
the study in [30] proposed first online/offline ABE scheme
based on the idea of online/offline technique that includes
online and offline phase in which the former phase incurs
very little cost on user devices as all major computations
are moved to the latter phase while the resource-constrained
devices are being charged. Based on this, some fully secure
online/offline schemes were proposed in [31], [32]. To make
sure online/offline encryption is correctly executed, the scheme
in [33] proposed a verifiable outsourced encryption scheme as
well as a batch verification for outsourced encrypiton.

As the high cost in decrypiton computation of traditional
CP-ABE schemes impedes its widely adoption, the literature
[10] designed a lightweight ABE scheme to reduce the de-
crypiton computation to a constant number of pairing opera-
tions but it adds the storage of keys. As a solution, the schemes
in [11], [12], [34] introduced outsourced decryption CP-ABE
by outsourcing the expensive operations in decryption to a
third party and leave just a constant number of operations in
user devices. Whereas, the security of these schemes rely on a
trusted or semi-trusted third party. To ensure the data security
of outsourced decryption, the literature [13] devised the notion
of verifiable outsourced decryption ABE and motivated the
work in [14] that proposes an efficient verifiable outsourced
decryption ABE scheme which supports the verification for
the correctness of the transformed ciphertext. Subsequently,
many relevant schemes are proposed for verifiable outsourced
decryption in ABE, such as [15]. To further improve the
security and convenience of data security in verifiability, many
schemes [35]–[38] are proposed which utilize the immutability
of blockchain to achieve efficient and secure data verifiability
and auditability.

Although a numerous number of studies on CP-ABE
scheme, access policy privacy preserving is still a serous
problem with probable privacy leakage. To address the issue,
the study in [39] presented partial hidden-policy CP-ABE
by concealling the value of attributes in access policy but it
supports only “AND” gate policy. Subsequently, Lai et al. [40]
introduced expressiveness into its partial policy-hidden CP-
ABE scheme [41] and spreaded the work in [7], [42]–[44] that
support both decryption testing and large attribute universe,
but the these schemes are implemented over composite order
groups. Thus, Cui et al. [45], [46] designed two partial policy
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hidden CP-ABE schemes based on prime order groups that
supports expressive access policy and verifiability. Moreover,
these CP-ABE schemes are weak in security as their exposed
attribute names in access policy. As a solution, Zhou et al.
[47] introduced broadcast encryption into CP-ABE to achieve
fully hidden policy, but it incurs extra computation cost in
decryption. Later, Phuong et al. [48] designed an efficienty
fully hidden policy CP-ABE scheme, while it only supports
restricted access policy. Recently, the studies in [15], [49],
[50] developed several CP-ABE schemes that supports fully
hidden and expressive access policy, but it lacks support for
large attribute universe.

In Table I, we compare our proposed scheme, i.e, TAHP-
CP-ABE, with several existing state-of-the-art schemes from
various propoerties including policy hiding, large universe,
time limited data access control, full security, standard model,
online/offline encryption, outsourced decryption, data auditing.

TABLE I
FUNCTION COMPARISON IN VARIOUS SCHEMES

Scheme PH LU TLDAC FS SM OOE DT Data Auditing
Scheme [13] ✓ × × ✓ × × × ×
Scheme [30] ✓ × × ✓ × ✓ × ×
Scheme [32] × ✓ × ✓ × ✓ × ×
Scheme [40] ✓ × × ✓ × × × ×
Scheme [7] × ✓ × ✓ ✓ × ✓ ×
Scheme [44] ✓ ✓ × ✓ ✓ × ✓ ×
Scheme [43] ✓ ✓ × × × × × ×
Scheme [15] × ✓ ✓ × × × × ✓

TAHP-CP-ABE ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Note. PH: policy hiding; LU: large universe; TLDAC: time-limited
data access; FS: full security; SM: standard model; OOE: on-
line/offline encryption; DT: decryption test.

III. PRELIMINARIES

In this section, we provide several concepts and definitions
used in our proposal including access structure, composite
bilinear maps.

A. Access Structure

Definition 1: (Access Structure [51]). Let {Q1, · · · , Qn} be
a set of parties. A collection C ⊆ 2{Q1,··· ,Qn} is monotone if
∀H, I : if H ∈ C and H ⊆ I , then I ∈ C. An access structure
S has nonempty subsets of {Q1, · · · , Qn}. Authorized sets are
the sets in S and others are unauthorized sets. Moreover, each
user corresponds with an attribute set and we regard a user as
authorized if his attribute set is involved in S.

B. Linear Secret Sharing Schemes (LSSS)

Definition 2: (LSSS [25]). Given the attribute universe Ua,
an LSSS on it involves (B, δ), where B is an l × n share-
generating matrix on Zp and the function δ maps a row of B
into an attribute in Ua. There are two algorithms: Share and
Reconstruction in an LSSS. The former is to create the shares
for a secret value s based on B with b = (s, b2, · · · , bn)T ,
where b2, · · · , bn∈RZp by λx = Bx ·b as a share of the secret
s, while the latter reconstructs s with the secret shares of an

authorized set E by finding I = {i|δ(i) ∈ E} ⊆ {1, 2, · · · l}
and constances ωi ∈ Zp to make

∑
i∈I wiBi = (1, 0, · · · , 0)

hold and compute
∑

i∈I wiλi = s.

C. Bilinear Map

Definition 3: (Bilinear Map [52]). We consider two multi-
plicative cyclic groups G and G

′
under prime order p and a

generator g in group G. Let ê : G × G → G
′

a bilinear map
if it satisfies the following features:

1) Bilinearity: ê(gv1 , g
f
2 ) = ê(g1, g2)

vf for ∀ v, f ∈
Zp and g1, g2 ∈ G.

2) Non-Degeneracy: ê(g1, g1) ̸= 1.
3) Computability: ê(d, f) can be computed efficiently for

∀d, f ∈ G.

IV. SYSTEM MODEL AND DESIGN GOALS

In this section, we show the system model and design goals
of our TAHP-CP-ABE.

A. System Model

In the system model of our proposed TAHP-CP-ABE, there
mainly are four entities, that is, Trusted Authority (TA),
Industrial Cloud Provider (ICP), Data Owner (DO) and Data
User (DU). The detailed description of each entity is listed as
follows.

Industrial Cloud 

Provider

Trusted 

Authority

Data Owner Data User

Ciphertext

Hiding Access 

Policy 

Data

Data Access

Outsourced Decryption 

Service

Decryption Test

Outsourced Decryption 

Service

Decryption Test

Transformed 

Ciphertext

Decryption

Audit

Fig. 1. The system model of TAHP-CP-ABE

• TA is in charge of initializing the whole system by
generating various required parameters and its master key.
Moreover, TA also takes charge of user registration when
a new user takes part in the system. Besides, TA supports
data auditing for DU when they receive transformed
ciphertexts from ICP.

• ICP is the provider that eliminates the local burden
of users by providing them with sufficient storage and
computation resources and various services of cloud
including data storage, sharing and outsourced decryption
after validating their access permission.

• DO is the owner of IIoT devices deployed ubiquitously
in everywhere of industrial sectors to collect important
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data for analysis and monitoring. To eliminate the heavy
storage and computing burden of these resource-limited
IIoT devices, DO encrypts the data and uploads to cloud.
Thus, the IIoT data can be shared by relevant users
through cloud data sharing services.

• DU is the consumer of IIoT data. To obtain the shared
IIoT data, DU issues a data access request to ICP for
required data. After the access times and permission ver-
ification for the DU, ICP finishes outsourced decryption
and returns the transformed ciphertext back to DU. Then
,DU can recover the plaintext data and conducts data
auditing by interacting with TA.

B. Threat Model

In our TAHP-CP-ABE, we assume that ICP is a semi-trusted
entity, that is, it honestly obeys the pre-defined protocol in
runtime applications while gets curious about the data stored
in it or transmitted between ICP and DU. Moreover, in the
provision of outsourced decryption, ICP is untrusted if lazily
or maliciously returns false results to DU. TA and DO are
considered as honest and trusted as the former is used to
initiate and manage the whole system while the latter aims
to outsoure and share their own data to cloud. DU is deemed
as a untrusted entity as part of DUs may intentionally spy on
the private information in exposed access policies and the data
between a honest DU and ICP, or even maliciously obtains the
shared data by colluding or exhaustive guessing attacks.

C. Design Goals

To address the above threats and corresponding challenging
problems, we propose TAHP-CP-ABE to guarantee the privacy
protection, fine-grained access control and limited access times
for the shared IIoT data in ICP while achieving high efficiency
in practice. Specifically, we have the following design goals:

• Fine-grained access control: The shared IIoT data in ICP
should be shared or accessed by only specific DUs with
enough privilege. Also, the IIoT data is expected to be
shared or accessed within limited times to prevent attacks
by unlimited illegal data access.

• Attribute Privacy Preserving: In TAHP-CP-ABE, those
sensitive or privacy-aware attribute values associated with
access policies need to be hidden in encrypted IIoT data
for privacy preserving.

• Efficiency: For the sake of resource-limited IIoT devices
for industrial sectors, it is preferable for ICP to efficiently
check user permission and access times before data de-
cryption and for DU to outsource the high computational
burden in decryption to ICP.

D. Security Model

In this part, we present the security model for TAHP-CP-
ABE by designing a security game between an adversary A
and a challenger B described as follows.

• Setup: The challenger B initializes the system and gen-
erates the system public parameters PK and master key
MSK. It then sends the PK to the adversary A.

• Phase 1: The adversary A issues a series of queries
q1, · · · , qn adaptively, where n is a polynomially bounded
number and qi may be one kind of the following queries:

– UKey Query: The adversary A requests his secret key
by submitting an attribute set S and an identity uid

′

to the challenger B. The challenger runs KeyGenU

and returns the skuid,S to the adversary A.
– OKey Query: The adversary A launches transfor-

mation key queries with an attribute set S and an
identity uid

′
to the challenger B. The challenger runs

KeyGenOUT and returns the TK to the adversary
A.

• Challenge: The adversary A ends the Phase 1 and sub-
mits two equal length messages m0 and m1 with two
access policy A0,A1 and a revocation list RL∗. Then,
the challenger B randomly chooses u ∈ [0, 1], encrypts
m

′

u and returns the ciphertext CT
′

to A.
• Phase 2: The adversary A repeats the Phase 1 and the

queries with submitted attribute set S and identity uid
′

that none of the queried attribute sets satisfies A0,A1 and
uid /∈ RL∗.

• Guess: The adversary A outputs a bit u
′ ∈ [0, 1]. If u

′
=

u, A wins the game. The advantage of A is defined as
AdvA = |Pr[u

′
= u]− 1

2 |.
Definition 4: The TAHP-CP-ABE scheme is indistinguish-

able under chosen-plaintext attacks if there exists a probabilis-
tic polynomial time (PPT) adversary A that can win the game
with non-negligible advantage AdvA.

V. CONSTRUCTION OF TAHP-CP-ABE

In this section, before introducing the construction of our
TAHP-CP-ABE, we first give the definition of some notations
utilized in our proposal in Table II as well as its workflow in
practical deployment.

In our work, [l1, l2] is used to denote the set {l1, l1 +
1, · · · , l2} and [n] is the set 1, 2, · · · , n, where n ∈ Z∗

p , while
|S| denotes the length of a string S.

TABLE II
NOTATION DESCRIPTIONS IN HMGDSF

Notations Descriptions
Su attribute set of a DU
Ua attribute universe of the system
PK,MSK system public parameter and master key
PKu, SKu public and secret keys of DU
SKa, TKu decryption key and transformation key of DU
ITt, CT intermediate ciphertext, resultant ciphertext
CT

′
transformed ciphertext

A. Overview of the workflow

TAHP-CP-ABE is proposed to guarantee fine-grained data
access control for data sharing service of Cloud-assisted IIoT
applications. Besides, it also aims to provide privacy preser-
vation for access policies and the limitation over access times.
Fig.2 shows the workflow of TAHP-CP-ABE in practice. As
we can see, TAHP-CP-ABE includes three phases in runtime,
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Fig. 2. The workflow of TAHP-CP-ABE

that is, system initialization phase, user registration phase and
data sharing phase.

Specifically, as shown in Fig.2, in system initialization
phase, TA initiates the whole system in the meantime ICP
and each DU initialize their own parameters. When a DU
intends to take part in the system, he needs to register to
TA, which opens up the user registration phase. Then, if a
DU aims to conduct data access operations in order to share
the data of IIoT, comes with the data sharing phase. In this
phase, DO first uploads the ciphertext to ICP for data sahring.
After receiving the data access request from DU, ICP first
checks if the attribute set of the DU matches the shared data.
To resist DoS attacks, ICP also has to verify the accumulative
access times of the DU. If the access times does not exceeds
the maximum, the data access phase continues, otherwise,
the phase aborts. If the request passes these verification, ICP
executes outsourced decryption to eliminate the workload of
resource-limited devices owned by DU. When DU recieves the
transformed ciphertext, to prevent probabily lazy outsourced
decryption of ICP, DU can audit the results by interacting with
TA for data audiging.

B. Concrete Construction

Subsequently, we present the detailed construction of our
proposal.

1) System Initialization Phase
In this phase, TA generates the system master key and public

parameters to initiate the whole system. ICP and each DU also
finish their own setup.

• SetupS(λ): After taking the security parameter λ, TA
begins to initialize the whole system.

– TA generates a bilinear group with composite order
N , that is, (N, p1, p2, p3, p4, G0, Gt, ê), where N =
p1p2p3p4 and p1, p2, p3, p4 are four different prime
numbers. TA takes ZN as the attribute universe, that
is, Ua = ZN which is a large attribute universe.

– TA uniformly chooses α, a ∈R ZN , g, h ∈R

ZN , X3 ∈R Gp3 , Z,X4 ∈R Gp4 to compute E =
ê(g, g), Y = Eα, H = hZ.

– TA picks a collision resistant hash function Hm :
{0, 1}∗ → ZN .

– TA generates the system master key MSK =
{α, h,X3} and outputs the system public parameter
PK = {N, g, ga, Y,H,X4, Hm, E}.

• SetupC(PK): After the system initalization of TA, ICP
gets the system public parameter PK and initiates the
counter as ctr = 0 for outsourced decryption service.
For each transformation key, ICP generates an empty set
ST and a list Lk to keep ctr and ST .

• SetupU (PK): After the system initalization of TA, each
DU chooses µu ∈R ZN as the private key, i.e., SKu =
µu and generates corresponding public key PKu = gµu .
Finally, DU outputs his public key PKu.

2) User Registration Phase
In this phase, users of IIoT applications take part in the

system and register themselves to TA for key distribution.

• SKeyGen(PK,MSK,Su, PKu): When a DU with at-
tribute set Su and public key PKu requests to register
himself in the system, where Su = (Is, Su) and Is ⊂
ZN , Su = {ai}i∈Is , TA uniformly chooses tu ∈R ZN

and for each i ∈ Is, it selects R,R
′
, Ri ∈R Gp3

.
Then, TA generates the secret key for DU as SKa =
{Su,K,K

′
, {Ki}i∈Is}, where

K = PKα
u g

atuR,K
′
= gtuR

′
,

∀i ∈ Is : Ki = (gaih)tuRi

Note. As the component K is related to the public key
PKu of each DU, in decryption phase, only the correct
DU that holding corresponding private key SKu can
decrypt the ciphertext. As a result, the public key PKu

can be used for data auditing with partial decryption
result without introducing extra ciphertext component for
verifiability as in scheme [14]. The detailed description
is shown in Audit algorithm.

• TKeyGen(PK,SKa, csi): After receiving the secret
key SKa, with the system information csi generated by
TA, the DU computes Kc = E1/(µu+Hm(csi)),Kp =
g1/(µu+Hm(csi)) and outputs his transformation key
TKu = (SKa,Kc,Kp, csi).

3) Data Sharing Phase
In this phase, DO uploads the encrypted IIoT data to ICP for

outsourcing and sharing, while DU issues data access request
and obtains the requierd dta if authorized and honest.

• Encryptoff (PK) → ITt: Given the system public
key PK, each DO prepares the encryption process in
advance. DO selects random values s, s

′ ∈ ZN as
secret value for sharing to compute C̃

′

δ = Y s
′

, C̃
′

1 =

Y s, Ĉ
′

δ = gs
′

, Ĉ
′

1 = gs and constructs a intermediary
pool IT1 = {(s, s′

, C̃
′

δ, C̃
′

1, Ĉ
′

δ, Ĉ
′

1)}. Then, DO chooses
λ

′
, t

′
, r

′ ∈R ZN and calculates C
′

δ,x = gaλ
′

, C
′

1,x =

gaλ
′

(gt
′

H)r
′

, C
′

2,x = gr
′

to construct another interme-
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diary pool IT2 = {(λ′
, t

′
, r

′
, C

′

δ,x, C
′

1,x, C
′

2,x)}. Finally,
DO outputs an intermediate ciphertext ITt = {IT1, IT2}.

• Encrypton(PK, ITt,M,A) → CT : On inputting the
system public key PK, the intermediate cihertext ITt,
the IIoT data M with designated access policy A =
{A, ρ, T }, where A is a l×n share-generating matrix and
T = {tρ(1),··· ,tρ(l)} is the value set of the access policy A,
DO chooses a random tuple (s, s

′
, C̃

′

δ, C̃
′

1, Ĉ
′

δ, Ĉ
′

1) from
IT1 and two random vectors v = (s, v2, · · · , vn), v

′
=

(s
′
, v

′

2, · · · , v
′

n) of n dimentions over ZN , where s, s
′ ∈R

Zn
N are the shared secret value. DO also picks l dif-

ferent random tuples {(λ′

x, t
′

x, r
′

x, C
′

δ,x, C
′

1,x, C
′

2,x)}x∈[l]

from IT2. Besides, DO chooses Oδ ∈R Gp4 and
Oδ,x, Oc,x, Od,x ∈R Gp4 , where 1 ≤ x ≤
l. Then, DO can calculate the ciphertext CT =
{(A, ρ), C̃δ, Ĉδ, {Cδ,x}1≤x≤l, C̃1, Ĉ1, {C1,x, C2,x, C3,x,
C4,x, C5,x}1≤x≤l}, where

C̃δ = C̃δ

′

, Ĉδ = Ĉδ

′

·Oδ,

Cδ,x = C
′

δ,x · (gtρ(x)H)−s
′

Oc,x,

C̃1 = M · C̃1

′

, Ĉ1 = Ĉ1

′

,

C1,x = C
′

1,x ·Oc,x, C2,x = C
′

2,x ·Od,x,

C3,x = Ax · v − λ
′

x, C4,x = Ax · v
′
− λ

′

x,

C5,x = r
′

x(tρ(x) − t
′

x)

Finally, DO uploads the ciphertext CT to ICP for data
outsourcing and sharing.

• DecTest(PK,CT, Su, TKu): When a DU wants to re-
quest shared IIoT data to ICP. he sends a data access
request to ICP with his transformation key TKu, ICP
executes the following steps for decryption test to verify
if the DU has enough permission for data sharing.

– After receiving the system public key PK and the
IIoT data access request from DU with his transfor-
mation key TKu, ICP first checks if the access time
of the DU reach the maximum as follows:
1) ê(gHm(csi) · PKu,Kp) = E and Kc = ê(g ·

PKu,Kp);
2) ctr+1 ≤ ε, where ε is the maximum access time

of the outsourced decryption service request for
IIoT data sharing;

3) Kc /∈ ST .
If the above equations do not hold, ICP prohibit the
DU’s further data access. Otherwise, ICP updates
ctr = ctr+1 and stores Kc in ST for future usage.

– ICP calculates IA,ρ ⊂ {1, 2, · · · , l} that satisfies the
partial hidden access policy (A, ρ) of CT and the
following equation:

C
′
=

ê(Ĉ1,K)∏
i∈I(ê(C1,i,K

′)ê(C2,i,Kρ(i)))wi

= ê(g, g)αsê(g, g)µus

Then, ICP allows the DU to download the ciphertext
CT and returns the transformed ciphertext CT

′
=

((A, ρ), C
′
) of the shared IIoT data to DU.

• Decrypt(CT
′
, SKu): On inputting the transformed ci-

phertext CT
′
= ((A, ρ), C

′
) and the user private key

SKu = µu, the DU calculates the message plaintext as
following:

CF
′
= C

′
/ê(g−SKu , Ĉ1) = Y s,M = C̃1/CF

′

Then, DU can get the plaintext data as M .
• Audit(PK,MSK,PKu, CF ): Given the transformed

ciphertext CF , TA utilizes the system master key and
public parameter to check the correctness of CF by
following equation:

ê(PKu · gα, Ĉ1) = C
′

If the above equation holds, the ICP executes the out-
sourced decryption honestly. Otherwise, the transformed
ciphertext CF is not correct.

VI. ANALYSIS OF TAHP-CP-ABE

A. Security Analysis

Theorem 1: Our TAHP-CP-ABE scheme is fully secure
under our security model if the PASH scheme in [7] is fully
secure.

Proof 1: As we also adopt the similar hybrid encryption
mechanism as in [7], the security of our scheme can be
reduced to that of PASH. If the adversary A can break the
our scheme with non-negligible advantage Adv0 = ϵ, then we
can construct a simulator C that can break the PASH scheme
Adv1 which is identical to Adv0.

• Setup: The simulator C initializes the PASH
scheme and generates the system public parameters
PPPASH = {N, g, gα, H, Y,X4} and master
key MSKPASH = {α, h,X3}. After gets the
PPPASH , the challenger B of our TAHP-CP-ABE
scheme initializes generates PPTAHP−CP−ABE =
{N, g, gα, γ, θ, ga, gb, gc, H, Y,X4} and
MSKTAHP−CP−ABE = {α, h,X3}. The challenger B
also initializes a full binary tree Tu for the user identity
universe.

• Phase 1: The adversary A queries secret key with
an attribute set S and identity uid. C returns the se-
cret key skS = {S,K,K

′
, {Ki}i∈IS}, where K =

gαgatR,K
′
= gtR

′
,Ki = (gsih)tRi. Then, the chal-

lenger B randomly selects u, u
′ ∈ ZN , R2, R3 ∈ Gp3 ,

and computes skuid,S as follows:

K1,εi = gαgatgbugcu
′
H1(εi)R,

K2 = gu1R2,K3 = gu
′

1 R3,K4 = gtR
′
,

K5,x = (gsxh)tRx,

(1)

Then, the challenger B returns skuid,S to A.
• Challenge: The adversary A submits two messages

m0,m1 with equal length and two challenge access
policies A0 = (A, ρ,RA0),A1 = (A, ρ,RA1) and a revo-
cation list RL∗ to B. The simulator C randomly chooses
u ∈ [0, 1] and returns the ciphertext C = mu · Y s, C0 =
gs, Cx = gaAx·v(gtρ(x)H)−rxWx,1, Dx = grxWx,2, C =



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 1, ISSUE 3, JANUARY 2022 135

Y s
′

, C0 = gs
′

W,Cx = gaAx·v
′

(gtρ(x)H)−s
′

W x with
access policy Au. Then, B computes the following CTAu :

C2,εi = (g
cH1(εi)
1 )sH2,εi , C3,x = Cx, C4,x = Dx,

C = C,C0 = C0, C1 = (C0)
bH1,

C2,εi = (C0)
cH1(εi)H2,εi , C3,x = CxH3,x,

• Phase 2: The adversary A repeats the queries as Phase
1 and none of the queried attribute sets satisfies A0,A1

and uid /∈ RL∗.
• Guess: The adversary A guass the u

′
and returns to

challenger B. If u
′
= u, A wins the security game of our

scheme, then C can break the security game of PASH
scheme and the security of our scheme reduces to that
of PASH. The advantage of A to break our scheme is
identical to that of C to break PASH.
In conclusion, if PASH is fully secure, our TAHP-CP-
ABE is fully secure in standard model.

Moreover, in our scheme, we highlight the privacy protec-
tion of attributes in cloud-assisted IIoT system. From the above
construction of scheme, we infer that the attribute values are
encrypted with IIoT ciphertext, and the attribute name remains
in access structure (A, ρ). Thus, the curious ECP cannot get
any information about IIoT data from access policies.

B. Performance Analysis

In this section, we analyze the performance of our TAHP-
CP-ABE from theoretical and practical point of view by
comparing two existing state-of-the-art schemes, i.e, PASH
[7], HTAC [44] and PH-LU-CPABE [43]. In theoretical anal-
ysis, the size of public parameters are denoted by PPSize,
while the size of decryption key by DKSize and the size
of ciphertext by CTSize, respectively. Note that the users
are resource-limited. We will highlight the complexity of
algorithms in user side or executed by IIoT devices. We take P
for bilinear pairing operation, E for exponentiation operation
in G, and ET for exponentiation operation in GT , respectively.
Moreover, we represent the size of the attribute universe with
N , the number of a user’s attributes with |S|, the number
of rows in a policy generation matrix with l and the size of
minimum authorized set I as |I|.

From Table III, we can infer that, comparing with PASH,
HTAC and PH-LU-CPABE, the time cost of secret key gen-
eration in our scheme is the same with that of PASH and PH-
LU-CPABE while less than that of HTAC which costs more
time for user tracing. Moreover, TAHP-CP-ABE costs much
less computation than the other three schemes in encryption
as it achieves online/offline encryption by move a majority of
computation to offline phase . In decryption phase, in TAHP-
CP-ABE, the computation complexity is largely reduced com-
pared with the other two schemes. The improvement here
is that we use outsourced decryption after decryption test,
which can reduce the user side computation complexity in IIoT
device. From Table IV, it is obvious that TAHP-CP-ABE costs
the same storage for public parameter as PASH and PH-LU-
CPABE while has less storage than that of HTAC which costs
one more elements of G for user tracing. For the same reason,

the storage cost of user secret key in TAHP-CP-ABE is also the
same as that of PASH while less than that of HTAC and PH-
LU-CPABE. However, as our scheme introduces online/offline
encryption, it takes more storage cost for extra components in
ciphertext.

To evaluate the practical performance of TAHP-CP-ABE,
we implement a prototype of it using Java language and
JPBC lib [53]. We adopt the Type A curve to realize the
bilinear group and various operations. For comparison, we
also implement PASH, HTAC and PH-LU-CPABE in the same
way within same settings. In our experiments, we set the
size of attribute universe in the range of |U | ∈ [5, 50] to
evaluate the public parameter size and the size of attribute
set |S| is in the range of [5, 50] for the evaluation of the
time and storage cost of key generation. To assess the time
and storage cost of encryption, we let the row number of
access policy l range from 10 to 50, while for the time cost
of decryption assessment, the complexity of access policy |I|
is ranging in [5, 10, 15, 20] with the number of files ranging
in [5, 10, 15, 20]. Then, we show the performance evaluation
comparison in Fig.3.

In Fig.3(a) and Fig.3(b), we notice that the time cost of user
secret key generation in TAHP-CP-ABE is similar to that of
PASH, HTAC and PH-LU-CPABE, while the storage cost of
the user secret key in TAHP-CP-ABE and PASH is a bit less
than that of HTAC and PH-LU-CPABE. The reason in that
the latter two schemes cost more storage of user secret key
for user tracing.

Fig.3(c) and Fig.3(d) show the time cost and storage cost
of encryption algorithm. It is obvious that the time cost of
data encryption in TAHP-CP-ABE is much less than that of
PASH, HTAC and PH-LU-CPABE by levaraging online/offline
encryption technique. Whereas, the storage cost of ciphertext
in TAHP-CP-ABE is more than that of the other three schemes
for the reason that it needs extra ciphertext component for
the introduction of online/offline encryption. However, it is
preferable for resource-limted IIoT devices, as the ciphertext
is stored in cloud.

We depict the performance evaluation of decryption and
public parameters in Fig.3(e) and Fig.3(f), respectively. It is
worthy noticing that the time cost of user decryption in TAHP-
CP-ABE is much less than that of the other three schemes with
the help of outsourced decryption. What is more, the storage
cost for public parameter in TAHP-CP-ABE is the same as that
of PASH and PH-LU-CPABE while less than that of HTAC
which takes more parameters for user tracing.

Above all, the theoretical analysis of TAHP-CP-ABE is
consistant with the practical performance analysis. Specifi-
cally, TAHP-CP-ABE has a superior performance compared to
PASH and HTAC in both encryption and decryption, except
that it cost a bit more storage for ciphertext. Nevertheless,
the ciphertex is stored in cloud and thus has no effect on
IIoT devices. Moreover, TAHP-CP-ABE achieves access times
limitation, large universe, data auditing and policy hiding at
the same time. As a result, TAHP-CP-ABE is more practical
in Cloud-based IIoT application.
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TABLE III
COMPUTATION COST COMPARISON

Schemes KeyGen UserEnc UserDec
PASH (2|S|+ 3)E (7l + 4)E + 2ET 2|I|E + (|I|+ 1)ET + (2|I|+ 3)P
HTAC (2|S|+ 4)E (7l + 5)E + 2ET (3|I|+ 4)E + (|I|+ 1)ET + (2|I|+ 4)P

PH-LU-CPABE (2|S|+ 3)E (6l + 2)E + 2ET (4|I|+ 2)E + 4P
TAHP-CP-ABE (2|S|+ 3)E 2lE E

TABLE IV
STORAGE COST COMPARISON

Schemes PPSize DKSize CTSize
PASH 4|Gpi |+ |GT | (|S|+ 2)|Gpipj | (2l + 3)|Gpipj |+ 2|GT |
HTAC 5|Gpi

|+ |GT | (|S|+ 3)|Gpipj
|+ |ZN | (3l + 4)|Gpipj

|+ 2|GT |
PH-LU-CPABE 4|Gpi

|+ |GT | (|S|+ 2)|Gpipj
|+ |ZN | (2l + 2)|Gpipj

|+ 2|GT |
TAHP-CP-ABE 4|Gpi

|+ |GT | (|S|+ 2)|Gpipj
| (2l + 3)|Gpipj

|+ 2|GT |+ 3l|ZN |
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Fig. 3. Performance evaluation of TAHP-CP-ABE

VII. CONCLUSION

In this paper, facing the severe data security problems in
cloud-assisted IIoT data sharing scenario, we proposed a k-
Times and auditable hidden-policy CP-ABE scheme, that is,
TAHP-CP-ABE as a countermeasure. The proposed scheme
can achieve fine-grained data access control by inheriting
the property from standard CP-ABE and privacy leakage
resistance in access policy using the policy hiding technique
for shared IIoT data in cloud. In addition, in order to limit the
access times for special data user, we utilizing the time-limit
technique and realize the access time limitation. Moreover,
for resource-limited users, we use the decryption test and
decryption outsourcing techniques to move a majority of

complex computation burden of data decryption to cloud. Last
but not the least, analysis and experimental results indicate that
TAHP-CP-ABE is fully secure in standard model and efficient
than existing related schemes.

In the next step, we will study the public traceability in data
sharing service of cloud-assisted industrial Internet of Things
to prevent the key leakage and abuse problem.
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