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Unmanned aerial vehicles (UAVs) can rapidly provide wireless access for Internet of Things (IoT) users in emergency, remote,
and temporary service scenarios, whereas their line-of-sight air-ground links make signal transmission susceptible to detection.
This paper explores a multi-user UAV-aided covert IoT communication system, in which ground wardens improve their detection
performance through collusion. The UAV serves legitimate users sequentially along a predefined trajectory. A portion of wardens
shares detection observations and forms a super-warden via equal-gain combining. Under noise uncertainty, this paper derives the
optimal detection thresholds and the minimum total detection error probability expressions for independent wardens and super
wardens. Subsequently, an average covert transmission rate maximization problem is formulated under covertness constraints, peak
power constraints, and average power budgets. Through equivalent transformation of covertness constraints, the original problem
is converted into a convex optimization problem and solved using the CVX tool. Finally, numerical results verify the theoretical
analysis and illustrate the influences of collusion strength, flight altitude, transmit power and other factors on the system’s covert
performance.

Index Terms—Covert communication, UAV-aided IoT, colluding wardens, energy detection, noise uncertainty, power control.

I. INTRODUCTION

THE Internet of Things (IoT) is pushing wireless networks
toward dense, heterogeneous, and delay-sensitive connec-

tivity [1], [2], [3]. In special scenarios such as complex terrain,
remote mountainous areas, and disaster rescue, traditional
terrestrial base stations are constrained by long deployment
cycles, high maintenance costs, and limited coverage, making
it difficult to provide timely and comprehensive communica-
tion services [4], [5], [6].

As a flexible aerial communication node, the unmanned
aerial vehicle (UAV) has gradually become an important tech-
nical approach to compensate for insufficient ground network
coverage and improve overall system performance, benefiting
from its high mobility in three-dimensional space, on-demand
dynamic deployment capability, and superior line-of-sight
transmission conditions [7], [8]. UAV communication exhibits
irreplaceable application value in high-security scenarios such
as disaster rescue, military reconnaissance, and border patrol
[9], [10].

However, the broadcast nature of wireless channels poses
severe security threats to UAV communication [11]. Due to
the inherent openness and broadcast characteristics of wireless
channels, the signal transmission of UAVs faces a higher
risk of exposure, increasing the probability of interception
by malicious nodes and leading to potential data leakage
and system security threats [12]. Traditional encryption tech-
nologies mainly protect data content at the upper network
layers, making it difficult to hide the physical characteristic
that communication is taking place. In scenarios with high
concealment requirements, encryption techniques are likely to
attract attention and interference from non-cooperative parties
[13]. Therefore, covert communication technology, which aims
to hide the existence of communication behavior, has emerged.
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Its core idea is to exploit the randomness of the channel
environment to hide legitimate signals in background noise,
thereby reducing the probability of communication being
detected [14], [15], [16].

Covert communication has been widely studied in wireless
systems and gradually extended from traditional terrestrial
networks to new application scenarios such as UAV-aided
communication. In [17], the authors investigate the UAV-
aided integrated sensing and communication (ISAC) scenario,
and maximize the minimum achievable communication rate
of ground users by jointly optimizing UAV power alloca-
tion, flight trajectory, and multi-user scheduling under radar
sensing performance and covertness constraints. In [18], the
authors study the UAV-aided bidirectional air-ground covert
communication in low-altitude networks, and maximize the
weighted average covert transmission rate by jointly optimiz-
ing multi-user association, transmit power, and UAV trajectory
under bidirectional covertness constraints. In [19], a multi-user
UAV joint covert and secure communication system based
on channel inversion power control (CIPC) is studied, and
the average effective covert rate is maximized by jointly
optimizing rotor/fixed-wing UAV trajectories, transmit power,
and user scheduling under security and covertness constraints.
In [20], uplink NOMA-based UAV networks are considered,
and multi-user cooperative secure and covert communication
is investigated, maximizing the total secure and covert rate by
jointly optimizing UAV trajectory, kinematic parameters, and
ground user transmit power and beamforming under covertness
and security constraints.

Moreover, covert communication with multiple detectors
has also been investigated. In [21], the authors investigate
covert communication schemes to resist detection by multiple
colluding wardens in a UAV relay-enabled terahertz system,
derive the detection error probabilities corresponding to two
collusion detection strategies, and maximize the system covert
throughput by jointly optimizing transmission power and
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interference power. In [22], a cooperative jamming strategy
for joint covert and secure transmission in untrusted relay
networks is proposed, and the trade-off that more relays
increase secrecy rate but decrease detection error probability
is revealed. In [23], multi-antenna covert communication is
analyzed via a stochastic geometry framework, showing that
maximum covert throughput is independent of jammer density
and power, and centralized systems outperform distributed
ones.

In summary, existing research has laid a solid founda-
tion for covert UAV communication and collusion detec-
tion among multiple detectors. However, there remains room
for further advancement in two aspects: first, most studies
focus on the joint optimization of trajectory, power, and
user scheduling, but generally assume that eavesdroppers are
independent or only a single eavesdropper exists, without
considering collusive behavior among multiple detectors; the
(m,M) collusion model has not yet been introduced into
the context of covert UAV communication, thus failing to
quantitatively characterize how collusion intensity degrades
the performance of covert communication. Second, most
work targets static ground-based communication networks,
neglecting the line-of-sight-dominated air-to-ground channel
and the time-varying channel gain characteristics caused by
UAV mobility; furthermore, many studies rely on ideal noise
assumptions.

This paper investigates the power optimization problem
of UAV-assisted covert communication in a multi-detector
collusion scenario. The core differences and main innovations
compared to existing works are summarized as follows:

• Scenario Construction Innovation: This paper introduces
the classic (m,M) collusion framework into the UAV-
assisted covert communication scenario and further im-
proves the collusion node selection mechanism. Different
from existing studies that adopt random or fixed collusion
strategies, this work selects the m wardens with the
strongest detection capability according to their average
distance to the UAV flight trajectory to form the collusion
group, which constructs a super detector via equal gain
combining (EGC) for joint detection, while the remaining
(M − m)wardens work independently. The proposed
refined collusion model characterizes the worst-case intel-
ligent collusion attack and unifies various typical detec-
tion scenarios, including single-detector detection, fully
independent monitoring, and full collusion, which is more
practical for UAV covert adversarial environments.

• Theoretical Derivation Innovation: Based on the noise
uncertainty model, we derive closed-form expressions for
the optimal detection thresholds of both independent de-
tectors and the super detector, as well as their correspond-
ing minimum total detection error probabilities. These
derivations quantitatively reveal how collusion strength,
UAV position, and transmit power affect the detection
performance at the eavesdropper side, laying a theoretical
foundation for establishing subsequent covert constraints.

• Optimization Method Innovation: We formulate the max-
imization of the average covert transmission rate as
an optimization problem subject to independent-detector

Fig. 1. UAV-aided covert IoT communication network with multiple wardens.

covertness constraints, super-detector covertness con-
straints, and UAV power constraints. Addressing the
complex initial forms of the covertness constraints, we
transform them into standard linear convex constraints
through rigorous algebraic identity transformations based
on physical premises. This approach realizes an equiva-
lent transformation of the original optimization problem,
which is then efficiently solved using the CVX tool.

The rest of this paper is organized as follows. Section II
describes the system model. Section III analyzes the detection
performance of independent detectors and the super-detector.
Section IV formulates and solves the optimization problem.
Section V presents numerical results and analysis. Section VI
concludes the paper.

II. SYSTEM MODEL

A. System Description

As shown in Fig. 1, this paper considers a multi-user covert
communication network based on unmanned aerial vehicles
(UAVs). The network consists of one UAV, K legitimate users,
and M wardens. Both the legitimate users and wardens are
located on the ground. The UAV flies at a fixed altitude H
along a predetermined trajectory from the start point to the
end point, and covertly transmits messages to the legitimate
ground users in sequence during the flight. The M wardens
are distributed in the network, aiming to detect whether
information transmission occurs between the UAV and the
legitimate users.

B. Warden Collusion Model

According to the research in [24], this paper adopts a
collusion model to depict the multi-detector scenario. There
are a total of M wardens in the model, and given the
collusion strength m, the collusion group selects m monitoring
nodes with the strongest detection capability for the UAV.
Specifically, the average distance of each monitoring node
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from the UAV’s flight trajectory is calculated, and the m nodes
with the closest average distance form the collusion group.
Nodes share the received observation information to complete
joint detection with equal gain combining. The remaining
(M − m) monitoring nodes maintain independent detection.
The parameter m is defined as the collusion strength, repre-
senting the number of monitoring nodes participating in the
collusion. Within this collusion group, a super detector wz is
designated to collect the signal energy received by all collusion
detectors. Subsequently, the equal gain combining (EGC)
technique is adopted, and these energy values are linearly
added to determine whether the UAV is in transmission state.
This model has good universality and can describe various
special cases, including single detector, independent detectors,
and complete collusion among all detectors. Physically, the
closer the monitoring node is to the UAV’s trajectory, the
higher the average channel gain, and the stronger the detection
capability. Therefore, the average trajectory distance is used
as the physical criterion for selecting collusion nodes.

C. Channel Model

We use qbk
=
[︁
xbk , ybk

]︁T
to denote the horizontal location

of the k-th legitimate user, and qwj
=
[︁
xwj , ywj

]︁T
to denote

the horizontal location of the j-th independent warden, where
j ∈ {m+1,m+2, . . . ,M}. In the scenario with m colluding
wardens (w1, . . . , wv, . . . , wm, v ∈ {1, 2, . . . ,m}), qwz

=[︁
xwz , ywz

]︁T
denotes the horizontal location of the super

detector, and qa =
[︁
xa, ya

]︁T
denotes the horizontal location

of the UAV. We assume that the UAV flies at a fixed altitude
above the ground, denoted by H , which can be regarded as the
minimum altitude to avoid collisions with ground obstacles.
The flight period and the maximum flight speed of the UAV
are denoted by T and Vmax, respectively. The initial location
of the UAV is denoted by qa,0 =

[︁
xa,0, ya,0

]︁T
, and the final

location is denoted by qa,F =
[︁
xa,F , ya,F

]︁T
.

The UAV is fixed at an altitude that satisfies the line-of-
sight (LoS) link condition. We equally divide the flight period
T into N time slots, i.e., T = Nδt. The duration of each time
slot is set sufficiently small so that the UAV’s position can
be approximately considered constant within each time slot.
Therefore, the coordinate of the UAV can be expressed as
qa(n) =

[︁
xa(n), ya(n)

]︁T
, where n ∈ {1, 2, 3, . . . , N} = N.

The UAV serves users sequentially in order, and we fix the
UAV’s trajectory such that it flies from the starting point to
the endpoint in a straight line.

We denote the transmit power of the UAV at the n-th time
slot by Pa[n], where Pa,max is the peak transmit power and
P̄a,max is the maximum average transmit power.

0 ≤ Pa[n] ≤ Pa,max, ∀n (1a)

1

N

N∑︂
n=1

Pa[n] ≤ P̄a,max (1b)

At the n-th time slot, the channel power gains from the
UAV to the k-th legitimate user, the j-th independent warden,
and the super detector are respectively given by

|ha,bk [n]|
2
=

η0⃦⃦
qa[n]− qbk

⃦⃦2
+H2

(2a)⃓⃓
ha,wj

[n]
⃓⃓2

=
η0⃦⃦⃦

qa[n]− qwj

⃦⃦⃦2
+H2

(2b)

|ha,wz
[n]|2 =

η0⃦⃦
qa[n]− qwz

⃦⃦2
+H2

(2c)

where η0 denotes the channel power gain at the reference
distance of 1 meter.

D. Detection Model at Willie

The detection process at Willie results in a binary hypoth-
esis testing problem. In covert communication, Willie must
determine whether a transmission between the UAV and the
legitimate user has occurred based on his observations. For
the i-th channel use in the n-th time slot, the received signals
at detectors wj and wz are given by

yiwj
[n] =

⎧⎨⎩nwj (i), H0√︃
η0Pa[n]⃦⃦⃦

qa[n]−qwj

⃦⃦⃦2
+H2

x(i) + nwj
(i). H1

(3a)

yiwz
[n] =

⎧⎪⎨⎪⎩
∑︁m

v=1 nwv (i), H0∑︁m
v=1

(︄√︃
η0Pa[n]

∥qa[n]−qwv∥
2
+H2

x(i) + nwv
(i)

)︄
. H1

(3b)

where H0 denotes the null hypothesis that the UAV does
not transmit any signal, and H1 denotes the alternative hy-
pothesis that the UAV transmits a signal. Here, x(i), i =
1, 2, . . . , f denotes the signal transmitted by the UAV, satisfy-
ing E

[︁
|x(i)|2

]︁
= 1, where f is the total number of channel

uses in the n-th time slot. yiwj
[n] denotes the signal received

by the independent detector wj (j ∈ {m+1,m+2, . . . ,M})
at the i-th channel use, and yiwz

[n] denotes the signal received
by the super detector wz at the i-th channel use. nwj

(i) is the
additive white Gaussian noise at detector wj with variance
σ2
wj

, and nwv (i) is the additive white Gaussian noise at
colluding detector wv with variance σ2

wv
.

The detector’s correct detection is to accept the null hypoth-
esis H0 when it is true and reject it when it is false. At the
n-th time slot, the optimal detection rules for wardens wj and
wz are expressed as follows [25]:

⎧⎪⎨⎪⎩
Pwj [n] =

1

f

∑︁f
i=1

⃓⃓⃓
yiwj

[n]
⃓⃓⃓2

≤ τj [n], D0

Pwj [n] =
1

f

∑︁f
i=1

⃓⃓⃓
yiwj

[n]
⃓⃓⃓2

> τj [n]. D1

(4a)

⎧⎪⎨⎪⎩
Pwz

[n] =
1

f

∑︁f
i=1

⃓⃓
yiwz

[n]
⃓⃓2 ≤ τz[n], D0

Pwz
[n] =

1

f

∑︁f
i=1

⃓⃓
yiwz

[n]
⃓⃓2

> τz[n]. D1

(4b)

where Pwj and Pwz are the average power per received
symbol at wj and wz , respectively; f is the number of channel
uses in each time slot; τj [n] and τz[n] are the detection
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thresholds of wj and wz in the n-th time slot, respectively;
and D0 and D1 are the decisions supporting H0 and H1,
respectively. We assume that there are an infinite number of
channel uses in each time slot, i.e., f → ∞.

Since there are an infinite number of channel uses in each
time slot, the optimal detection rules for detectors wj and wz

in the n-th time slot can be reformulated as

P̄wj [n] =

⎧⎨⎩σ2
wj

, H0
η0Pa[n]⃦⃦⃦

qa[n]−qwj

⃦⃦⃦2
+H2

+ σ2
wj

. H1
(5a)

P̄wz
[n] =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
m∑︁

v=1
σ2
wv

, H0(︄
m∑︁

v=1

√︃
η0Pa[n]

∥qa[n]−qwv∥
2
+H2

)︄2

+
m∑︁

v=1
σ2
wv

. H1

(5b)

Furthermore, we consider a noise uncertainty model, where
σ2
wj

and σ2
wv

are random variables with known distributions.
Specifically, the noise at detectors wj and wz follows a log-
uniform distribution. The probability density function (PDF)
of the noise at the j-th independent detector wj is defined as

fσ2
wj
(x) =

{︄
1

2 ln(ρj)x
, if 1

ρj
σ̂2
j ≤ x ≤ ρj σ̂

2
j ,

0, otherwise.
(6)

where ρj denotes the noise uncertainty, and σ̂2
j is the nominal

noise power. ρj1 = 1
ρj
σ̂2
j , ρj2 = ρj σ̂

2
j .

In this work, we assume that the noise samples of all collud-
ing wardens are fully-correlated. Accordingly, the aggregate
noise variance of the super-detector satisfies σ2

z = mσ2
v .

Subject to noise uncertainty, the aggregated noise power
follows a log-uniform distribution, whose probability density
function is given by the following equation.The probability
density function (PDF) of the noise at the super detector wz

is defined as

fσ2
wz

(y) =

{︄
1

2 ln(ρz)y
, if 1

ρz
σ̂2
z ≤ y ≤ ρzσ̂

2
z ,

0, otherwise.
(7)

where ρz denotes the noise uncertainty, and σ̂2
z is the nominal

noise power. Here, σ̂2
z = mσ2

v and σ2
wz

=
∑︁m

v=1 σ
2
v . We also

define ρz1 = 1
ρz
σ̂2
z and ρz2 = ρzσ̂

2
z .

In this work, we denote the false alarm rate and missed
detection rate of the independent detector wj in the n-th time
slot as PFj [n] = Pr{D1|H0} and PMj [n] = Pr{D0|H1},
which can be written as

PFj [n] = Pr
{︂
σ2
wj

≥ τj [n]
}︂

(8)

and

PMj
[n] = Pr

⎧⎪⎨⎪⎩ η0Pa[n]⃦⃦⃦
qa[n]− qwj

⃦⃦⃦2
+H2

+ σ2
wj

≤ τj [n]

⎫⎪⎬⎪⎭ (9)

We denote the false alarm rate and missed detection rate
of the super detector wz in the n-th time slot as PFz

[n] =

Pr{D1|H0} and PMz
[n] = Pr{D0|H1}, which can be written

as

PFz [n] = Pr

{︄
m∑︂

v=1

σ2
wv

≥ τz[n]

}︄
(10)

and

PMz [n] = Pr

{︄(︄
m∑︂

v=1

√︄
η0Pa[n]⃦⃦

qa[n]− qwv

⃦⃦2
+H2

)︄2

+

m∑︂
v=1

σ2
wv

≤ τz[n]

}︄
(11)

Then, the total error rate of the independent detector wj in
the n-th time slot is given by

ξj [n] = PFj
[n] + PMj

[n], ∀n. (12)

The total error rate of the super detector wz in the n-th time
slot is given by

ξz[n] = PFz
[n] + PMz

[n], ∀n. (13)

III. DETECTION PERFORMANCE AT WILLIE’S RECEIVERS

Based on the foregoing analysis, we have derived the total
error rates for the independent detector wj and the super
detector wz . In what follows, we first derive the optimal
detection thresholds τ∗j [n] and τ∗z [n] from Willie’s perspective
to minimize the total error rates ξ∗j [n] and ξ∗z [n]. We then
design the UAV transmit power such that the minimum total
error rates of all independent wardens and the super-detector
satisfy ξ∗j [n] ≥ 1− ε1, ∀j, n and ξ∗z [n] ≥ 1− ε.

A. Detection Performance of Independent Wardens

Based on (8) and (9), the false alarm rate and missed
detection rate of independent detector wj at time slot n are
expressed as

PFj [n] =

⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩
1, τj [n] <

σ̂2
j

ρj
,

φ1[n],
σ̂2
j

ρj
≤ τj [n] ≤ ρj σ̂

2
j ,

0, τj [n] > ρj σ̂
2
j .

(14a)

PMj
[n] =

⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩
0, τj [n] < Qj [n] +

σ̂2
j

ρj
,

φ2[n], Qj [n] +
σ̂2
j

ρj
≤ τj [n] ≤ Qj [n] + ρj σ̂

2
j ,

1, τj [n] > Qj [n] + ρj σ̂
2
j .

(14b)

where Qj [n] =
η0Pa[n]⃦⃦⃦

qa[n]− qwj

⃦⃦⃦2
+H2

, and

φ1[n] =

∫︂ ρj σ̂
2
j

τj [n]

1

2 ln(ρj)x
dx =

1

2 ln(ρj)
ln

(︄
ρj σ̂

2
j

τj [n]

)︄
, (15a)

φ2[n] =

∫︂ τj [n]−Qj [n]

σ̂2
j

ρj

1

2 ln(ρj)x
dx =

ln
(︂

ρj(τj [n]−Qj [n])

σ̂2
j

)︂
2 ln(ρj)

.

(15b)
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The following lemma characterizes the optimal threshold
τ∗j [n] (∀n) that minimizes the total error rate ξj [n] of detector
wj .

Lemma 1: The optimal detection threshold τ∗j [n] minimiz-
ing the total error rate ξj [n] at independent detector wj is

τ∗j [n] = Qj [n] +
σ̂2
j

ρj
. The corresponding minimum total error

rate satisfies

ξ∗j [n] =
1

2 ln(ρj)
ln

⎛⎜⎜⎝ ρj σ̂
2
j

η0Pa[n]⃦⃦⃦
qa[n]−qwj

⃦⃦⃦2
+H2

+
σ̂2
j

ρj

⎞⎟⎟⎠ . (16)

B. Detection Performance of the Super-Detector

According to (10) and (11), the false alarm probability and
missed detection probability of the super-detector wz at time
slot n are given by

PFz [n] =

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
1, τz[n] <

σ̂2
z

ρz
,

φ3[n],
σ̂2
z

ρz
≤ τz[n] ≤ ρzσ̂

2
z ,

0, τz[n] > ρzσ̂
2
z .

(17a)

PMz
[n] =

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
0, τz[n] < Qz[n] +

σ̂2
z

ρz
,

φ4[n], Qz[n] +
σ̂2
z

ρz
≤ τz[n] ≤ Qz[n] + ρzσ̂

2
z ,

1, τz[n] > Qz[n] + ρzσ̂
2
z .

(17b)

where

Qz[n] =

(︄
m∑︂

v=1

√︄
η0Pa[n]⃦⃦

qa[n]− qwv

⃦⃦2
+H2

)︄2

, (18a)

φ3[n] =

∫︂ ρzσ̂
2
z

τz [n]

1

2 ln(ρz)y
dy =

1

2 ln(ρz)
ln

(︃
ρzσ̂

2
z

τz[n]

)︃
, (18b)

φ4[n] =

∫︂ τz [n]−Qz [n]

σ̂2
z

ρz

1

2 ln(ρz)y
dy =

ln
(︂

ρz(τz [n]−Qz [n])
σ̂2
z

)︂
2 ln(ρz)

.

(18c)

In the following lemma, we derive the optimal detection
threshold τ∗z [n], ∀n, that minimizes the total error rate ξz[n]
at the super-detector wz .

Lemma 2: The optimal detection threshold τ∗z [n] minimizing

the total error rate ξz[n] at the super-detector wz is Qz[n]+
σ̂2
z

ρz
.

The corresponding minimum total error rate is

ξ∗z [n] =
1

2 ln(ρz)
ln

⎛⎜⎜⎜⎜⎜⎝
ρzσ̂

2
z(︄∑︁m

v=1

√︃
η0Pa[n]

∥qa[n]−qwv∥
2
+H2

)︄2

+
σ̂2
z

ρz

⎞⎟⎟⎟⎟⎟⎠ .

(19)

IV. PROBLEM FORMULATION AND SOLUTION METHOD

A. Problem Formulation

We aim to maximize the average covert transmission rate
of the system by optimizing the UAV’s transmit power. The
problem is subject to the covertness constraints of ordinary
detectors, the covertness constraint of the super detector, and
the power constraints. Therefore, the optimization problem is
formulated as:

(P1) : max
Pa[n]

R̄ (20a)

ξ∗j [n] ≥ 1− ε1, ∀j, n (20b)

ξ∗z [n] ≥ 1− ε2 (20c)
0 ≤ Pa[n] ≤ Pa,max (20d)

1

N

N∑︂
n=1

Pa[n] ≤ P̄a,max (20e)

where (20b) and (20c) denote the covertness requirements,
while (20d) and (20e) correspond to the peak and average
transmit power constraints of the UAV, respectively.

The instantaneous covert transmission rate from the UAV
to the scheduled legitimate user at time slot n is

R[n] = log2

(︄
1 +

Pa[n] |ha,bkn
[n]|2

σ2
u

)︄
. (21)

Accordingly, the average covert rate over all N time slots is
written as

R̄ =
1

N

N∑︂
n=1

log2

(︄
1 +

Pa[n] |ha,bkn
[n]|2

σ2
u

)︄
. (22)

B. Solution Approach

In the original optimization problem, the covertness con-
straints for independent wardens and the super-warden contain
logarithmic and composite fractional functions. These two
constraints are complicated in their initial mathematical forms,
which renders the problem intractable to be solved directly us-
ing convex optimization tools. In what follows, we handle the
covertness constraints (20b) and (20c) separately to facilitate
the solution of problem (P1).

(a) Covertness constraint for independent wardens (20b):
Substituting the minimal error rate expression (16) into (20b),
we obtain

1

2 ln(ρj)
ln

⎛⎜⎜⎝ ρj σ̂
2
j

η0Pa[n]⃦⃦⃦
qa[n]−qwj

⃦⃦⃦2
+H2

+
σ̂2
j

ρj

⎞⎟⎟⎠ ≥ 1− ε1. (23)

Since ρj > 1, we have 2 ln(ρj) > 0. Multiplying both sides
of (23) by 2 ln(ρj) preserves the inequality direction, yielding

ln

⎛⎜⎜⎝ ρj σ̂
2
j

η0Pa[n]⃦⃦⃦
qa[n]−qwj

⃦⃦⃦2
+H2

+
σ̂2
j

ρj

⎞⎟⎟⎠ ≥ 2(1− ε1) ln(ρj). (24)
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ρjσ
2
j

η0Pa[n]⃦⃦⃦
qa[n]− qwj

⃦⃦⃦2
+H2

+
σ2
j

ρj

≥ e(1−ε1)2 ln(ρj). (25)

ρjσ
2
j ≥ e(1−ε1)2 ln(ρj)

η0Pa[n]⃦⃦⃦
qa[n]− qwj

⃦⃦⃦2
+H2

+ e(1−ε1)2 ln(ρj)
σ2
j

ρj
. (26)

Pa[n]

⎡⎢⎣ e(1−ε1)2 ln(ρj)η0⃦⃦⃦
qa[n]− qwj

⃦⃦⃦2
+H2

⎤⎥⎦ ≤ σ2
j

(︃
ρj −

e(1−ε1)2 ln(ρj)

ρj

)︃
.

(27)
Since the flight trajectory of the UAV is known, the co-

efficient term inside the square bracket in (27) is a strict
constant. At this point, we have transformed the constraint
(20b) into a linear-inequality constraint (27) with respect to
the optimization variable.

(b) Covertness constraint for the super-detector (20c): Sub-
stituting (19) into (20c), we have

1

2 ln(ρz)
ln

⎛⎜⎜⎜⎜⎜⎝
ρzσ̂

2
z(︄

m∑︂
v=1

√︄
η0Pa[n]

∥qa[n]− qwv
∥2 +H2

)︄2

+
σ̂2
z

ρz

⎞⎟⎟⎟⎟⎟⎠
≥ 1− ε2. (28)

Multiplying both sides of the above equation by 2 ln(ρz),
we obtain

ln

⎛⎜⎜⎜⎜⎜⎝
ρzσ̂

2
z(︄∑︁m

v=1

√︃
η0Pa[n]

|qa[n]−qwv |
2
+H2

)︄2

+
σ̂2
z

ρz

⎞⎟⎟⎟⎟⎟⎠ ≥ 2(1−ε2) ln(ρz).

(29)

ρzσ̂
2
z(︄∑︁m

v=1

√︃
η0Pa[n]

∥qa[n]−qwv∥
2
+H2

)︄2

+
σ̂2
z

ρz

≥ e2(1−ε2) ln(ρz).

(30)

ρzσ
2
z ≥ e2(1−ε2) ln(ρz)

⎡⎣(︄ m∑︂
v=1

√︄
η0Pa[n]⃦⃦

qa[n]− qwv

⃦⃦2
+H2

)︄2

+
σ2
z

ρz

]︃
.

(31)

ρzσ
2
z − e2(1−ε2) ln(ρz)

σ2
z

ρz
≥ e2(1−ε2) ln(ρz)

×

(︄
m∑︂

v=1

√︄
η0Pa[n]⃦⃦

qa[n]− qwv

⃦⃦2
+H2

)︄2

.

(32)

σ2
z

(︃
ρz − e2(1−ε2) ln(ρz)

1

ρz

)︃
≥ e2(1−ε2) ln(ρz)

×

(︄
m∑︂

v=1

√︄
η0Pa[n]⃦⃦

qa[n]− qwv

⃦⃦2
+H2

)︄2

. (33)

Since the transmit power Pa[n] is independent of the sum-
mation index v for any time slot n, the common factor

√︁
Pa[n]

can be taken out from the summation symbol. Consequently,
the above secrecy constraint is given by:

Pa[n]

[︄
e2(1−ε2) ln(ρZ)

⎛⎝ m∑︂
v=1

√︄
η0⃦⃦

qa[n]− qwv

⃦⃦2
+H2

⎞⎠2 ]︄

≤ σ2
Z

(︃
ρZ − e2(1−ε2) ln(ρZ)

ρZ

)︃
.

(34)

Up to now, through algebraic identity transformations, we
have equivalently converted the conventional-warden secrecy
constraint (20b) and the super-warden secrecy constraint (20c)
in the original problem into the linear convex constraints (27)
and (34) with respect to the optimization variables, respec-
tively. Following the above-mentioned equivalent transforma-
tions, the original optimization problem (P1) is reformulated
as the following convex problem:

(P2) : max
Pa[n]

R̄ (35a)

s.t. (27), (34), (20d), (20e) (35b)

The convex problem (P2) can be readily solved via standard
convex optimization solvers such as CVX.

V. NUMERICAL RESULTS

In this section, we evaluate the performance of the proposed
power optimization scheme via numerical simulations.

In the simulation scenario, the colluding monitoring nodes
are selected based on the average distance to the flight
trajectory of the unmanned aerial vehicle. The m monitor-
ing nodes with the shortest average distance are selected
to form a colluding group, while the remaining monitoring
nodes operate independently.The UAV flies at a fixed alti-
tude H along a straight trajectory from the starting point
(0, 500)T to the terminal point (1000, 500)T. The entire
flight duration is evenly divided into N = 50 time slots.
The network contains K = 4 legitimate ground users with
horizontal coordinates (200, 400)T, (400, 400)T, (600, 400)T,
and (800, 400)T, respectively. There are M = 7 war-
dens distributed at (100, 600)T, (250, 400)T, (400, 600)T,
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Fig. 2. Impact of covertness requirement ε1 for independent wardens on the
maximum average covert transmission rate.

Fig. 3. Impact of collusion strength m on the maximum average covert
transmission rate.

(550, 400)T, (700, 600)T, (850, 400)T, and (950, 600)T. The
key simulation parameters are summarized as follows: η0 =
−60 dB, H = 100m, P̄a,max = 0.8W, Pa,max = 2W,
T = 50 s, ∆t = 1 s, ρj = 3 dB, ρz = 3 dB.

Fig. 2 plots the maximum average covert rate against the
covertness parameter ε1 under different collusion sizes m.
All curves first rise and then saturate. When ε1 ≤ 0.20,
relaxed covertness constraints enlarge the feasible transmit
power region of the UAV, yielding an approximately linear
rate growth. When ε1 ≥ 0.20, the curves enter the saturation
regime, where the system performance is limited by the aver-
age power constraint and the collusion covertness constraint
ε2 = 0.15. The saturated rate decreases monotonically with
m, which reveals that larger collusion groups bring stronger
combined detection gain, forcing the UAV to lower transmit
power. Notably, for ε1 ∈ [0, 0.1], the curves for m = 3 and
m = 5 lie above the curve for m = 1. This phenomenon arises
because the constraint ε1 is tighter than ε2 in this region; only
a small subset of independent wardens dominate the power
limit, which leaves more power margin for the UAV.

Fig. 4. Impact of UAV flight altitude H on the maximum average covert
transmission rate.

Fig. 3 depicts the maximum average covert rate versus the
number of colluding wardens m. All curves decrease mono-
tonically as m increases, demonstrating that larger collusion
groups severely degrade covert communication performance.
At m = 1, the rate under all three ε2 configurations is around
0.39 bit/s/Hz. When m rises to 7, the rates corresponding
to ε2 = 0.1, 0.15, and 0.2 drop to approximately 0.14,
0.21, and 0.29 bit/s/Hz, respectively. Moreover, the vertical
gaps between curves widen with m, meaning the influence
of ε2 becomes more prominent for larger collusion scales. A
larger ε2 relaxes the detection constraint of colluding wardens,
allowing higher transmit power and thus a higher covert rate.

Fig. 4 illustrates how the maximum average covert rate
varies with UAV altitude H under fixed covertness parameters.
The curve for m = 1 first increases and then decreases,
peaking at H = 95m. At low altitudes, the UAV stays close to
wardens, so strict covertness constraints limit transmit power.
As altitude grows, the channel gains of wardens decay, the
covertness constraints loosen, and the rate rises accordingly.
Further increasing altitude weakens the legitimate user chan-
nels, leading to rate degradation. In contrast, curves for m = 3
and m = 7 show a global monotonic decline. The collusion
constraints suppress the UAV power close to the average power
limit even at low altitudes. For sufficiently high altitudes
(H > 150m), the curves of m = 1 and m = 3 converge.
At such altitudes, covertness constraints are nearly inactive,
the system is bounded solely by the average power budget,
and the impact of collusion strength vanishes.

Fig. 5 shows the optimal UAV transmit power Pa[n] across
time slots under different collusion intensities m. All curves
present a U-shaped profile. In the middle time slots, the UAV
reaches the horizontal position closest to wardens, leading to
the strictest covertness constraints and the minimum transmit
power. At the initial and final time slots, the UAV is far
from wardens, constraints are relaxed, and power approaches
the average power ceiling. Larger m shifts the entire curve
downward, since more colluding wardens enhance the com-
bined detection capability of the super-detector and shrink the
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Fig. 5. Optimal UAV transmit power Pa[n] versus time slot index n.

Fig. 6. Impact of maximum average transmit power Pa,max on the maximum
average covert transmission rate.

feasible power range for the UAV.
Fig. 6 plots the maximum average covert rate against the

average power limit P a,max with fixed collusion strength
m = 3 and identical covertness thresholds ε1 = ε2. The three
curves correspond to flight altitudes H = 50m, H = 100m,
and H = 150m. Each curve first rises and then saturates.
When P a,max is small, the rate grows linearly with the power
budget. Once P a,max exceeds a threshold, the curve plateaus,
where the covertness constraints instead of the average power
become the dominant bottleneck. Saturation occurs earlier
at lower altitudes, as the UAV is closer to wardens and
faces tighter covertness limits. Nevertheless, low-altitude flight
improves the channel gain of legitimate users. Consequently,
the saturated rate at H = 50m is slightly higher than that
at H = 150m, which verifies that properly reducing flight
altitude can boost the covert transmission performance of the
network.

Fig. 7 depicts the curves of the maximum average covert
transmission rate versus the noise-uncertainty factor ρ (ρj =
ρz = ρ) under different collusion intensity m. It can be
observed that as ρ increases, the covert rate rises monoton-

Fig. 7. Impact of noise-uncertainty factor ρ on the maximum average covert
transmission rate of the system.

Fig. 8. Impact of different collusion models (m,M) on the maximum average
covert transmission rate of the system.

ically and gradually levels off. This is because a larger ρ
makes it harder for wardens to distinguish background noise
from the UAV-transmitted signal, which relaxes the covertness
constraint and enables the UAV to increase its transmit power.
Nevertheless, when ρ becomes sufficiently large, the system is
constrained by the upper limit on the average transmit power
of the UAV, and the covert rate stops increasing.

Fig. 8 illustrates the variation of the maximum average
covert transmission rate with the noise-uncertainty factor ρ
under different collusion model combinations. It can be ob-
served that for the same noise-uncertainty level, expanding
the network scale M leads to a remarkable overall downward
shift of the achievable covert rate curves. This indicates that a
larger warden network not only increases the local detection
probability, but also suppresses the dynamic power adjustment
space of the UAV through denser spatial coverage, which
significantly reduces the upper bound of the system’s overall
covert capacity.
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VI. CONCLUSION

This paper investigates the power-control problem for
UAV-aided multi-user covert IoT communications in the pres-
ence of colluding wardens. An (m,M) collusion model is
adopted to characterize the scenario where a subset of wardens
share their observations and form a virtual super-warden
via equal-gain combining. Under the condition of noise un-
certainty, the optimal energy-detection thresholds and the
minimum total detection error probabilities for independent
wardens and colluding wardens are derived, respectively. With
a fixed UAV trajectory, the covertness constraints are further
equivalently transformed, and a convex optimization problem
for maximizing the average covert transmission rate is formu-
lated. Numerical results reveal that warden collusion greatly
shrinks the feasible transmit-power region and degrades the
achievable covert rate. Meanwhile, the UAV flight altitude
and average-power budget affect the covert communication
performance through different limiting regimes. Future work
can extend this model to the joint optimization of UAV trajec-
tory and transmit power, or consider imperfect conditions with
uncertain information on wardens’ locations and collusion
behaviors.

Furthermore, it should be specially pointed out that the sys-
tem model in this paper is built upon the assumption of an ideal
line-of-sight (LoS) air-ground channel, so as to focus on the
core mathematical mechanism of power allocation under the
multi-warden collusion scheme. Nevertheless, in practical IoT
deployment scenarios in urban and suburban areas, the high
mobility of UAVs makes the communication links between
UAVs and ground nodes inevitably suffer from severe impacts
of building occlusion, vegetation scattering and multipath
effects. Such complex channel fading and shadowing effects
impose remarkable influences on the covert-communication
performance of the system. On the one hand, multipath
fading causes random fluctuations in signal amplitude, which
degrades the received signal-to-noise ratio at legitimate users
and thus reduces the instantaneous effective transmission rate.
On the other hand, from the perspective of physical-layer
security, the channel-state uncertainty introduced by fading is
deeply coupled with the noise uncertainty in the background
environment. For the super-warden, this multiplicative fading
disturbance greatly increases the difficulty of binary hypothesis
testing. It becomes extremely difficult for the detector to
distinguish whether the sharp fluctuation of received energy
stems from natural fluctuations of background noise, weak
signals transmitted by the UAV, or energy nulling caused by
deep channel fading. This objectively raises the false-alarm
and missed-detection probabilities of the super-warden, which
provides natural physical-layer concealment for the UAV to a
certain extent and relaxes the absolute covertness boundary of
the system.

Therefore, investigating UAV covert power control in com-
plex fading-channel environments is a promising research
direction with considerable theoretical and engineering sig-
nificance. Specifically, the optimization framework proposed
in this paper can be extended to more general channel models
such as Rician fading or probabilistic LoS/NLoS hybrid chan-

nels. In terms of mathematical modeling, since instantaneous
channel state information is unavailable in practice, the ex-
isting deterministic covertness constraints should be replaced
by statistical covertness outage-probability constraints, and
the optimization objective can be updated to maximize the
ergodic covert transmission rate of the system. From the
algorithm-solving perspective, because expectation operators
involving complex random variables are introduced, future
research can adopt advanced mathematical tools including
stochastic optimization and chance-constrained programming
to further develop the existing equivalent convexification
framework, so as to improve the practical engineering value
of the theoretical model in non-ideal heterogeneous network
environments.

APPENDIX A
PROOF OF LEMMA 1

According to (14a) and (14b), the total error probability
ξj [n] of independent warden wj at time slot n is expressed as

ξj [n] =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1, τj [n] <
σ̂2
j

ρj
,

φ1[n],
σ̂2
j

ρj
≤ τj [n] < Qj [n] +

σ̂2
j

ρj
,

φ1[n] + φ2[n], Qj [n] +
σ̂2
j

ρj
≤ τj [n] ≤ ρj σ̂

2
j ,

φ2[n], ρj σ̂
2
j < τj [n] ≤ Qj [n] + ρj σ̂

2
j ,

1, τj [n] > Qj [n] + ρj σ̂
2
j .

(36)
where

φ1[n] + φ2[n] =
1

2 ln(ρj)
ln

(︄
ρ2j −

ρ2jQj [n]

τj [n]

)︄
. (37)

Clearly, ξj [n] = 1 attains its maximum value when τj [n] <
σ̂2
j

ρj
or τj [n] > Qj [n] + ρj σ̂

2
j . For

σ̂2
j

ρj
≤ τj [n] < Qj [n] +

σ̂2
j

ρj
, ξj [n] decreases monotonically with τj [n]. For Qj [n] +

σ̂2
j

ρj
≤ τj [n] ≤ ρj σ̂

2
j and ρj σ̂

2
j < τj [n] ≤ Qj [n] + ρj σ̂

2
j , ξj [n]

increases monotonically with τj [n]. It can be readily verified
that ξj [n] is continuous with respect to τj [n] over the entire
domain. Hence, the optimal detection threshold minimizing
ξj [n] is τ∗j [n] = Qj [n]+

σ̂2
j

ρj
. Substituting this threshold yields

the minimal total error probability

ξ∗j [n] =
1

2 ln(ρj)
ln

⎛⎝ ρj σ̂
2
j

Qj [n] +
σ̂2
j

ρj

⎞⎠ . (38)

This completes the proof of Lemma 1.
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APPENDIX B
PROOF OF LEMMA 2

According to (17a) and (17b), the total error probability
ξz[n] of the super-detector wz at time slot n is given by

ξz[n] =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1, τz[n] <
σ̂2
z

ρz
,

φ3[n],
σ̂2
z

ρz
≤ τz[n] < Qz[n] +

σ̂2
z

ρz
,

φ3[n] + φ4[n], Qz[n] +
σ̂2
z

ρz
≤ τz[n] ≤ ρzσ̂

2
z ,

φ4[n], ρzσ̂
2
z < τz[n] ≤ Qz[n] + ρzσ̂

2
z ,

1, τz[n] > Qz[n] + ρzσ̂
2
z .

(39)
where

φ3[n] + φ4[n] =
1

2 ln(ρz)
ln

(︃
ρ2z −

ρ2zQz[n]

τz[n]

)︃
. (40)

Obviously, ξz[n] = 1 is the maximum value when τz[n] <
σ̂2
z

ρz
or τz[n] > Qz[n]+ρzσ̂

2
z . When σ̂2

z

ρz
≤ τz[n] < Qz[n]+

σ̂2
z

ρz
,

ξz[n] decreases monotonically with τz[n]. When Qz[n] +
σ̂2
z

ρz
≤ τz[n] ≤ ρzσ̂

2
z and ρzσ̂

2
z < τz[n] ≤ Qz[n] + ρzσ̂

2
z ,

ξz[n] increases monotonically with τz[n]. We can easily
confirm that ξz[n] is a continuous function of τz[n] across
all intervals. Accordingly, the optimal detection threshold is
τ∗z [n] = Qz[n] +

σ̂2
z

ρz
, and the corresponding minimal total

error probability is

ξ∗z [n] =
1

2 ln(ρz)
ln

(︄
ρzσ̂

2
z

Qz[n] +
σ̂2
z

ρz

)︄
. (41)

This completes the proof of Lemma 2.
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