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Satellite Internet is emerging as a critical infrastructure for global connectivity and future 6G networks, but its openness,
mobility, predictable topology, and space-ground integration introduce security risks beyond those of terrestrial networks. This
survey presents a four-space security taxonomy for Satellite Internet, covering physical entity space, electromagnetic signal space,
network information space, and system service space. We further analyze cross-space attack chains in which threats propagate
among electromagnetic, cyber, physical, and service domains. Based on this framework, we review ten key defense technologies,
including space situational awareness, RF-fingerprinting-enabled signal authenticity authentication, illegal terminal detection and
localization, secure space routing, resilient network construction, onboard system security, trusted onboard storage and computing,
satellite quantum key distribution, AI security, and cross-space collaborative threat perception and defense. Finally, we discuss open
challenges and future directions for each technology, aiming to support the development of integrated, intelligent, and resilient
Satellite Internet security architectures.

Index Terms—Satellite Internet, electromagnetic security, RF fingerprinting, onboard trusted computing, cross-space attack.

I. INTRODUCTION

SATELLITE Internet is becoming an essential infrastruc-
ture for global broadband connectivity and future ubiqui-

tous communication services. Unlike terrestrial cellular net-
works, which are constrained by base-station deployment,
geographical coverage, and economic cost, Satellite Internet
can provide wide-area access over oceans, deserts, mountains,
border regions, polar areas, airborne platforms, and other un-
derserved locations. This makes Satellite Internet a key enabler
for emergency communications, maritime networking, aviation
connectivity, military operations, remote sensing, Internet of
Things (IoT), autonomous systems, and future sixth-generation
(6G) networks. The 3rd Generation Partnership Project (3GPP)
has also incorporated non-terrestrial networks (NTNs) into
the 5G evolution, including NR over NTN and IoT over
NTN in Release 17, which indicates that satellite access is
becoming part of the mainstream cellular ecosystem rather
than a separated niche infrastructure [1]–[3].

The rapid deployment of low Earth orbit (LEO) constel-
lations has reshaped the satellite communication ecosystem.
Compared with traditional geostationary Earth orbit (GEO)
satellite communication systems, LEO satellite networks can
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provide lower propagation delay, denser spatial coverage,
higher frequency reuse, and more flexible service provision-
ing; these performance characteristics are discussed in LEO
constellation and New Space communication surveys [4]–
[6]. Modern Satellite Internet systems are also evolving from
simple bent-pipe relays into integrated space information net-
works that support routing, computing, storage, and intelligent
decision-making. ISL-driven routing and topology dynamics
are specifically treated in LEO routing and space-network
studies [7]–[9], while multi-beam payloads and satellite–
terrestrial architectures motivate the use of phased-array, re-
generative, and software-defined functions [10]–[12].

However, this evolution also introduces severe security
risks. Satellite Internet differs fundamentally from terrestrial
networks in terms of openness, mobility, topology, resource
constraints, and attack exposure. The openness and boundary-
blurring features of satellite Internet are highlighted in recent
satellite-security studies [13], [14]. The mobility and handover
behavior of LEO access links are treated in LEO access
and handover surveys [15]. The predictable nature of orbital
motion and the resulting network-topology dynamics are ex-
amined in orbital-mechanics and LEO-networking work [9],
[16], [17]. Finally, the difficulty of in-orbit maintenance and
the need for lifecycle cybersecurity are directly addressed in
commercial satellite cybersecurity and space-system security
guidance [18], [19].

Existing studies provide important but partial views of this
problem. Secure-routing surveys discuss route authentication,
trust evaluation, and routing resilience in satellite networks
[7], [20]. Space-information-network security work reviews
routing anomalies and anomaly detection [21], [22], while
satellite-communication security surveys emphasize attacks
such as jamming, spoofing, interception, and intrusion [13].
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Nevertheless, the security of Satellite Internet should not be
viewed only as a conventional communication or networking
problem. It is a complex cross-domain security problem in-
volving physical space, electromagnetic signal space, network
information space, and system service space. An attack may
begin from one space and propagate to another. For example,
forged satellite signals in the electromagnetic space may
induce terminals to access a fake satellite, which then enables
network-layer denial of service (DoS), illegal traffic inter-
ception, or service-layer information theft. Similarly, network
intrusion into a satellite control or management system may
lead to malicious command injection, resulting in physical
damage through orbit or attitude manipulation.

A. Motivation

The motivation of this survey is fourfold. First, Satellite
Internet security lacks a unified taxonomy that captures its
multi-space nature. Existing classifications often focus sepa-
rately on physical attacks, signal attacks, network attacks, or
system attacks. Such isolated views fail to reveal the coupling
among different security domains. Second, cross-space attack
chains are becoming increasingly important. The combina-
tion of electromagnetic exposure, network openness, onboard
intelligence, and physical orbital assets creates new attack
paths that cannot be fully understood using traditional Inter-
net security models. Third, future Satellite Internet defense
requires integrated security design. Mechanisms such as signal
authentication, secure routing, onboard trusted computing, AI
security, and space situational awareness should not operate
independently. They need to be coordinated under a unified
space-ground integrated and cross-space collaborative defense
architecture. Fourth, the emergence of software-defined satel-
lites and onboard AI means that security should cover not
only confidentiality, integrity, and availability, but also model
trustworthiness, computation verifiability, autonomous deci-
sion safety, and service continuity.

B. Contributions of This Survey

The main contributions of this article are summarized as
follows.

• We propose a four-space security taxonomy that classifies
Satellite Internet security threats into physical entity
space, electromagnetic signal space, network information
space, and system service space.

• We analyze how threats propagate across spaces and
identify typical attack chains, including electromagnetic-
to-network, electromagnetic-to-physical, network-to-
physical, network-to-service, and physical-to-network
attacks.

• We survey key enabling technologies for Satellite Internet
security, covering space situational awareness, signal au-
thenticity authentication, illegal terminal detection, secure
routing, resilient networking, onboard system security,
trusted computing, satellite quantum key distribution
(QKD), AI security, and cross-space collaborative de-
fense.

• We identify open challenges and future research direc-
tions, including physical-layer trust anchors, dynamic
topology-aware defense, resource-constrained security,
cross-space attack modeling, trustworthy onboard AI, and
realistic security testbeds.

C. Organization of the Article
The remainder of this article is organized as follows. Sec-

tion II introduces the architecture, trends, and security char-
acteristics of Satellite Internet. Section III presents the four-
space threat taxonomy. Section IV analyzes cross-space attack
chains and threat propagation mechanisms. Section V reviews
key defense technologies. Section VI discusses security design
principles. Section VII identifies open challenges and future
research directions. Section VIII concludes this article.

D. Positioning With Respect to Existing Surveys
Recent surveys on satellite Internet security have evolved

from traditional SATCOM architectures toward integrated
5G/6G non-terrestrial networking, secure communications, and
cyber resilience. Early studies mainly focused on satellite com-
munication infrastructures, authentication mechanisms, and
wireless security vulnerabilities, particularly in SATCOM and
global navigation satellite system (GNSS) [23], [24]. With
the rise of LEO mega-constellations and NTN-enabled 6G
networks, later surveys further investigated satellite–terrestrial
convergence, integrated architectures such as space-air-ground
integrated networks (SAGIN) and space-air-ground-sea inte-
grated networks (SAGSIN), and the security challenges of
large-scale heterogeneous networks [25], [26].

In parallel, security-oriented research has evolved from
classical communication threats toward comprehensive pro-
tection frameworks for satellite Internet systems. Early stud-
ies focused on eavesdropping, spoofing, jamming, replay
attacks, and route hijacking in satellite and GNSS com-
munications [23], [27]. Subsequent surveys categorized se-
curity mechanisms into cryptography-based and physical-
layer approaches, covering authentication, anti-jamming, anti-
spoofing, secure routing, and QKD [20], [21], [27], [28]. More
recent works further explored lightweight authentication, AI-
driven security, blockchain-based trust management, quantum-
resistant cryptography, and resilience against real-world cyber
incidents in commercial LEO satellite systems [13], [26], [29],
[30].

These works provide an important foundation, but they
often remain layer-specific or technology-specific. For exam-
ple, routing surveys concentrate on network-layer path selec-
tion, while satellite communication security surveys frequently
organize attacks according to the confidentiality–integrity–
availability triad. Such classifications are useful but insufficient
for Satellite Internet, where attacks may move from the elec-
tromagnetic channel into the network, from network control
into physical orbit, or from service-layer model compromise
into unsafe autonomous decisions. The present survey is
positioned as a cross-space systematization: it does not replace
existing surveys on routing, physical-layer security, or space-
system engineering; instead, it integrates them into a broader
threat-propagation view.
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Table I summarizes the relationship between this survey and
representative prior work. The key distinction is that this article
emphasizes four-space threat taxonomy, cross-space attack
chains, and defense technologies that jointly cover physical,
electromagnetic, network, and service dimensions.

This survey builds upon three research directions. First,
studies on satellite Internet architectures, NTN integration,
and SAGSIN provide the networking background for un-
derstanding satellite–terrestrial convergence and LEO-enabled
5G/6G connectivity [3], [25], [26]. Second, surveys on satellite
communication security cover authentication, cryptographic
protection, physical-layer security, and communication threats
such as spoofing, jamming, eavesdropping, and secure rout-
ing [24], [27]–[29]. Third, recent works on LEO resilience,
AI-assisted defense, blockchain-based trust management, and
real-world cyber incidents offer insights into emerging security
challenges in next-generation satellite Internet systems [29],
[30].

II. SATELLITE INTERNET: ARCHITECTURE, TRENDS, AND
SECURITY CHARACTERISTICS

A. Concept and Architecture of Satellite Internet

Satellite Internet refers to an integrated network infras-
tructure that uses communication satellites, ground stations,
inter-satellite links, satellite gateways, and user terminals to
provide Internet access and information services [13], [31]. It
may involve satellites in different orbital regimes, including
LEO, medium Earth orbit (MEO), GEO, and even deep-space
nodes. The orbital basis of these systems follows classical
astrodynamics, while early LEO studies already showed that
time-varying satellite motion makes connectivity and routing
fundamentally different from terrestrial networking.

The architectural view adopted here is consistent with
classic satellite-network surveys, New-Space communication
surveys, constellation-comparison studies, and recent LEO
networking analyses.

Fig. 1 presents a layered space–air–ground view of Satellite
Internet. Instead of showing only abstract functional blocks,
the figure emphasizes the end-to-end operational chain span-
ning HEO, MEO, LEO, near space, air space, the ground
network, and user terminals. In the space domain, the archi-
tecture includes navigation systems such as GPS and BDS-
3/GLONASS/Galileo, as well as remote-sensing, communica-
tion, meteorological, space-situational-awareness, and space-
science satellites. It also highlights mobile gateway satellites
and inter-satellite links, which together support backhaul con-
nectivity and cross-layer coordination [4], [5].

Below the orbital layers, the architecture further incorpo-
rates near-space and aerial platforms, including high-altitude
platforms, manned aircraft, and UAVs, which extend coverage
for aeronautical, maritime, emergency, and other mobile ser-
vices. On the ground, TT&C stations, terrestrial 5G/6G access,
WiFi/WiMAX systems, core routers and switches, and portable
or mobile terminals form the communication and access
infrastructure. The service and management side includes the
satellite management and control center, satellite control cen-
ter, mission data processing center, and cloud computing data

center, while the user layer covers IoT devices, smart termi-
nals, SCADA/industrial-control systems, and surveillance and
monitoring applications. This representation makes explicit
that Satellite Internet is a heterogeneous multi-layer system in
which communication, control, sensing, processing, and user
services are tightly coupled across space and ground [6], [17].

B. Evolution Toward Space-Air-Ground-Sea Integrated Net-
works

Future 6G networks are expected to integrate terres-
trial, aerial, maritime, and satellite communication infrastruc-
tures [1], [2]. Satellite Internet will play an important role
in extending coverage to remote or mobile scenarios where
terrestrial base stations are unavailable or economically inef-
ficient. In this context, NTN is an umbrella term for network
segments that use satellites, high-altitude platforms, or other
non-terrestrial nodes as access nodes or relay nodes [3], [32].
The convergence of satellite networks and terrestrial mobile
networks means that authentication, mobility management,
session continuity, lawful access, roaming, and security policy
enforcement must be redesigned for highly dynamic multi-
domain environments [33]. This evolution introduces global
seamless coverage, low-latency broadband access through
LEO constellations, integration of satellite and terrestrial
routing, software-defined payloads, onboard computing and
storage, intelligent resource scheduling, and support for mobile
terminals such as aircraft, ships, vehicles, and UAVs. At the
same time, it blurs traditional network boundaries. Satellite
Internet is no longer an isolated space communication system;
it becomes part of the global Internet infrastructure. Therefore,
vulnerabilities in one segment may affect other segments. For
instance, a vulnerability in a ground gateway may expose
satellite control or service traffic, while compromised termi-
nals may become entry points for attacks against constellation
management infrastructure [32], [34], [35].

C. Development Trends of LEO Satellite Internet

The development of LEO Satellite Internet shows several
major trends.

Large-scale constellation deployment: Modern LEO net-
works rely on hundreds or thousands of satellites to pro-
vide continuous global coverage, as discussed in constellation
comparison and LEO networking surveys [36]. Large-scale
deployment improves coverage and capacity, but also increases
the complexity of orbital safety, routing, security monitoring,
interference coordination, and constellation lifecycle manage-
ment [37], [38].

Lower orbital altitude and reduced latency: Compared with
GEO satellites, LEO satellites operate at much lower altitudes,
significantly reducing propagation delay, which has motivated
low-latency routing and topology-design studies [9]. This
makes LEO Satellite Internet more suitable for interactive
services, broadband access, remote control, time-sensitive in-
dustrial applications, and integrated 5G/6G services.

Increased single-satellite capacity: Advanced payloads,
phased-array antennas, high-throughput satellite technologies,
and optical ISLs improve single-satellite capacity and network



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 6, ISSUE 3, SEPTEMBER 2026 147

TABLE I
POSITIONING OF THIS SURVEY WITH RESPECT TO REPRESENTATIVE SATELLITE INTERNET SECURITY SURVEYS

Literature Category Representative Focus Typical Strength Limitation for Satellite Internet Security

Satellite Internet and
integrated-network
surveys

Satellite Internet
architecture, NTN
evolution, LEO
constellations, and
space–air–ground–sea
integrated networking
[25], [26].

Provide comprehensive architectural
background and clarify the role of satellite
networks in future 5G/6G ecosystems.

Security is usually discussed at a high level
and lacks systematic analysis of attack
surfaces and defense mechanisms.

Authentication and
secure communication
surveys

Authentication protocols,
access control,
cryptographic protection,
physical-layer security,
anti-spoofing, and
quantum-assisted secure
communications [24],
[28], [29].

Offer detailed classifications of authentication
and secure transmission technologies tailored
to satellite communication environments.

Mainly focus on communication
confidentiality and identity verification, with
limited consideration of system-level and
cross-layer security threats.

Satellite communication
security surveys

Jamming, spoofing,
eavesdropping, routing
attacks, malware threats,
physical-layer attacks,
and corresponding
countermeasures in
SATCOM systems [13],
[27], [30].

Provide comprehensive surveys of security
threats and defense technologies across
different communication layers.

Threats are typically analyzed independently
and lack a unified perspective on attack
propagation across heterogeneous satellite
Internet components.

Application-oriented
and resilience studies

Security analysis of
satellite-enabled services,
operational cyber risks,
reliability enhancement,
intelligent defense, and
resilience of large-scale
LEO systems [13], [23],
[26].

Highlight practical attack scenarios, emerging
cyber incidents, and resilience challenges in
commercial satellite deployments.

Focus on specific applications or operational
issues rather than establishing a general
security taxonomy for Satellite Internet.

This survey Four-space taxonomy,
cross-space attack chains,
and integrated defense
technologies.

Connects physical, electromagnetic, network,
and service-space security.

Requires future refinement with larger
empirical datasets and testbeds.

throughput [39]. However, higher capacity also increases the
potential impact of a single node compromise or failure.

Deep integration with terrestrial networks: Satellite Internet
is increasingly integrated with terrestrial mobile networks,
cloud infrastructure, and edge computing systems, a trend
reflected in 3GPP NTN work and 6G NTN surveys. This
integration improves service continuity but also creates new
attack surfaces at the satellite–terrestrial interface [40].

Software-defined and intelligent satellites: Software-defined
payloads and onboard intelligence enable flexible reconfigura-
tion, adaptive routing, and autonomous resource management,
but software-defined satellite-networking surveys show that
programmability also expands the security responsibility of the
control plane. They also introduce software vulnerabilities, AI
model security risks, and trusted execution challenges [15],
[41].

D. Security-Critical Interfaces in Satellite Internet

From a security perspective, the most important char-
acteristic of Satellite Internet is not only that it contains
satellites, but that it contains many interfaces with different
trust assumptions [13]. The satellite–user interface is exposed
to wide-area radio frequency (RF) threats and is the first
point where access trust must be established, as satellite
communication security surveys repeatedly identify jamming,

spoofing, and interception as primary link-layer risks. The
satellite–gateway interface carries user traffic and control-
plane messages and is a high-value target for interception,
jamming, or traffic manipulation. The inter-satellite interface
supports constellation-level routing and is essential for global
service continuity, yet it may be affected by pointing er-
rors, optical-link disruption, or compromised routing state.
The ground-control interface carries TT&C commands and
therefore has direct physical safety implications, which is why
commercial satellite cybersecurity guidance treats operations
networks and control channels as high-value assets [18], [19].
The cloud/service interface connects satellite infrastructure to
terrestrial applications, data centers, and enterprise networks,
making it vulnerable to conventional Internet threats.

These interfaces have heterogeneous security requirements.
The satellite–user interface requires lightweight authentication,
anti-jamming, anti-spoofing, and illegal terminal detection.
The gateway interface requires secure tunneling, traffic in-
spection, gateway hardening, and route validation [42], [43].
The ISL interface requires secure neighbor discovery, link-
state authentication, and distributed routing trust. The TT&C
interface requires the strongest command authentication, sep-
aration of duties, key protection, and anomaly detection. The
cloud/service interface requires policy-based access control,
data protection, and service-level monitoring. A Satellite In-
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Fig. 1. Space–air–ground Satellite Internet architecture.

ternet security architecture should therefore be interface-aware
rather than only node-aware [44], [45].

E. Threat Assumptions and Adversary Capabilities

A survey-level security model should distinguish differ-
ent adversary capabilities [46]. A passive RF adversary can
eavesdrop on downlink or uplink signals and perform traffic
analysis, as demonstrated by satellite-broadband privacy and
infrastructure-security studies. An active RF adversary can
jam, replay, or spoof signals. A terminal-level adversary may
obtain physical access to user terminals and attempt firmware
extraction, fault injection, or credential theft, as illustrated by
public Starlink terminal security evaluation work [47], [48].
A network-level adversary may compromise gateways, routing
nodes, or management systems. A service-level adversary may
poison data, replace AI models, or manipulate computation
results. A physical-space adversary may maneuver nearby
satellites, damage ground stations, or exploit orbital debris
risks [49].

These adversaries differ in cost, visibility, and potential
impact. Passive RF eavesdropping may be relatively low-cost
but limited by encryption. Signal spoofing requires waveform
knowledge and timing control. Terminal compromise requires
physical access or supply-chain access, but it may provide
a practical bridge to higher-layer networks [50]. Gateway or

control-center compromise is high-impact because it can affect
many users or satellites. Physical attacks are expensive but
may cause irreversible damage. Cross-space security analysis
is needed because an adversary with limited capability in
one space may amplify impact by exploiting dependencies in
another space [51], [52].

F. Unique Security Characteristics

Satellite Internet has several characteristics that distin-
guish it from terrestrial networks, including the openness,
mobility, predictability, and space–ground coupling empha-
sized in satellite-Internet security surveys [14], [22]. First,
satellite access is globally open and may cross national or
regional boundaries. Terminals can access satellite networks
from remote, maritime, airborne, or border regions. Second,
Satellite Internet may provide open access to Internet in-
formation and complicate traditional information governance
mechanisms [53]. Third, both satellites and terminals may
move rapidly, leading to frequent handovers and dynamic
links. Fourth, friendly, neutral, and adversarial space networks
may coexist in dense orbital regions, increasing the risks of
interference, reconnaissance, and strategic confrontation [5],
[16]. Fifth, satellite motion follows orbital mechanics and
is thus predictable; this property benefits routing but also
allows adversaries to anticipate future connectivity windows.
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Predictability helps route planning and link scheduling, but it
also enables adversaries to forecast link availability, identify
high-value relay nodes, and plan targeted disruptions. Table II
compares the security characteristics of terrestrial Internet and
Satellite Internet.

These characteristics are also highlighted in space-
information-network and Satellite Internet security surveys as
well as LEO cybersecurity assessments [9], [38].

III. A FOUR-SPACE SECURITY TAXONOMY FOR
SATELLITE INTERNET

Traditional cybersecurity taxonomies are insufficient for
Satellite Internet because they usually focus on network-
layer threats while underemphasizing electromagnetic expo-
sure, physical orbital assets, and onboard service intelligence.
To address this limitation, we classify Satellite Internet threats
into four spaces: physical entity space, electromagnetic signal
space, network information space, and system service space.
This taxonomy reflects the fact that Satellite Internet is not
merely a communication network but a space–ground inte-
grated cyber–physical–electromagnetic system. Table III sum-
marizes the threat objects, representative threats, and security
goals in each space.

A. Physical Entity Space Security

Physical entity space refers to the physical assets and orbital
environment of Satellite Internet, including satellites, ground
stations, user terminals, launch systems, space debris, and
orbital resources [16], [50]. Its security is the foundation of all
other spaces because the destruction or degradation of phys-
ical assets directly affects electromagnetic coverage, network
connectivity, and service availability. The main threats include
space debris collision, intentional or accidental close approach,
malicious maneuvering, anti-satellite weapons, physical de-
struction of ground stations, and space environmental hazards
such as radiation and solar storms. As LEO constellations
grow, the density of objects in orbital shells increases, and
the probability of conjunction events becomes a long-term
operational concern [54]–[56]. Ground gateways and TT&C
facilities are also high-value physical targets because they
are the primary interfaces between terrestrial operators and
space assets. If a gateway is physically destroyed or disabled,
routing, telemetry, service access, and emergency control may
be disrupted simultaneously [57], [58].

Physical entity space security therefore requires space sit-
uational awareness (SSA), collision avoidance, physical pro-
tection of ground facilities, resilient constellation design, and
secure lifecycle management. Importantly, physical security
cannot be separated from cyber security. A cyber intrusion
into a control system may trigger unsafe maneuvers, while
physical destruction of a key node may induce network-layer
cascading failures [19].

B. Electromagnetic Signal Space Security

Electromagnetic signal space refers to the wireless signal
environment in which satellite communication, navigation,

telemetry, and control signals are transmitted [59], [60]. This
space is one of the most distinctive and vulnerable domains of
Satellite Internet. Because satellite beams cover large regions
and satellite links rely on open radio-frequency channels, ad-
versaries may intercept, jam, spoof, replay, or analyze signals
without physically accessing infrastructure.

Signal jamming is a direct availability attack. It may be
broadband, narrowband, reactive, beam-targeted, or protocol-
aware. Signal spoofing is often more subtle because it aims to
deceive receivers rather than simply deny service [61], [62].
In navigation systems, spoofing can induce false positions;
in satellite access networks, forged access signals may trick
terminals into connecting to malicious infrastructure. Replay
attacks record legitimate signals and retransmit them later or
at another location. Interception and traffic analysis threaten
confidentiality and privacy, especially when downlink beams
cover large geographical regions.

Signal authenticity is therefore a fundamental security prob-
lem. If a terminal cannot verify that the received signal
originates from a legitimate satellite, upper-layer security
mechanisms may be built on a false trust anchor. Cryp-
tographic authentication, navigation message authentication,
beam-domain verification, and physical-layer authentication
can provide complementary protection [63], [64]. Galileo
OSNMA, for instance, represents a major step toward open-
service navigation message authentication, although replay-
resilience and time-synchronization assumptions still require
careful analysis.

The electromagnetic-space taxonomy is anchored in the
GNSS security literature, where early work defined spoofing
threat models and analyzed receiver requirements for civil anti-
spoofing. Civilian spoofing demonstrations and portable spoof-
ing platforms showed that signal-level deception can be prac-
tical rather than merely theoretical. Receiver-side detection
methods then explored signal-quality monitoring, vestigial-
signal analysis, and correlation-domain evidence. UAV and
drone demonstrations revealed the physical consequences of
electromagnetic deception in mobile platforms. Multipath,
receiver-autonomous integrity, and GNSS security surveys
provide additional context for distinguishing benign prop-
agation effects from spoofing behavior [65], [66]. Galileo
authentication work is directly relevant to signal authenticity,
including OSNMA design, receiver guidelines, TESLA-style
delayed authentication, and navigation-message authentica-
tion analysis. Secure GNSS design and navigation-message
authentication studies further clarify the limits of message
authentication under replay or time-shifted attacks. Recent
anti-spoofing studies also explore consistency tests and multi-
receiver or signal-quality methods. Learning-based and tool-
supported approaches include grayscale-constellation-image
anomaly detection and open-source OSNMA-enabled signal
generation. Other studies examine oscillator-stability-based
detection and variational-autoencoder RF fingerprinting for
GPS anti-spoofing [67].

C. Network Information Space Security
Network information space refers to the cyber and network-

ing components of Satellite Internet, including protocols, rout-



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 6, ISSUE 3, SEPTEMBER 2026 150

TABLE II
COMPARISON BETWEEN TERRESTRIAL INTERNET AND SATELLITE INTERNET SECURITY

Dimension Terrestrial Internet Satellite Internet

Infrastructure Mainly fixed terrestrial infrastructure, including base stations,
routers, fiber links, and data centers.

Space–ground integrated infrastructure involving satellites,
ground gateways, inter-satellite links, user terminals, and
control centers.

Access boundary Access can often be regionally controlled through physical
deployment and administrative boundaries.

Access is globally open because satellite beams can cover
remote, maritime, airborne, and cross-border regions.

Topology Relatively stable and administratively manageable. Highly dynamic due to satellite motion, yet predictable due
to orbital mechanics.

Communication
channel

Mixture of wired links and local-area wireless access. Wide-area electromagnetic exposure through uplink,
downlink, and inter-satellite links.

Maintenance Physical maintenance, software patching, and emergency
response are comparatively easier.

In-orbit maintenance is difficult; patching and recovery are
constrained by TT&C links and mission risk.

Attack consequence Primarily cyber and information-service impact. Cyber, electromagnetic, physical, and service impacts may
be tightly coupled.

Security objective Network confidentiality, integrity, availability, authentication,
and access control.

Integrated trust, signal authenticity, orbital safety, network
resilience, onboard trust, and cross-space defense.

TABLE III
FOUR-SPACE THREAT TAXONOMY FOR SATELLITE INTERNET

Space Main Objects Typical Threats Security Goals

Physical entity space Satellites, ground stations, user
terminals, launch infrastructure, orbital
assets, space debris.

Space debris collision, malicious
maneuvering, anti-satellite attack,
physical destruction of gateways,
radiation-induced faults.

Physical safety, survivability, collision
avoidance, orbital resilience, secure
lifecycle management.

Electromagnetic signal
space

Uplink/downlink signals, navigation
signals, telemetry and command
signals, beams, spectrum resources.

Jamming, spoofing, replay,
interception, spectrum occupation,
forged access signals.

Signal authenticity, anti-jamming,
anti-spoofing, spectrum controllability,
trusted RF access.

Network information
space

Routing protocols, access protocols,
inter-satellite links, gateways, ground
control networks, terminals.

Unauthorized access, network
intrusion, DDoS, routing hijacking,
blackhole/wormhole attacks, APT
penetration.

Identity trust, secure connectivity,
secure routing, intrusion resistance,
network resilience.

System service space Onboard operating systems,
computing, storage, AI models,
autonomous services, mission systems.

Data leakage, data tampering, AI
model poisoning, model replacement,
result falsification, unsafe autonomous
decisions.

Trusted computing, data integrity,
verifiable execution, service
availability, trustworthy intelligence.

ing, access control, addressing, gateways, ground networks,
ISLs, and management systems [7], [8]. Its threat objects
include routing protocols, access protocols, inter-satellite links,
gateway networks, ground control networks, user terminal
firmware, and orchestration platforms. Major threats include
unauthorized access, network intrusion, routing attacks, DDoS,
malware injection, compromised firmware updates, and ad-
vanced persistent threat (APT) penetration [20], [21]. The
2022 KA-SAT incident illustrates how compromise of satellite
communication infrastructure can disrupt large numbers of
terminals and have spillover effects beyond the immediate
conflict region [68], [69]. The Starlink user-terminal security
evaluation further shows that distributed satellite terminals can
become attractive attack surfaces, especially when physical
access enables fault injection or firmware manipulation [48],
[70], [71].

Compared with terrestrial networks, Satellite Internet net-
work security is complicated by dynamic topology, constrained
onboard resources, long propagation delay, intermittent links,
and difficult patching. Secure routing in LEO networks must
consider not only shortest path or latency but also trust, attack
exposure, link stability, resource consumption, and mission
priorities [72], [73].

D. System Service Space Security

System service space refers to the computing, storage, in-
telligence, and mission-service functions provided by Satellite
Internet [74], [75]. As satellites evolve from communication
relays to intelligent network nodes, system service security be-
comes increasingly important. Threat objects include onboard
operating systems, onboard processors, storage modules, AI
models, autonomous control algorithms, mission planning sys-
tems, and service orchestration platforms [76], [77]. The main
threats include data leakage, data tampering, AI model poison-
ing, model replacement, execution result falsification, unsafe
autonomous decision-making, and service-level denial [78].
For example, an attacker may tamper with onboard routing
tables, poison data used by anomaly detection models, replace
a trusted model with a backdoored one, or falsify computation
results generated by an onboard edge-computing service [79],
[80]. These attacks are especially difficult to handle because
satellites may need to operate autonomously for long periods,
and emergency maintenance is often constrained [81], [82].

System service security therefore requires secure boot,
trusted execution environments, verifiable computing, data
lifecycle auditing, secure onboard storage, robust AI, model
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integrity verification, and service-level anomaly detection.
Unlike traditional cloud or edge systems, onboard service
security must be designed under strict constraints in power,
computation, radiation tolerance, thermal management, and
communication windows [83], [84].

E. Interdependence Among the Four Spaces

The four spaces are analytically separable but operationally
interdependent [14], [22]. A physical anomaly may change
antenna pointing, which degrades electromagnetic link quality,
which in turn triggers route switching and service migration.
A jamming event may be interpreted as link failure by the
routing layer unless RF-layer evidence is shared [85], [86]. A
compromised routing update may redirect traffic to a malicious
gateway, causing service-layer data leakage. A poisoned AI
model may make unsafe routing or maneuvering decisions,
creating network or physical consequences [87], [88].

The interdependence argument is consistent with space-
information-network security surveys, satellite cyber-risk stud-
ies, CCSDS security protocols, and system-resilience engineer-
ing guidance.

This interdependence suggests three important design re-
quirements. First, security monitoring should be multi-source
and cross-correlated [43]. Second, defense actions should be
coordinated to avoid conflicting responses; for example, a
route switch caused by suspected jamming should not overload
a physically threatened gateway. Third, security metrics should
be mission-aware. A small packet-loss increase may be toler-
able for best-effort broadband but unacceptable for emergency
control, aviation communication, or safety-critical navigation
support [45], [77].

F. Mapping Threats to Security Properties

Although confidentiality, integrity, and availability remain
useful, Satellite Internet requires additional properties [74],
[88]. Authenticity is needed not only for messages and users
but also for signals and physical sources. Resilience measures
the ability to maintain or recover mission services after attacks
or failures [75], [76]. Verifiability is essential for onboard
computation and AI inference [77], [89]. Controllability is
necessary for autonomous systems whose decisions may affect
physical operations [44], [45]. Traceability supports post-
incident forensics across space, ground, terminal, and service
components. Table IV maps major security properties to the
four spaces.

The property mapping extends classic security architecture
and control frameworks with space-system security architec-
ture and cryptographic-protocol guidance [85], [86].

IV. CROSS-SPACE ATTACK CHAINS AND THREAT
PROPAGATION

Satellite Internet security cannot be fully understood by
analyzing each space independently. In many cases, the most
dangerous attacks are cross-space attacks, where the adversary
initiates an attack in one space and propagates its impact into
another space. Cross-space attacks are particularly important

because Satellite Internet tightly couples physical assets, elec-
tromagnetic signals, network protocols, and service functions.
Table V summarize representative cross-space attack chains.

A. Representative Security Incidents and Their Cross-Space
Implications

Publicly reported incidents illustrate why cross-space think-
ing is necessary [46]. The KA-SAT attack is usually described
as a cyber incident because it involved network intrusion
and modem disruption, but its impact propagated to real-
world communication services and affected users beyond the
original conflict theater. The Starlink terminal fault-injection
case is often viewed as hardware security research, yet user
terminals are part of the distributed satellite-network perimeter
and may serve as practical stepping stones for adversaries.
GNSS spoofing incidents are electromagnetic attacks, but their
consequences may become physical when aircraft, ships, or
UAVs follow false positions [47], [48]. These cases show
that the entry point and the final impact may belong to
different spaces. Operational cybersecurity guidance for com-
mercial satellites treats ground operations, mission assurance,
and space-segment protection as connected engineering con-
cerns rather than separate compliance tasks [90]. Satellite
eavesdropping and terminal-security studies show that widely
deployed user and ground equipment can expose practi-
cal attack surfaces [50]. Counterspace assessments provide
the physical-security background for proximity, debris, and
strategic-interference risks [51]. Public analyses of KA-SAT
and AcidRain connect these general concerns to concrete
incident chains, while Starlink terminal analyses provide a
separate example in which physical access and boot-chain
weaknesses expose a satellite user terminal attack surface [52].

B. Electromagnetic-to-Network Attacks

In an electromagnetic-to-network attack, the adversary uses
forged or manipulated signals to affect network access or
network behavior [91], [92]. A typical attack chain is: forged
satellite access signal → terminal connects to fake satellite
→ terminal sends access request → fake satellite drops or
manipulates request → network access failure [93], [94].
This attack resembles rogue base station attacks in terrestrial
cellular networks, but it is more difficult to detect in satellite
environments because satellite signals naturally cover large
areas and terminals may not have a nearby trusted infrastruc-
ture for verification [95]–[97]. Defense requires satellite signal
authenticity authentication, physical-layer identity verification,
access signal validation, secure terminal bootstrapping, and
multi-source signal consistency checking [98]–[100].

C. Electromagnetic-to-Network-to-Service Attacks

This chain is motivated by GNSS authentication, TESLA-
based authentication, signal-structure authentication, OSNMA
signal generation, and learning-based spoofing-detection stud-
ies [101].

In this attack chain, an adversary first uses electromagnetic
spoofing to establish a false network connection and then
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TABLE IV
SECURITY PROPERTIES AND EVALUATION DIMENSIONS FOR SATELLITE INTERNET

Security Property Meaning in Satellite Internet Representative Threats Representative Evaluation Dimen-
sions

Authenticity Ensuring that satellites, terminals,
signals, commands, routes, data,
and service entities are genuine and
not forged.

Satellite signal spoofing, forged access
signals, illegal terminal impersonation,
fake routing information, forged control
commands.

Signal authentication accuracy, false
acceptance rate, false rejection rate,
identity verification latency, robustness
against spoofing and replay.

Integrity Ensuring that signals, routing infor-
mation, onboard data, AI models,
commands, and service outputs are
not maliciously modified.

Navigation message tampering, route
manipulation, data modification, AI
model replacement, command injection,
computation result falsification.

Tamper detection probability, integrity
verification latency, model verification
success rate, data consistency, error
propagation impact.

Availability Ensuring that satellite Internet ser-
vices remain accessible under at-
tacks, failures, congestion, or ex-
treme environments.

Jamming, DDoS, routing blackhole,
satellite node failure, ground gateway
disruption, resource exhaustion, physical
destruction.

Service continuity ratio, packet deliv-
ery ratio, recovery time, network surviv-
ability, routing convergence time, anti-
jamming performance.

Confidentiality Protecting user data, control in-
formation, telemetry, routing states,
and service contents from unautho-
rized disclosure.

Signal interception, traffic analysis, data
leakage, unauthorized terminal access,
compromised ground stations, malicious
relay nodes.

Encryption strength, leakage probability,
eavesdropping resistance, privacy expo-
sure, secure key refresh rate, traffic anal-
ysis resistance.

Resilience Maintaining or rapidly restoring
network functions after attacks, fail-
ures, or environmental disturbances.

Space debris collision, node compro-
mise, link interruption, gateway failure,
routing attacks, coordinated cross-space
attacks.

Fault tolerance, self-healing capabil-
ity, redundancy level, service recovery
time, degraded-mode performance, mis-
sion continuity.

Controllability Ensuring that satellite Internet en-
tities, resources, access behaviors,
routing decisions, onboard execu-
tion, and service processes can be
constrained, adjusted, isolated, or
recovered when risks occur.

Unauthorized access, abnormal termi-
nal behavior, malicious route propaga-
tion, compromised onboard tasks, un-
controlled AI decisions, cascading cross-
space threats.

Access revocation time, policy enforce-
ment accuracy, isolation effectiveness,
command execution control, resource
scheduling controllability, abnormal be-
havior suppression rate.

Traceability Ensuring that signal sources, ter-
minal identities, routing paths, data
flows, command chains, compu-
tation processes, AI model up-
dates, and service behaviors can be
recorded, audited, and traced.

Spoofed signal sources, covert illegal
terminals, hidden routing manipulation,
data tampering, untraceable command
injection, supply-chain compromise, AI
model poisoning.

Source localization accuracy, audit log
completeness, provenance coverage, at-
tack attribution accuracy, route/path re-
construction accuracy, forensic evidence
integrity.

TABLE V
REPRESENTATIVE CROSS-SPACE ATTACK CHAINS

Attack Chain Entry Point Propagation Path Final Impact

EM → Network Forged satellite access
signal

Terminal connects to fake satellite; access
request is dropped or manipulated.

Access denial, traffic interception, malicious
redirection.

EM → Network →
Service

Signal spoofing or
rogue satellite relay

Malicious session establishment followed by
service-layer manipulation.

Data theft, illegal command injection, service
compromise.

EM → Physical Navigation spoofing or
replay

Receiver computes false position or time;
mobile platform follows wrong trajectory.

Route deviation, physical capture, collision, or
destruction.

Network → Physical Control network
intrusion

Malicious command injection changes orbit,
attitude, or payload state.

Physical damage, collision risk, mission
failure.

Network → Service Routing attack or
gateway compromise

Packets are dropped, delayed, duplicated, or
redirected to malicious nodes.

Information leakage, service unavailability,
degraded quality of service.

Physical → Network Physical destruction of
satellite, gateway, or
ground station

Key node failure fragments topology and
overloads remaining paths.

Large-scale network disruption and loss of
service continuity.

exploits the connection to attack service-layer functions [102],
[103]. A typical chain is: forged satellite signal → terminal
connects to malicious satellite or relay → session establish-
ment → data theft, illegal command injection, or service
manipulation [104], [105]. This attack is dangerous because
cryptographic protection may be established with the wrong
entity if the initial trust anchor is compromised [106], [107].
The key defense principle is to bind physical-layer identity
with cryptographic identity and perform continuous verifica-
tion during the session [108]–[110].

D. Electromagnetic-to-Physical Attacks

Navigation-spoofing demonstrations and GNSS counter-
measure studies provide direct evidence that electromagnetic
deception can create physical-world consequences [90], [109].

Navigation spoofing is a typical electromagnetic-to-physical
attack. The adversary forges or replays navigation signals,
causing a receiver to compute a false position [67], [102],
[108]. This false position may then guide aircraft, ships,
vehicles, UAVs, or other mobile platforms toward dangerous or
adversary-selected locations [63], [65]. Defense mechanisms
include navigation message authentication, anti-replay mecha-
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TABLE VI
REPRESENTATIVE INCIDENTS AND CROSS-SPACE SECURITY IMPLICATIONS

Incident/Case Primary Entry
Space

Affected Assets Cross-Space Implication Lessons

KA-SAT cyberattack Network
information

Ground management
network and customer
modems

Cyber compromise caused
large-scale communication service
disruption.

Ground segment and terminal
management are critical parts of
satellite security.

Starlink terminal fault
injection

Physical/service User terminal boot
chain and firmware

Hardware access enabled bypass of
secure boot protections.

Distributed terminals should be
treated as security-sensitive
infrastructure.

GNSS spoofing/replay Electromagnetic
signal

Navigation receivers
and mobile platforms

RF manipulation can cause false
position/time and physical-world
consequences.

Signal authenticity and anti-replay
are safety-critical.

Routing manipulation
in LEO networks

Network
information

ISLs, gateways, traffic
flows

Network-layer attacks may cause
service leakage or cascading
congestion.

Routing security must be
topology-aware and mission-aware.

Onboard AI model
compromise

System service Routing, resource
allocation, autonomy
modules

Service-layer model compromise
may influence network or physical
decisions.

AI security must be integrated into
satellite safety assurance.

nisms, multi-sensor fusion, inertial navigation cross-checking,
RF fingerprinting of navigation satellites, and anomaly detec-
tion in positioning trajectories [64].

E. Network-to-Physical Attacks

In network-to-physical attacks, the adversary compromises
cyber systems and then causes physical consequences [18],
[44], [45]. A typical chain is: intrusion into satellite control
network → malicious command injection → orbit or attitude
manipulation → physical damage or collision risk [85]–[87].
This type of attack is particularly severe because it transforms
a cyber intrusion into a physical-space incident [56], [58].
Strong command authentication, policy-based access control,
command behavior verification, independent safety monitors,
and secure TT&C architecture are therefore essential [111],
[112].

F. Network-to-Service and Physical-to-Network Attacks

Routing attacks can directly affect service-layer availability
and confidentiality [113], [114]. Blackhole, wormhole, route
hijacking, and selective forwarding attacks may cause packet
dropping, traffic redirection, information leakage, or service
unavailability [7], [72]. Meanwhile, physical destruction of
satellites, ground stations, or gateways may cause topology
fragmentation and cascading routing failures [8], [20]. These
chains show that physical resilience and network resilience are
inseparable [21], [68]. A resilient constellation should support
redundant routes, dynamic topology reconstruction, service
migration, and mission-aware resource scheduling [69], [115].

G. Cross-Space Attack Modeling

Cross-space attacks can be modeled as directed graphs
in which nodes represent assets, states, or vulnerabilities
across different spaces, and edges represent attack propagation
paths [116], [117]. A cross-space attack graph may include
physical nodes, signal nodes, network nodes, service nodes,
dependency edges, attack transition probabilities, defense in-
tervention points, and risk propagation weights [118], [119].

Such models can support threat prediction, attack-path dis-
covery, risk quantification, and optimal defense planning [14],
[22]. Compared with conventional cyber attack graphs, cross-
space graphs must model physical dynamics, orbital con-
straints, link schedules, electromagnetic coverage, and mission
dependencies [43], [50].

Attack-chain modeling can borrow from classical attack-
graph generation, logic-based security analysis, scalable
attack-graph construction, and Bayesian attack-graph risk
management [19], [51].

V. KEY DEFENSE TECHNOLOGIES

This section follows the technical roadmap emphasized
by the source report: instead of expanding the survey by
adding loosely related security topics, we organize the defense
landscape around ten key technologies that are directly asso-
ciated with Satellite Internet deployment and operation. These
technologies are not independent modules. Space situational
awareness protects the physical basis of the constellation; RF-
fingerprinting-enabled signal authenticity authentication and
illegal terminal detection secure the electromagnetic entrance;
secure routing and resilient networking maintain network con-
tinuity; onboard system security and trusted storage/computing
protect the service foundation; satellite quantum key distribu-
tion strengthens long-distance key establishment; AI security
protects the intelligence engine; and cross-space collaborative
threat perception connects all spaces into an integrated defense
loop. Fig. 2 and Table VII summarize this focused ten-
technology landscape.

A. Space Situational Awareness

Space situational awareness (SSA) is the first line of defense
for the physical entity space of Satellite Internet [16], [50].
In a dense LEO constellation, the security of communication
services depends on the continued physical availability of
satellites, orbital resources, ground gateways, and supporting
infrastructure [120]. SSA therefore goes beyond traditional
orbit catalog maintenance. For Satellite Internet, it must sup-
port continuous target detection, target identification, target
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TABLE VII
TEN KEY DEFENSE TECHNOLOGIES FOR SATELLITE INTERNET SECURITY

Technology Primary Space Core Function Key Technical Focus

Space situational
awareness

Physical Detect, identify, track, and assess satellites, debris,
and abnormal maneuvers.

Multi-source observation fusion, orbit prediction,
collision warning, threat attribution, and decision
support.

RF-fingerprinting-
enabled signal
authenticity
authentication

Electromagnetic Verify whether received satellite signals originate
from legitimate satellites.

Feature extraction, Doppler/channel compensation,
fingerprint database management, replay/spoofing
discrimination, and anti-imitation analysis.

Illegal terminal
detection and
localization

Electromagnetic
or Network

Discover unauthorized terminals and estimate
their locations.

Spectrum sensing, modulation/protocol
recognition, directional behavior analysis,
TDOA/FDOA/AOA fusion, and beam-domain
localization.

Space secure routing Network Maintain trustworthy data forwarding under
dynamic topology and attacks.

Attack-aware routing, trust evaluation, link-state
protection, autonomous route decision, and route
recovery.

Large-scale resilient
network construction

Network/Physical Preserve service continuity under failures, attacks,
congestion, and node loss.

Redundant topology, self-healing, service
migration, mission-aware recovery, and
cascading-failure containment.

Onboard system
security

System service Protect satellite hardware, firmware, operating
systems, and update mechanisms.

Hardware root of trust, secure boot, trusted OS,
radiation tolerance, dual-image backup, and
authenticated remote repair.

Onboard trusted storage
and computing

System service Ensure onboard data integrity, computation
correctness, and lifecycle auditability.

Trusted execution, integrity verification, secure
databases, verifiable computing, and auditable
data lifecycle.

Satellite quantum key
distribution

Network/Service Provide long-distance high-security key
establishment for critical links.

Satellite-ground QKD, trusted relay architecture,
key management, integration with classical
security protocols, and operational feasibility.

Satellite Internet AI
security

System
service/All

Protect AI models used for routing, perception,
resource allocation, and autonomous operation.

Data poisoning defense, model integrity, secure
deployment, robust inference, explainability, and
trusted model updates.

Cross-space
collaborative threat
perception and defense

All Correlate multi-space evidence and coordinate
defense actions.

Threat representation, attack-chain reasoning, risk
propagation modeling, multi-source fusion, and
coordinated response.
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Fig. 2. Ten key security technologies for Satellite Internet.

tracking, situation analysis, and warning-based decision sup-
port [121]. The monitored objects include operational satel-
lites, inactive spacecraft, rocket bodies, small debris, unknown
targets, and potentially adversarial satellites that may conduct
proximity operations or abnormal maneuvers [51], [56]. A
complete SSA pipeline contains several tightly coupled func-
tions. Target detection discovers objects in LEO, MEO, GEO,
and other relevant orbital regions by using optical telescopes,
radar, radio monitoring, laser ranging, and other measurement
resources [122]. Target identification classifies whether an
object is a known communication satellite, navigation satellite,

reconnaissance satellite, inactive object, debris fragment, or
unknown maneuvering target. Target tracking estimates and
continuously updates orbital parameters, while short-term and
long-term prediction provides future positions and conjunction
probabilities [57], [58]. Situation analysis then evaluates col-
lision risk, abnormal maneuver intention, orbital congestion,
and potential service impact. Finally, warning and decision
support translate risk estimates into operational actions, such
as maneuver avoidance, beam switching, link rerouting, fre-
quency rescheduling, or temporary service degradation.

For security surveys, the key point is that SSA should be
linked with cyber and network security rather than treated as
a purely aerospace function [123], [124]. A physical threat
may become a network threat when a key satellite, inter-
satellite link, or gateway is lost [19], [111]. Conversely, a cyber
intrusion may produce abnormal physical behavior if malicious
commands affect satellite attitude or orbit control. Future SSA
for Satellite Internet should therefore provide not only object-
level warnings but also mission-level impact estimation. For
example, a predicted collision with a relay satellite should
be translated into affected beams, disconnected terminals,
vulnerable routing paths, and service recovery plans [18]. Such
coupling is essential for cross-space defense.
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B. RF-Fingerprinting-Enabled Signal Authenticity Authenti-
cation

Signal authenticity authentication is a foundational defense
technology in the electromagnetic signal space [125], [126].
In Satellite Internet, the terminal must first decide whether
the received satellite signal is genuine before it can safely
perform network access, key negotiation, routing participation,
or service interaction. If this first trust anchor is wrong, higher-
layer cryptographic mechanisms may protect a connection
with the wrong entity. Therefore, signal authenticity should
be viewed as the source-side defense that prevents electro-
magnetic attacks from becoming network and service attacks.
RF fingerprinting is a key technical path for satellite signal
authenticity authentication. Unlike message-level authentica-
tion, which verifies whether the received bits carry a valid
signature or authentication code, RF fingerprinting aims to
determine whether the physical transmitter has the expected
hardware characteristics. Satellite transmitters contain oscilla-
tors, mixers, power amplifiers, filters, clocks, digital-to-analog
converters, antennas, and other components [127], [128]. Their
imperfections generate device-specific signal features, such as
carrier frequency offset, phase noise, I/Q imbalance, power-
amplifier nonlinearity, transient behavior, modulation error
patterns, and spectral regrowth. These features can be extracted
from received signals and compared with a stored satellite fin-
gerprint database, as illustrated by recent GNSS and satellite-
authentication studies based on oscillator stability, variational
autoencoders, and 3D convolutional RF fingerprinting.

A typical RF-fingerprinting-enabled authentication proce-
dure includes signal acquisition, synchronization, Doppler
compensation, channel normalization, feature extraction, fin-
gerprint matching, and decision output. Besides transmitter-
fingerprint features, image-based learning representations such
as grayscale constellation images have also been explored
for GPS spoofing detection. The key difficulty is to sepa-
rate transmitter-induced features from channel-induced and
motion-induced distortions. In LEO scenarios, Doppler shift
varies quickly, link geometry changes continuously, and re-
ceived signal strength may fluctuate due to beam switching,
atmospheric effects, terminal motion, and multipath [129],
[130]. If these effects are not compensated, the extracted
fingerprint may reflect the channel rather than the satellite.
Therefore, robust feature design should focus on hardware-
stable components while reducing sensitivity to propagation
conditions.

Another central issue is non-forgeability. An attacker may
attempt to emulate the waveform, replay a captured signal,
or synthesize features that resemble a legitimate satellite.
RF fingerprinting must therefore be evaluated not only by
classification accuracy but also by adversarial imitation dif-
ficulty. Useful metrics include intra-satellite stability, inter-
satellite separability, spoofing detection probability, false alarm
rate, replay discrimination capability, and minimum feature-
space distance under manufacturing tolerance and receiver
noise. In this sense, RF fingerprinting should be integrated
with cryptographic signal authentication rather than used as a
standalone replacement. A strong design binds physical-layer

identity with message-level identity, so that a valid crypto-
graphic message must also originate from a transmitter whose
RF fingerprint is consistent with the expected satellite [131],
[132]. IoT and deep-learning fingerprinting studies provide
practical evidence that RF identities can be learned from
commodity wireless signals. Satellite and GNSS transmitter-
identification studies then adapt this idea to space signals,
where oscillator stability, Doppler dynamics, and long-distance
propagation are central concerns. RF machine-learning surveys
and modulation-recognition work help explain why feature
representation and dataset shift matter for realistic authenti-
cation systems. Classical transient-based approaches remain
relevant because transmitter turn-on behavior, modulation er-
rors, and analog-front-end imperfections often contain stable
device information. Earlier emitter-identification studies based
on transient extraction and exploitation provide useful method-
ological precedents for satellite fingerprint design. More recent
learning-based radio-identification work further motivates ro-
bust feature extraction under channel variation and adversarial
conditions [133], [134].

C. Illegal Terminal Detection and Localization

Satellite Internet coverage crosses geographical boundaries.
This property is beneficial for global access but also enables
unauthorized or illegal terminals to communicate through for-
eign satellite networks, especially in border, maritime, desert,
or mountainous areas [42], [49]. Illegal terminals may support
covert communication, data leakage, intelligence collection,
or unauthorized Internet access. Therefore, terminal detection
and localization are important security functions in the elec-
tromagnetic and network spaces.

Illegal-terminal monitoring is related to satellite-broadband
measurement, SATCOM terminal security, RF fingerprinting
of rogue devices, and LEO/SATCOM cybersecurity assess-
ments.

The first task is detection. Spectrum sensing can iden-
tify suspicious uplink emissions by monitoring frequency
occupancy, time activity, bandwidth, power, and beam di-
rection [24]. Modulation and protocol recognition can infer
whether an observed signal belongs to a known satellite system
or an unauthorized access pattern. Directional communication
behavior analysis is particularly useful because many satellite
terminals use phased arrays or directional antennas. Their
pointing direction, transmission timing, burst structure, and
Doppler behavior may reveal whether they are communicating
with domestic, foreign, or suspicious satellite resources [135].

The second task is localization. Common approaches in-
clude time difference of arrival (TDOA), frequency difference
of arrival (FDOA), angle of arrival (AOA), received signal
strength, polarization features, and multi-station direction find-
ing [136]–[138]. Beam-domain localization can use satellite
beam coverage, antenna gain patterns, and access logs to
constrain the terminal position. In practice, localization is
difficult because illegal terminals may transmit intermittently,
use low power, operate under terrain blockage, hide in ur-
ban clutter, or employ mobility to avoid detection. Sparse
monitoring infrastructure further limits localization accuracy.
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Therefore, effective solutions need to fuse RF measurements,
satellite access records, geospatial information, and behavioral
models [139]–[141].

Illegal terminal defense should also be connected with
access control. Detection alone is insufficient if the system
cannot revoke access, isolate suspicious sessions, or provide
evidence for operational response. A practical architecture
should combine electromagnetic monitoring, satellite-network
logs, terminal identity management, and policy enforcement.
When suspicious activity is detected, the system may perform
additional challenge-response authentication, reduce service
privileges, switch beams, collect more measurements, or coor-
dinate with ground monitoring stations for localization [134],
[142].

D. Space Secure Routing

Routing is the nervous system of Satellite Internet. Early
and modern satellite-routing studies show that LEO forwarding
is shaped by predictable contact windows, changing link
availability, and topology-dependent delay [31], [71]. LEO
satellites move rapidly, inter-satellite links change according
to orbital geometry, and gateway visibility varies over time. In
such a dynamic environment, routing must not only optimize
delay, throughput, and load balance but also resist malicious
manipulation. Routing attacks may include blackhole attacks,
wormhole attacks, route hijacking, false link-state advertise-
ment, selective forwarding, topology poisoning, and DDoS-
induced congestion. Because satellite topology is predictable,
an adversary can plan attacks against future key nodes or
links with high routing centrality [68], [69]. Secure routing
should provide three capabilities. The first is route-state pro-
tection, because secure-routing surveys for satellite and space
information networks emphasize false route advertisements,
malicious relays, and anomaly-aware routing as core threats.
First, route information must be authenticated and integrity-
protected. Satellites should not blindly trust link-state updates,
gateway advertisements, or neighbor reports. Second, route
selection should be attack-aware. If a node, link, beam, or
gateway is suspected to be compromised or jammed, routing
should avoid it when possible, even if the alternative path has
higher latency [7], [115]. Third, routing recovery should be
autonomous. Ground-based route repair may be too slow under
fast-changing topology or attack conditions, so satellites need
local decision capability under predefined safety and security
policies.

A key research issue is the tradeoff between security and
performance. Contact-graph and delay/disruption-tolerant net-
working studies are relevant when links are intermittent or
scheduled rather than continuously available [8], [20]. The
shortest path may not be the safest path. The most trustworthy
path may consume more scarce satellite resources. Multi-path
routing can improve resilience but may increase overhead
and expose traffic to more nodes. Secure routing metrics
therefore need to combine propagation delay, queueing delay,
link reliability, trust score, attack probability, mission priority,
and remaining energy or processing resources. Secure routing
should also interact with SSA and signal monitoring. For

example, if SSA predicts a high-risk physical event or RF
monitoring detects jamming in a certain region, the routing
layer should proactively reconfigure paths before service col-
lapses [21], [72].

E. Large-Scale Resilient Network Construction

Resilience is the ability of Satellite Internet to continue, de-
grade gracefully, and recover rapidly under faults, attacks, con-
gestion, and environmental disturbances [73], [113]. Cyber-
resilience engineering guidance is useful here because it em-
phasizes anticipation, withstanding, recovery, and adaptation
rather than simple perimeter protection. In large-scale LEO
constellations, resilience is not simply redundancy. It requires
a systematic design that links constellation topology, inter-
satellite links, gateway placement, resource scheduling, service
migration, and defense response [9], [114]. Resilient network
construction includes three layers of capability. The first is
structural resilience. The constellation should avoid excessive
dependence on single nodes, single orbital planes, or a small
number of gateways. Redundant inter-satellite links, diverse
ground gateways, and multi-path connectivity can reduce the
impact of node failure [143]–[145]. The second is opera-
tional resilience. When a link is jammed, a satellite fails,
or a gateway is attacked, the network should dynamically
reconstruct topology, reroute traffic, migrate services, and
allocate resources according to mission priority [37], [38].
The third is active defense resilience. The network should
detect early signs of attacks, isolate compromised nodes,
limit attack propagation, and restore normal operation after
containment [146].

A special challenge is cascading failure. Because Satellite
Internet routing and service dependencies are time-varying, the
failure of a physically small number of nodes may produce
disproportionate service impact if those nodes are temporarily
central in the topology [39], [77]. Resilience analysis should
therefore be time-dependent and mission-aware. The same
satellite may be non-critical at one moment and critical at
another because of orbital position, gateway visibility, or
traffic concentration. Resilient design should include predictive
risk warning, dynamic backup selection, and service-level
continuity planning [147], [148].

F. Onboard System Security

Onboard system security protects the satellite platform,
payload, firmware, operating system, onboard applications,
and update mechanisms [44], [45]. Unlike ground systems,
satellites are difficult or impossible to physically repair after
launch. They operate under radiation, thermal variation, lim-
ited power, and long lifecycle constraints. A security failure
may therefore persist for years or cause irreversible mission
impact.

Onboard system security is guided by CCSDS space-data-
system security standards, NIST trustworthy-system engineer-
ing, and space-system cybersecurity analyses [85], [86].

A secure onboard system should begin with a hardware
root of trust. Secure boot verifies each stage of firmware
and software before execution, preventing unauthorized code
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from running. Chain-of-trust mechanisms should extend from
boot ROM to bootloader, operating system, payload software,
and mission applications [58], [149], [150]. A trusted oper-
ating system should provide process isolation, memory pro-
tection, access control, and secure inter-process communica-
tion. Safety-critical functions, such as attitude control, TT&C
command execution, and payload reconfiguration, should be
isolated from less trusted service functions [19], [87].

Satellite-specific issues make onboard security harder. Ra-
diation may cause bit flips that resemble software faults or
even security anomalies. Secure systems therefore need both
fault tolerance and attack detection. Dual-image backup and
rollback mechanisms can support recovery from corrupted up-
dates, but they must prevent downgrade attacks. Authenticated
remote repair is necessary because ground operators may need
to patch vulnerabilities after launch [74], [76]. However, the
update channel itself is a high-value target. Update packages
should be signed, version-controlled, integrity-checked, and
protected against replay.

Supply-chain assurance is also important. Satellite hardware
and software may involve many vendors and long development
cycles. Vulnerabilities may be introduced before launch and
remain hidden until in-orbit operation. Therefore, onboard
system security should cover the full lifecycle: design, man-
ufacturing, integration, testing, launch, operation, update, and
decommissioning [111].

G. Onboard Trusted Storage and Computing

As satellites evolve from communication relays to comput-
ing and storage nodes, onboard trusted storage and computing
become central to system service space security [76], [89].
Satellites may process routing decisions, sensing data, user
traffic, AI inference results, caching content, and mission
commands [151]. If data are tampered with or computation
results are forged, the satellite may provide incorrect services
even when the communication link is available.

Trusted onboard data and computation require key-
management, cryptographic-algorithm, secure-data-link, and
secure-systems engineering foundations [152], [153].

Trusted storage aims to provide confidentiality, integrity,
freshness, and auditability [74], [77]. Data stored onboard
should be protected against unauthorized reading, modifica-
tion, deletion, and rollback. Integrity verification can detect
whether mission data, routing tables, AI models, logs, or
configuration files have been modified. Secure databases and
append-only logs can support post-event forensics and life-
cycle auditing. Freshness protection is particularly important
because replayed old configuration data may bypass simple
integrity checks [75], [87].

Trusted computing focuses on the correctness and trust-
worthiness of execution. Trusted execution environments can
isolate sensitive computation from untrusted software. Remote
attestation allows ground stations or peer satellites to verify
that a satellite is running expected software before trusting
its outputs. Verifiable computing can allow a resource-limited
verifier to check computation results without repeating the
entire computation [44], [45]. However, onboard resource

constraints make heavyweight trusted computing difficult. Fu-
ture designs should develop lightweight attestation, selective
verification, hardware-assisted isolation, and mission-specific
trusted execution policies.

The boundary between onboard system security and trusted
computing is subtle. Onboard system security protects the plat-
form itself; trusted storage and computing protect the data and
computational services running on top of that platform [19],
[85]. Both are necessary for service trustworthiness.

H. Satellite Quantum Key Distribution

Satellite quantum key distribution (QKD) addresses the
long-distance key establishment problem [154], [155]. Con-
ventional public-key cryptography depends on mathematical
assumptions that may be weakened by future quantum com-
puting. Fiber-based QKD can provide strong security but is
limited by distance and deployment cost. Satellite QKD can
extend secure key distribution across regions, countries, and
continents by using free-space optical links between satellites
and ground stations [156]. In the context of Satellite Internet
security, QKD should be viewed as a high-assurance key
distribution mechanism for critical links rather than a universal
replacement for all cryptographic protocols. It may support
secure satellite-ground links, inter-ground-station key relay,
backbone key refresh, and high-value mission communica-
tions. QKD-generated keys still need to be integrated with
authentication, key management, access control, and classical
encryption systems [157], [158]. Therefore, the system-level
problem is not only how to distribute quantum keys but also
how to incorporate them into operational Satellite Internet
architectures.

Several challenges remain. Optical links require accurate
pointing, acquisition, and tracking. Atmospheric turbulence,
weather, daylight background noise, and satellite pass duration
affect key rate and availability. Trusted-relay architectures
introduce trust assumptions at satellite or ground nodes. Inte-
gration with large-scale LEO networking requires scheduling
QKD sessions, storing keys, refreshing keys, and allocating
scarce optical resources [159], [160]. Therefore, satellite QKD
is most suitable for critical services and high-value links where
the security gain justifies operational complexity.

The technology combines two traditions: physical-layer se-
curity and quantum cryptography. Wiretap-channel and secret-
key-agreement theory explain why physical channels can
support secure key establishment, while satellite QKD exper-
iments demonstrate that free-space quantum links can extend
secure key distribution beyond fiber-limited distances [161],
[162].

I. Satellite Internet AI Security

AI is becoming an enabling technology for Satellite In-
ternet. It may support spectrum sensing, anomaly detection,
routing optimization, beam management, resource allocation,
collision avoidance, illegal terminal detection, and autonomous
fault recovery [163], [164]. However, once AI participates in
security-critical decisions, its own security becomes part of
the Satellite Internet security foundation. AI security should
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be considered across training, deployment, and inference.
In the training stage, data poisoning may corrupt models
used for anomaly detection or routing decisions [165], [166].
Backdoor attacks may cause a model to behave normally under
most inputs but fail under attacker-chosen triggers. In the
deployment stage, a model may be replaced, modified, stolen,
or reverse-engineered. In the inference stage, adversarial inputs
may manipulate decisions, and repeated queries may leak
model information [79], [167]. These problems are amplified
onboard because computing resources are limited and human
intervention may be delayed.

A secure AI pipeline should include data provenance,
training-data anomaly detection, model auditing, model sig-
nature verification, secure model storage, trusted inference,
and monitored model update. For onboard AI, explainability
is also important. Operators need to understand why an AI
system recommends a route change, beam switch, maneuver
warning, or access denial. AI should assist defense decision-
making but should not become an unconstrained autonomous
authority in safety-critical operations [81], [168]. A practical
design is to combine AI-based perception with rule-based
safety constraints and auditable human-overridable policies.

The technical baseline for AI security includes adversarial-
example attacks, robust optimization, poisoning, and backdoor
threats. These threats are relevant to Satellite Internet because
learning models may be embedded in resource allocation, han-
dover, spectrum sensing, anomaly detection, and autonomous
decision loops [80], [169].

J. Cross-Space Collaborative Threat Perception and De-
fense

The tenth key technology is the integrator of the previous
nine. Cross-space collaborative threat perception and defense
aims to connect physical, electromagnetic, network, and ser-
vice evidence into a unified risk picture [116], [117], [170].
Without this capability, each defense mechanism may see only
a fragment of an attack. For example, RF monitoring may
observe abnormal signals, the routing layer may observe path
degradation, and onboard logs may show service anomalies.
Individually, each event may look ambiguous; together, they
may reveal an electromagnetic-to-network-to-service attack
chain [22], [119].

Cross-space perception requires combining attack-graph
reasoning with space-security incident analysis and cyber-
resilience engineering [171], [172].

A cross-space defense system should include threat repre-
sentation, multi-source monitoring, attack-path reasoning, risk
propagation assessment, and coordinated response. This mir-
rors the way cyber-resilience and space-cybersecurity guidance
connect detection, response, recovery, and mission assurance
rather than treating alerts as independent events [14], [43].
Threat representation defines common objects, relationships,
states, and events across spaces. Multi-source monitoring col-
lects SSA data, spectrum observations, network traffic, access
logs, terminal behavior, onboard system logs, service status,
and AI model integrity evidence. Attack-path reasoning infers
whether these observations form a plausible attack chain. Risk

propagation assessment estimates how a local event may affect
future topology, services, and missions [50], [51]. Coordinated
response then chooses actions such as signal authentication
escalation, terminal isolation, route reconfiguration, service
migration, model rollback, or physical maneuver support.

The main difficulty is timeliness and trust. Cross-space
defense must operate under incomplete and uncertain data.
It must avoid both underreaction and overreaction, because
unnecessary route changes or service isolation can also
harm mission continuity. Therefore, future systems should
combine probabilistic reasoning, graph-based attack models,
digital-twin simulation, and operator-in-the-loop decision sup-
port [19], [56].

VI. SECURITY DESIGN PRINCIPLES

Future Satellite Internet security should be guided by three
principles: space-ground integrated design, cross-space collab-
orative design, and intelligence-driven design. These principles
are not independent; they together define a system-level de-
fense philosophy for Satellite Internet.

A. Space-Ground Integrated Security Design

Satellite Internet integrates satellites, ground stations, gate-
ways, terrestrial networks, cloud services, and user termi-
nals [88], [173]. Security mechanisms should therefore be
designed in an integrated manner. Terrestrial security mecha-
nisms cannot be directly transplanted to satellite networks due
to delay, mobility, resource constraints, and dynamic topology.
However, satellite and terrestrial security mechanisms must be
compatible. For example, terrestrial zero-trust access control
can inspire continuous identity verification for satellite ter-
minals, but trust evaluation must incorporate satellite-specific
context such as beam coverage, Doppler trajectory, terminal
location, and link schedule [174].

The standards basis for such integration is necessarily multi-
source. ITU security architecture and policy-management
recommendations provide a general end-to-end framework
for organizing heterogeneous security functions, while fixed–
mobile–satellite convergence and IMT vision documents mo-
tivate the integration of terrestrial and satellite domains.
IoT gateway and device-security recommendations are rel-
evant to satellite terminals and edge gateways. At the cel-
lular side, 3GPP NTN reports and 5G system specifica-
tions define the assumptions behind satellite access, mobility,
control-plane exposure, and security procedures [175]. Radio-
access and NG-RAN specifications clarify where satellite
links interact with RRC, radio-resource control, and access-
network architecture. For space-data systems, CCSDS secu-
rity documents define protocol, data-link, cryptographic, and
architecture-level mechanisms that are directly relevant to
TT&C and mission-data protection. NIST risk-management,
security-control, system-security-engineering, resilience, key-
management, and post-quantum-transition documents pro-
vide complementary engineering baselines for lifecycle assur-
ance [176].

Space-ground integrated security should also defend against
bidirectional attack propagation. Attacks may propagate from
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ground networks to satellites through compromised gateways
or TT&C systems, and from satellite networks to ground
services through malicious traffic redirection or compromised
user terminals. Integrated monitoring should combine satellite
telemetry, ground network logs, spectrum data, access con-
trol records, and user behavior. Security orchestration should
be able to isolate compromised gateways, revoke terminal
credentials, change routing policies, and trigger satellite-side
safeguards [147].

B. Cross-Space Collaborative Security Design

Traditional security boundaries are often separated by do-
main. Satellite Internet requires coordinated defense across
four spaces [76], [87]. In physical entity space, security
goals include collision avoidance, physical isolation, trusted
location, and survivable assets [44], [45]. In electromag-
netic signal space, goals include signal authenticity, spectrum
controllability, anti-jamming, anti-spoofing, and interference
detection. In network information space, goals include trusted
identities, secure links, controllable access, secure routing, and
intrusion resistance [85], [86]. In system service space, goals
include data trustworthiness, behavior controllability, service
availability, and trustworthy intelligence.

Cross-space design requires shared data models and in-
terfaces. Security-architecture recommendations and space-
system cybersecurity guidance are useful baselines, but they
must be extended to represent dependencies among RF, rout-
ing, onboard software, and mission services. A jamming event
should be visible not only to RF monitoring systems but also
to routing, service scheduling, and mission risk assessment.
A suspected routing attack should trigger checks on elec-
tromagnetic anomalies and terminal behavior [75], [77]. A
physical conjunction warning should inform network topology
prediction and service migration. This requires a collaborative
security architecture rather than isolated security products [18],
[74].

C. Intelligence-Driven Security Design

AI can significantly enhance Satellite Internet security by
improving risk perception, threat prediction, decision-making,
and adaptive response, especially where learning is already
being explored for NTN resource management, handover, and
software-defined satellite networking [12], [177]. Intelligent
situation awareness can fuse heterogeneous data from multi-
ple spaces and identify abnormal patterns. Intelligent attack
detection can recognize complex attacks that span layers and
domains [32], [35]. Intelligent decision response can recom-
mend route isolation, link switching, beam adjustment, access
revocation, or service migration. Intelligent policy evolution
can update security strategies based on observed threats and
mission requirements [79], [169].

Security large models may support threat intelligence anal-
ysis, attack-chain reasoning, vulnerability discovery, and au-
tomated defense planning [178], [179]. However, their own
trustworthiness must also be ensured. If a large model is
used as a security assistant, its recommendations should be
auditable, constrained by policy, and validated against formal

safety rules. For critical satellite operations, human-in-the-loop
control and verifiable decision logic remain necessary [180].

VII. OPEN CHALLENGES AND FUTURE RESEARCH
DIRECTIONS

This section is reorganized according to the ten key tech-
nologies rather than adding a large number of loosely con-
nected future topics. Each direction corresponds to one tech-
nology in Section V. The purpose is to deepen the technical
roadmap implied by the report and to make the survey more
focused: the open questions are not independent slogans but
unresolved problems that must be addressed for each key
defense capability.

A. Space Situational Awareness: From Object Tracking to
Security-Aware Mission Impact Prediction

Traditional SSA focuses on object cataloging, orbit de-
termination, conjunction analysis, and collision warning, but
security-oriented space assessments also emphasize cyber-
physical risks, counterspace capabilities, and mission im-
pact [16], [50]. For Satellite Internet security, this is necessary
but not sufficient. The open challenge is to evolve SSA from
object-centric awareness to mission-centric and security-aware
awareness. A predicted conjunction should not only produce
a collision probability; it should also indicate which beams,
inter-satellite links, gateways, users, routes, and services may
be affected if a maneuver or failure occurs. Similarly, an ab-
normal proximity operation should be assessed not only as an
orbital event but also as a potential precursor to interference,
eavesdropping, inspection, collision, or service disruption [19],
[51].

Future SSA research should connect orbital-state predic-
tion with mission-impact analysis, drawing on astrodynamics,
counterspace assessment, and space-system cybersecurity re-
search. Future research should integrate orbital mechanics with
network topology, service dependency, and threat intelligence.
A promising direction is security-aware SSA digital modeling,
in which orbital states, network states, and mission states
are jointly represented. Such models can support questions
such as: Which satellites are physically critical at a given
time? Which orbital events may trigger cascading routing
failures? How should maneuver avoidance be coordinated with
communication continuity? How can cyber evidence, such as
abnormal command behavior, be correlated with physical ma-
neuver anomalies? These questions define the next generation
of SSA for Satellite Internet security [18], [56].

B. RF-Fingerprinting-Enabled Signal Authenticity: From
Classification Accuracy to Non-Forgeability

Most RF fingerprinting studies emphasize identification
accuracy under controlled datasets [181], [182]. For satellite
signal authenticity authentication, this is only the starting
point. The deeper challenge is to establish whether RF fin-
gerprints remain stable, distinguishable, and difficult to forge
under realistic LEO conditions [183]. The feature distribution
of a satellite may be affected by Doppler shift, beam switch-
ing, channel fading, temperature, hardware aging, payload
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reconfiguration, receiver type, and preprocessing algorithms.
A classifier with high accuracy in one dataset may fail when
deployment conditions change.

Future RF-authentication work should combine classic RF
identification, modern deep-learning RF fingerprinting, and
satellite/GNSS anti-spoofing studies [125], [184]. Future work
should shift from black-box classification to mechanism-aware
fingerprint modeling. Researchers should identify which RF
impairments are mainly caused by satellite hardware, quantify
how they are transformed by propagation and receiver chains,
and determine which features can support long-term authen-
tication. Security evaluation should include replay attacks,
generative spoofing, feature imitation, receiver-side manipu-
lation, and adaptive adversaries, with recent OSNMA replay
and open-source signal-generation studies providing useful test
cases [129], [130]. A particularly important direction is to
bind RF fingerprinting with cryptographic authentication. The
receiver should verify both message legitimacy and physical-
source consistency, thereby reducing the risk that a valid
message or replayed waveform is accepted from the wrong
transmitter [106], [107].

C. Illegal Terminal Detection and Localization: From RF
Monitoring to Evidence-Driven Enforcement

Illegal terminal detection is difficult because unauthorized
terminals may be mobile, intermittent, low-power, directional,
and located in complex terrain [42], [49]. A single monitoring
station may not capture enough evidence for reliable localiza-
tion. Moreover, the security objective is not merely to detect a
signal but to identify whether it corresponds to unauthorized
satellite access and to support operational enforcement [136].

Future illegal-terminal work should fuse SATCOM mea-
surement, terminal security, rogue-device identification, and
regulatory-grade cybersecurity evidence. Future research
should develop evidence-driven terminal detection frameworks
that combine spectrum sensing, protocol recognition, access
logs, beam footprints, geolocation databases, and multi-station
measurements. Privacy and infrastructure-security studies on
satellite broadband show why passive interception, terminal
exposure, and weak ground/terminal interfaces should be
treated as operational evidence sources rather than isolated in-
cidents [139], [140]. Localization should fuse TDOA, FDOA,
AOA, received power, polarization, and beam-domain con-
straints when available. Machine learning can help recognize
terminal behavior patterns, but models must be robust to
camouflage and sparse observations. Another important issue
is the feedback loop between detection and response. Once
a suspicious terminal is identified, the system should decide
whether to request re-authentication, restrict access, collect
additional measurements, switch beams, or coordinate with
ground response teams. Thus, illegal terminal defense should
be treated as a closed-loop security process rather than a
passive sensing problem [134], [142].

D. Space Secure Routing: From Shortest Path to Trustwor-
thy Dynamic Path Selection

Routing in LEO networks is often studied as a performance
optimization problem [148]. However, security changes the

objective. The shortest path may traverse a compromised
satellite, a jammed region, or a gateway under attack. The
most reliable path may not be the lowest-delay path. Therefore,
the open problem is to design routing mechanisms that jointly
consider trust, threat, topology dynamics, mission priority, and
resource constraints [72], [73].

Future secure routing should combine 3GPP architec-
ture constraints, contact-graph routing, DTN principles, and
secure-routing/anomaly-detection studies. Future secure rout-
ing should support authenticated link-state dissemination,
trust-aware neighbor evaluation, attack-aware path computa-
tion, and autonomous route recovery [113], [114]. Recent
LEO-access, handover, and resource-allocation surveys show
that routing security cannot be separated from user access,
beam switching, and time-varying resource scheduling. It
should also exploit the predictability of orbital topology defen-
sively. Since future contacts can be predicted, routing protocols
can proactively avoid high-risk regions, prepare backup paths,
and schedule route changes before attacks cause service inter-
ruption [7], [8]. A deeper research question is how to quantify
route security. Candidate metrics include compromised-node
probability, RF interference risk, gateway trust level, route
diversity, service priority, and expected recovery time. These
metrics should be combined without making routing compu-
tation too heavy for onboard processors [20], [21].

E. Large-Scale Resilient Network Construction: From Re-
dundancy to Mission-Aware Self-Healing

Large-scale constellations naturally provide some re-
dundancy, but redundancy alone does not guarantee re-
silience [77], [147]. If routing, gateways, resources, or service
orchestration depend on a small set of temporary bottlenecks,
a limited attack may still cause large service impact. The open
challenge is to construct mission-aware self-healing networks
that can predict, absorb, recover from, and adapt to attacks
and failures [180].

Future resilience research should integrate 3GPP sys-
tem/security architecture, LEO network design, and cyber-
resilience engineering. Future research should study time-
varying resilience. Latency and topology studies of LEO
networks show that network centrality, gateway dependence,
and path availability vary over time, which makes static
resilience assessment insufficient [148]. The importance of a
satellite or link changes with orbital position, traffic demand,
gateway visibility, and mission schedule. Resilience metrics
should therefore be dynamic rather than static. Self-healing
should include topology reconstruction, route repair, service
migration, resource reallocation, and attack isolation [5], [9].
Mission-aware recovery is also essential: emergency commu-
nication, command and control, and safety-critical services
should receive higher priority than ordinary traffic during
degradation. Another promising direction is cascading-failure
modeling. Researchers should determine how local physical,
RF, or cyber events propagate through network topology and
service dependencies, and how early intervention can prevent
system-wide collapse [37], [39].
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F. Onboard System Security: From Secure Boot to Full-
Lifecycle Trustworthiness

Secure boot is necessary but insufficient for satellites with
long lifecycles and reconfigurable payloads; space-system
cybersecurity work stresses that onboard trust must cover
hardware, firmware, software, operations, and update mech-
anisms [44], [45]. The challenge is to maintain trustworthi-
ness from manufacturing to in-orbit operation and decom-
missioning. Vulnerabilities may originate from supply chains,
firmware, operating systems, payload software, update chan-
nels, or ground control interfaces [85], [86]. Once launched,
remediation is difficult, and a failed update may endanger the
mission.

Future onboard security should combine CCSDS secure
space-data-system protocols, NIST trustworthy-system engi-
neering, and space cybersecurity lifecycle studies [76], [87].
Future onboard system security should combine hardware
root of trust, secure boot, trusted operating systems, authenti-
cated updates, rollback protection, fault-tolerant recovery, and
supply-chain verification, with NIST trustworthy-system en-
gineering guidance and space-system minimum requirements
serving as useful engineering baselines. Radiation effects
should be jointly considered with cyber attacks because both
may cause abnormal software behavior. The system must
distinguish random faults from malicious modification while
avoiding excessive false alarms [19], [77]. A key research
direction is secure remote repair. Satellites need the ability
to patch vulnerabilities and recover from corrupted software,
but update mechanisms are themselves attractive attack targets.
Therefore, update design should include strong authentication,
version control, staged deployment, dual-image fallback, and
operational safety constraints [111].

G. Onboard Trusted Storage and Computing: From Data
Integrity to Verifiable Services

Onboard trusted storage and computing should guarantee
not only that data are stored securely but also that service out-
puts are trustworthy [87], [89]. As satellites perform more on-
board processing, data caching, AI inference, and autonomous
decisions, the correctness of computation becomes as impor-
tant as link availability. A satellite that communicates normally
but returns forged computation results can still compromise the
mission [45], [85].

Future trusted computing should align data integrity, attesta-
tion, key management, and auditability with space-data-system
security standards. Future research should develop lightweight
trusted execution and verification mechanisms suitable for
onboard constraints [76], [86]. NIST trustworthy-system en-
gineering and space-data-security architecture guidance pro-
vide a useful baseline for designing verifiable, auditable, and
lifecycle-aware onboard services. Remote attestation can help
ground stations or peer satellites verify software state, but
frequent attestation may consume bandwidth and computation.
Verifiable computing can prove computation correctness, but
general-purpose schemes may be too heavy [74], [77]. There-
fore, mission-specific verification is a promising path: critical

computations such as routing decisions, access-control deci-
sions, model inference, and integrity checks may be selectively
verified with tailored protocols. Trusted storage should also
address freshness and rollback protection, because replaying
old but valid data can be as harmful as direct tampering [44],
[75].

H. Satellite Quantum Key Distribution: From Demonstration
Links to Operational Key Services

Satellite QKD has demonstrated the feasibility of long-
distance quantum-secure key distribution, but operational
Satellite Internet requires more than point-to-point demonstra-
tions [185], [186]. The BB84 and entanglement-based proto-
cols define the cryptographic foundation, while practical secu-
rity analyses and reviews clarify implementation assumptions
and side-channel limits. Physical-layer security and wireless
key-generation surveys also provide useful context for decid-
ing when channel-derived keys, QKD keys, and conventional
key management should complement each other. The open
challenge is to transform QKD capability into a managed
key service that can support real network operations [187],
[188]. This includes scheduling QKD sessions, storing and
refreshing keys, distributing keys to applications, integrating
with classical authentication, and handling periods when QKD
links are unavailable.

Future QKD deployment should bridge theoretical proto-
cols, practical security, satellite demonstrations, and quantum-
safe migration. Future research should clarify where satellite
QKD provides the highest value [189], [190]. Recent surveys
on space quantum communications highlight the engineering
constraints of pointing, weather, pass duration, trusted relays,
and key management in networked deployment. It may be
most suitable for backbone links, strategic ground stations,
command networks, and high-security services rather than all
user traffic. Hybrid architectures are also important. QKD
can be combined with conventional symmetric encryption,
public-key authentication, and post-quantum algorithms. Post-
quantum cryptography reports and standardization documents
show why QKD should be treated as one part of a broader
quantum-safe migration strategy [191], [192]. Operational
constraints such as weather, optical pointing, satellite pass
duration, trusted relays, and key-rate fluctuation should be
incorporated into network planning. The security question is
not simply whether quantum keys are secure, but whether
the entire key lifecycle is secure and available under realistic
satellite operations. This operational view is also motivated by
the algorithmic threat model behind quantum-safe migration,
including factoring and search speedups, and by experimental
foundations for entanglement-based links [193], [194].

I. Satellite Internet AI Security: From Model Robustness to
Trustworthy Autonomous Operation

AI security in Satellite Internet should be studied in relation
to the specific functions AI performs [82], [83]. Adversarial-
learning studies show that perturbation, black-box, poisoning,
and backdoor attacks have different assumptions and therefore
should not be cited or evaluated as a single generic threat.
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Models used for spectrum sensing, illegal terminal detection,
routing, collision warning, resource scheduling, and anomaly
detection have different risk profiles. A wrong decision in
routing may cause service degradation; a wrong decision in
collision avoidance or command execution may have physical
consequences [84], [178]. Therefore, the open challenge is
not generic AI security but trustworthy autonomous operation
under satellite constraints.

Future AI-security work should address poisoning, back-
doors, robust training, and the coupling between learned
decisions and NTN/satellite control loops. Future research
should build secure AI lifecycles for satellite applications [35],
[177]. Federated-learning backdoor work is relevant when
models are trained or updated from distributed operational
data, while NTN and software-defined satellite studies iden-
tify the control-loop locations where learned decisions may
affect handover, routing, and resource allocation. Training data
should be traceable and checked for poisoning. Models should
be signed, versioned, audited, and stored securely. Inference
should be robust to adversarial inputs and should produce
confidence estimates [12], [79]. For safety-critical decisions,
AI outputs should be constrained by physical rules, security
policies, and human-overridable mechanisms. Explainability
is particularly important because operators must understand
why a model raises an alert, blocks a terminal, changes a
route, or recommends a maneuver. Lightweight robust AI
is another key direction because onboard deployment cannot
assume abundant computation [81], [169].

J. Cross-Space Collaborative Threat Perception and De-
fense: From Fragmented Alerts to Attack-Chain Reasoning

The central unresolved problem in Satellite Internet security
is cross-space correlation [116], [117]. Physical monitoring,
RF sensing, network intrusion detection, onboard logs, and
service monitoring may each produce alerts. If these alerts
remain fragmented, defenders may miss the attack chain [118],
[119]. Conversely, over-correlating unrelated events may pro-
duce false alarms and unnecessary service disruption.

Future cross-space defense should combine attack-graph
reasoning, satellite incident analysis, counterspace assessment,
and system-level cyber-resilience. Future research should de-
velop attack-chain reasoning models that connect observations
across spaces [46]. This requirement follows from reported
satellite incidents and counterspace analyses where the entry
vector, affected asset, and final mission impact often belong
to different spaces. A useful model should represent assets,
vulnerabilities, events, dependencies, attack actions, uncer-
tainty, and defense options. It should support incremental
reasoning as new evidence arrives. For example, RF spoofing
evidence, abnormal access attempts, routing degradation, and
service anomalies should be fused into a hypothesis about an
electromagnetic-to-network-to-service attack [43], [50]. The
system should then recommend coordinated actions such as
signal re-authentication, terminal isolation, route switching,
service migration, and forensic data collection. To be deploy-
able, cross-space defense must also define measurable metrics,
including detection time, propagation risk reduction, response

coordination delay, false correlation rate, and mission impact
reduction [51], [77].

VIII. CONCLUSION

Satellite Internet is becoming a foundational infrastructure
for global connectivity, 6G networks, emergency commu-
nication, national security, and future intelligent services,
as reflected by NTN standardization, New Space satellite-
communication surveys, and recent satellite-Internet security
requirements studies [1], [4], [14]. However, its unique char-
acteristics, including global access openness, electromagnetic
exposure, bidirectional mobility, adversarial coexistence in
space, predictable topology, and difficult in-orbit maintenance,
create a security landscape that differs fundamentally from
terrestrial networks.

This article surveyed Satellite Internet security from
a four-space perspective, covering physical entity space,
electromagnetic signal space, network information space,
and system service space. We showed that Satellite In-
ternet threats are not isolated within individual spaces.
Instead, attacks may propagate across spaces and form
complex attack chains, such as electromagnetic-to-network,
electromagnetic-to-physical, network-to-physical, network-to-
service, and physical-to-network attacks. To defend against
these threats, Satellite Internet security should evolve to-
ward space-ground integrated, cross-space collaborative,
intelligence-driven, quantum-safe, and resilient architectures.

Future research should deepen the ten key technologies
identified in this survey: space situational awareness, RF-
fingerprinting-enabled signal authenticity authentication, ille-
gal terminal detection and localization, space secure routing,
large-scale resilient networking, onboard system security, on-
board trusted storage and computing, satellite quantum key
distribution, Satellite Internet AI security, and cross-space
collaborative threat perception and defense. Building secure
Satellite Internet requires not only individual defense mecha-
nisms but also a systematic security framework that integrates
physical, electromagnetic, network, and service dimensions.
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