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Blockchain technology, with its features of decentralization, immutability, and traceability, shows broad application potential in
fields such as finance, supply chain, and the Internet of Things (IoT). However, as application scenarios expand and the number
of users surges, blockchain systems face severe challenges in scalability. Based on the limitations of the traditional single-chain
architecture, this paper comprehensively reviews mainstream blockchain scaling solutions from two dimensions: on-chain scaling
and off-chain scaling. On-chain scaling covers sharding technology and consensus mechanism optimization; off-chain scaling includes
payment channel networks and Layer-2 Rollups. By comparing and analyzing the technical principles, advantages, limitations, and
applicable scenarios of various solutions, this paper reveals that “on-chain basic optimization and off-chain collaborative scaling'' has
become the mainstream direction of blockchain scalability research. Building on this, Directed Acyclic Graphs (DAG) are highlighted
in a separate section, detailing the technical principles and representative systems of three DAG solutions: natural structure, parallel
structure, and main-chain structure. Finally, the paper looks forward to the future research trends of blockchain data structures
and scaling technologies, providing a reference for theoretical research and engineering practice in related fields.

Index Terms—Blockchain, Scalability, Sharding technology, Payment channel networks, Layer-2 Rollups, Directed Acyclic Graph

(DAG).

I. INTRODUCTION

LTHOUGH blockchain technology has shown great po-

tential in establishing trust mechanisms in many fields,
its scalability bottleneck is seriously limiting the progress of
its large-scale commercial application. Since the release of
the Bitcoin white paper in 2008, blockchain technology has
evolved from the underlying technology of a single cryptocur-
rency to an important infrastructure supporting the digital
economy [1]. With core features such as decentralization, im-
mutability, and traceability, blockchain technology has shown
huge application potential in financial services, supply chain
management, digital identity authentication, and IoT collab-
oration, providing a new technical path for rebuilding trust
mechanisms in traditional business processes [2]. However,
with the continuous expansion of application scenarios and the
rapid growth of users, the scalability bottleneck of blockchain
systems has become increasingly obvious [3]. The conflict
between transaction processing capacity and market demand
has become more prominent, severely limiting its large-scale
commercial application.

Since traditional blockchains use a network-wide consensus
mechanism, transaction processing efficiency has long been
at a low level, making it difficult to support application de-
mands like high-frequency trading, micropayments, and large-
scale real-time interactions in IoT. Traditional blockchain [4]
systems generally use a network-wide consensus mechanism,
requiring each transaction to be broadcast to all network
nodes and agreed upon before it can be confirmed on the
chain. Although this design effectively ensures the security and
consistency of the system and prevents malicious behaviors
like double spending, it keeps transaction processing efficiency
low. Taking mainstream public chains as an example, the
Bitcoin network, limited by block size and block interval, has
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a maximum sustainable throughput of about 7 transactions
per second (TPS); before completing its transition to Proof
of Stake, Ethereum long maintained about 15 TPS due to the
single-block Gas limit and global state update mechanism [5].
This significant performance gap makes it difficult for cur-
rent blockchain systems to effectively support high-frequency
trading scenarios (like stock exchanges), micropayment appli-
cations (like pay-per-view content), and large-scale real-time
interactions between IoT devices that require high throughput
and low response latency.

From a technical root perspective, the scalability bottleneck
of blockchains is closely related to their basic data structure
design [6]. Traditional blockchains use a single-chain data
structure, where blocks must be generated and submitted
strictly according to a global time sequence, forming a linear
block connection structure. Although this serial organization
helps preserving the consistency of the global state and the ver-
ifiability of transaction history, it also fundamentally limits the
concurrent processing capacity of the system. Nodes cannot
generate and confirm multiple blocks in parallel, which limits
the potential for improving overall throughput performance
[7]. In addition, the design of the consensus mechanism also
directly restricts the network scalability of the system: the
communication complexity of voting-based Byzantine Fault
Tolerance consensus protocols (such as PBFT and its variants)
grows quadratically with the number of nodes, resulting in
limited network capacity; although Proof of Work consensus
protocols can support more nodes, they face challenges such
as high energy consumption, long confirmation delays, and
concentrated computing power [8].

To break through the scalability bottleneck, academia and
industry have proposed two main types of solutions for linear
chains: on-chain optimization and off-chain scaling [9]. On-
chain optimization improves the system’s processing capacity
without changing the location where transactions are executed,
mainly through sharding and optimizing consensus mech-
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anisms. Typical solutions include sharding technology and
multi-round improvements of consensus algorithms. Off-chain
scaling transfers a large number of transactions to be executed
off the main chain, only interacting with the main chain at
necessary points such as opening a transaction, state com-
mitment, or dispute arbitration. Representative technologies
include payment channel networks and state channels [10].
To provide a strong problem-driven narrative, it is essential to
recognize that as smart contracts and Decentralized Finance
(DeFi) ecosystems explode in complexity, the demand for
scalable infrastructure has outpaced early off-chain solutions.
These two types of solutions work together through layered
design to build a multi-level blockchain scaling system to meet
the different needs for security, decentralization, and through-
put in various application scenarios. To break the throughput
bottleneck caused by the serial processing of transactions in a
single-chain structure, researchers introduced Directed Acyclic
Graph (DAG) structures into blockchain systems. Unlike lin-
ear chains where each block references only one preceding
block, the DAG structure allows a block to reference multiple
preceding blocks at the same time.

This paper aims to systematically review the scaling meth-
ods of blockchains and their evolution paths, comprehensively
summarize mainstream blockchain scaling technology solu-
tions, deeply analyze the technical principles, advantages, lim-
itations, and applicable scenarios of various solutions, and on
this basis, look forward to possible future research directions.
Through the research in this paper, we hope to provide a
systematic reference for theoretical research and engineering
practice regarding blockchain scalability issues, and promote
the large-scale application of blockchain technology in high-
value scenarios.

While numerous surveys have explored blockchain scala-
bility, many focus exclusively on isolated dimensions such as
sharding or DAGs. Existing literature often lacks a compre-
hensive, up-to-date synthesis that includes the paradigm shift
brought by Layer-2 Rollups (Zero-Knowledge and Optimistic)
and modular Data Availability (DA) layers. This survey bridges
that critical research gap by providing a holistic taxonomy
covering on-chain, off-chain, Layer-2, and DAG technologies
up to 2026, comparing their scopes, covered technologies, and
methodological perspectives against prior reviews.

To ensure maximum scientific rigor, transparency, and re-
producibility, this paper adopts a formalized Systematic Lit-
erature Review (SLR) methodology in accordance with the
PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) guidelines. We established strict quantita-
tive inclusion and exclusion criteria: peer-reviewed journal and
top-tier conference papers published between 2018 and 2026
that present foundational architectures, empirical evaluations,
or routing optimizations for blockchain scaling were included.
Non-peer-reviewed whitepapers, outdated preprints, and publi-
cations lacking transparent evaluation metrics were excluded.
The literature was collected from premier databases including
IEEE Xplore, Springer, ACM Digital Library, and Google
Scholar using targeted keyword strings (e.g., “blockchain scal-
ability" and (“sharding" or “Rollups” or “payment channel
networks" or “DAG")). The step-by-step screening procedure

is visually summarized in our PRISMA flowchart.

The structure of this paper is organized as follows: Section
2 reviews on-chain scaling technologies; Section 3 reviews
off-chain scaling technologies; Section 4 focuses on DAG-
based blockchain structures; Section 5 summarizes the paper
and looks forward to future research directions.To address the
need for systematic presentation, additional taxonomy figures
and comparative tables have been incorporated throughout
the sections to visually synthesize the characteristics and
application scenarios of these technologies.

II. ON-CHAIN SCALING TECHNOLOGIES
A. Sharding

Sharding technology was first used in distributed databases
to improve data processing performance by having different
shards independently and in parallel perform data management
operations [11]. In blockchain systems, sharding technology
exists as a protocol, mainly modifying the network layer to
divide the entire blockchain network into multiple shards. Each
shard independently and in parallel processes transactions,
thereby improving the overall transaction throughput of the
system [12].

1) Challenges of Sharding Technology

Although sharding technology shows huge potential for
performance optimization, it still faces a series of technical
challenges [13]:

Shard Load Balancing: Transaction distribution in real ap-
plications often has significant unevenness in time and space.
For example, a popular decentralized application (DApp) or as-
set issuance contract may attract a large number of transactions
in a short time, causing its shard to become a performance bot-
tleneck while other shards remain relatively idle. This uneven
load reduces the resource utilization and effective throughput
of the overall system. To solve this problem, a dynamic load
balancing mechanism is needed [14]. This mechanism should
be able to redefine shard boundaries (like shard key ranges
or account assignments) without affecting system security
and internal state consistency, migrating some accounts or
states from overloaded shards to idle ones. However, the state
migration process itself involves shard data synchronization
and temporary double-writing, which is highly complex to
implement and may introduce new security vulnerabilities.

Shard Security: Sharding technology divides all network
nodes into multiple smaller subsets, with each shard running a
consensus protocol independently [15]. Compared to a single
un-sharded blockchain, sharding reduces the number of nodes
in each shard, which may lower the cost for an attacker to
control that shard. For example, in a system using random
shard allocation, if the total number of nodes is N and the
number of shards is K, the average number of nodes per shard
is N/K. If an attacker controls more than 1/3 or 1/2 of the
malicious nodes in the total nodes (depending on the fault
tolerance threshold of the consensus protocol), they have a
high probability of controlling a specific shard during a shard
reorganization. To defend against such attacks, it is necessary
to design random shard allocation and periodic reorganization
mechanisms [16], so that the roles and identities of nodes in



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 6, ISSUE 2, AUGUST 2026 76

shards change dynamically over time, increasing the difficulty
for attackers to predict and focus attacks on a specific shard.
At the same time, fast detection and penalty mechanisms
within shards, as well as global security audits of shards,
need to be introduced to ensure that even if a single shard
is compromised, it will not affect other shards or corrupt the
global state.

Internal Consensus Efficiency Bottlenecks in Shards:
Although sharding technology improves the system’s overall
throughput at a macro level by dividing the network into
multiple parallel processing subsets, each shard is essentially
still an independently running sub-blockchain and must fully
execute the consensus protocol internally [17]. This means that
the transaction processing capacity of a single shard is still
limited by the performance ceiling of its chosen consensus
mechanism. For example, if a shard internally uses a Byzantine
Fault Tolerance protocol (such as PBFT), its communication
complexity grows quadratically with the number of nodes, and
a slight increase in nodes will significantly lower confirmation
efficiency; if a Proof of Work mechanism is used, it is con-
strained by block intervals and block sizes, making it difficult
to achieve high-frequency confirmations. More importantly,
this single-shard performance bottleneck has a “weakest link"
effect—when a specific shard experiences a surge in load
due to hosting popular applications or massive transactions,
that shard itself becomes the performance bottleneck for the
entire system [18], and simply increasing the number of shards
cannot improve the processing capacity of this specific shard.
In other words, the parallelization advantage of sharding is
mainly reflected in processing transactions of different shards
at staggered times, but for high-value scenarios within a single
shard, its throughput ceiling is still determined by the shard’s
own consensus mechanism and cannot be linearly broken
through horizontal scaling.

2) Main Types of Sharding

Based on different division dimensions, sharding technology
can be divided into three main types: network sharding,
transaction sharding, and state sharding. The three types are
functionally related and are usually used together in real
systems to form a complete sharding architecture.

Network Sharding: Network sharding is the foundation
of the sharding architecture. It refers to dividing all network
nodes into multiple relatively independent sub-networks, with
each sub-network forming a shard. The RapidChain system
was the first to implement a complete network sharding
architecture. By randomly assigning nodes to different shards,
it significantly reduced the communication and storage burden
on single nodes [19]. Dang et al. pointed out in their research
that in traditional single-chain architectures, every node must
synchronize the full amount of data and participate in global
consensus. As the network scales up, nodes face severe band-
width and storage pressures [20]. Network sharding groups
nodes so that each node only needs to communicate with
a few nodes within its shard, thereby reducing the network
bandwidth consumption and state storage requirements of a
single node . The OmniLedger system uses a verifiable random
function to achieve random allocation of nodes, effectively pre-
venting malicious nodes from centrally controlling a specific

shard [21].

Transaction Sharding: Transaction sharding refers to allo-
cating transactions to different shards for parallel processing
based on specific rules [22]. Its core goal is to improve the
system’s concurrent transaction processing capacity, allowing
unrelated transactions to be confirmed simultaneously in dif-
ferent shards. The core advantage of transaction sharding lies
in its parallel processing ability: when multiple transactions
are assigned to different shards, each shard can independently
perform consensus and verification in parallel, and the overall
system throughput theoretically grows linearly with the number
of shards. However, the main challenge of transaction sharding
lies in how to design efficient allocation rules that ensure
an even distribution of transaction load among shards while
minimizing the generation of cross-shard transactions.

Transaction sharding allocation rules are usually based on
key fields in the transaction, such as the sender’s address, the
receiver’s address, or the transaction hash. Common allocation
strategies include account address-based sharding and transac-
tion hash-based sharding.

State Sharding: State sharding is the most challenging
type in sharding technology. It refers to splitting and storing
the global state (including account balances, smart contract
code, and stored data) across different shards, with each shard
maintaining only the state data within its jurisdiction [23]. The
fundamental difference between state sharding and traditional
sharding architectures is that it is not just a diversion of the
transaction processing procedure, but a complete dismantling
of the data storage layer. Under the state sharding architecture,
each shard has an independent state database, and nodes only
need to store the state data of their shard, fundamentally
solving the storage bloat problem faced by single-chain ar-
chitectures [24], enabling the system to support massive users
and complex applications.

However, state sharding traditionally faces massive chal-
lenges regarding data storage and state migration [25]. To
make state sharding viable, recent critical advancements have
emerged, namely Data Availability Sampling (DAS) and state-
less clients [26]. Data Availability Sampling allows light nodes
to cryptographically verify that shard data is available without
downloading the entire block, significantly enhancing shard
security. Furthermore, stateless clients leveraging Verkle trees
[27] compress state proofs, drastically reducing the storage
burden on validators and making cross-shard state [28] migra-
tions highly efficient and feasible.

3) Performance Characteristics of Sharding

Parallel Processing Capacity: The core performance ad-
vantage of the sharding architecture lies in its parallel pro-
cessing capacity [29]. By distributing the transaction load
to multiple shards for simultaneous processing, the overall
system throughput can theoretically reach the level of “single
shard throughput X number of shards". Experiments in the
RapidChain system show that when the number of shards
is 8, the system throughput can reach about 7000 TPS, far
exceeding the single-chain architecture [30]. However, actual
system throughput is often lower than the theoretical max-
imum, mainly constrained by three factors: first, the shard
load balancing issue; if transactions are unevenly distributed,
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the most loaded shard will become the overall bottleneck.
Second, the single shard performance boundary; the consensus
mechanism within each shard still has a throughput limit
that cannot be linearly improved by adding shards. Third,
transaction dependencies; transactions with dependencies must
be processed serially in the same shard, which reduces paral-
lelism.

Resource Decentralization and Storage Optimization:
Xiangdong Guo et al. designed a jump-hash sharding al-
gorithm to optimize data allocation, and combined it with
an enhanced consensus algorithm to improve consensus effi-
ciency, significantly improving the performance and scalability
of an agricultural traceability blockchain system based on
sharding technology. The sharding architecture significantly
lowers the barrier to joining the network by dispersing resource
requirements, which helps improve the network’s degree of
decentralization [31]. Yan Wang et al. proposed that in terms
of storage resources, state sharding allows each node to store
only the state data of its shard, rather than the global state.
Assuming the total global state is S and the number of
shards is K, the theoretical average storage requirement per
node is about S/K. This allows ordinary hardware devices to
participate in network verification [32], avoiding centralization
tendencies caused by high storage requirements.

Performance Trade-offs and Limitations: While improv-
ing scalability, sharding technology faces multiple perfor-
mance trade-offs and limitations [33]. In terms of security, ran-
dom allocation and periodic reorganization consume resources,
which may affect continuous availability, and higher security
requirements lead to greater performance loss. Regarding the
single-shard bottleneck, each shard is still limited by its
internal consensus mechanism, and cannot break through by
adding more shards during load surges. In terms of storage,
state sharding only disperses rather than solves the continuous
swelling of total state data. Finally, regarding node heterogene-
ity, low-performance nodes may slow down shard efficiency
[34].

B. Consensus Mechanism Optimization

The consensus protocol is the core of distributed blockchain
systems for achieving state consistency, and its design directly
affects the network scalability and performance scalability
of the system [35]. Depending on the method of reaching
consensus, existing consensus protocols are divided into two
categories: proof-based consensus protocols and voting-based
consensus protocols [36]. Table I compares various on-chain
scaling mechanisms from multiple dimensions.

1) Proof-based Consensus Protocols

Proof-based consensus protocols (such as Proof of Work
PoW, Proof of Stake PoS, etc.) require the winner node to
broadcast a proof message to all consensus participant nodes.
Participant nodes determine whether to accept the new block
and reach a consensus by verifying the correctness of the proof
message [37]. The core feature of this type of protocol is
that reaching a consensus does not rely on multiple rounds of
complex voting interactions, but on a single winner presenting
publicly verifiable cryptographic evidence. Other nodes only

need to perform a single verification to make a judgment.
Therefore, its communication complexity is significantly lower
than that of Byzantine Fault Tolerance protocols——usually
only O(w), where w is the number of winner nodes. This
allows it to support more network nodes participating, thereby
maintaining a high degree of decentralization. However, this
type of protocol also faces inherent challenges: on the one
hand, generating a winner usually requires consuming massive
computational resources (like hash operations in PoW) or
locking high-value assets (like staked tokens in PoS), leading
to significant energy consumption or capital costs; on the
other hand, proof-based consensus often uses probabilistic
finality, and transaction confirmation requires waiting for the
cumulative confirmation of multiple blocks, resulting in long
confirmation delays that are difficult to meet the needs of high-
frequency, low-latency scenarios.

The Proof of Work (PoW) consensus protocol was first
applied to the Bitcoin blockchain. Its core mechanism requires
all consensus participant nodes to independently solve the
same mathematical puzzle (i.e., finding a random number,
nonce, that meets the target difficulty) [1]. The node that
solves the puzzle first becomes the winner of the round
and broadcasts its packaged block and answer (nonce) to all
network nodes. After receiving the broadcast, other nodes only
need to perform a hash verification on the answer to determine
if the block is valid, thereby quickly reaching consensus [38].
The communication complexity of PoW is O(w), where w
is the number of winner nodes (in typical PoW, there is only
one winner per round, so the communication overhead is linear
with the number of network nodes, i.e., each winner broadcasts
once to all nodes).

The Proof of Stake (PoS) consensus protocol is an alter-
native solution proposed to solve the energy consumption
problem of PoW. Its core design concept is: only nodes that
own a certain number of tokens (i.e., stakes) can become
true consensus participants (validators). The probability of a
node gaining block-producing rights or voting rights is directly
proportional to the number of tokens it holds, without the need
for massive meaningless hash calculations [39]. In typical PoS
implementations, the system selects the block-producing node
for the next round through a random algorithm (such as one
based on a Verifiable Random Function, VRF). The winner
broadcasts its block and proof of stake (like a signed random
number), and other nodes accept the block after verifying the
signature and the validity of the stake. The communication
complexity of PoS is also O(w), and is independent of the
network scale, so it can theoretically support thousands of
validators. Compared to PoW, PoS drastically reduces energy
consumption [40], but the confirmation delay problem still
exists: many PoS protocols use voting-based finality compo-
nents (like Casper FFG in Ethereum Gasper), which makes
final transaction confirmation still take tens of seconds to
several minutes. In addition, PoS also faces unique challenges
such as the “Nothing-at-Stake" attack and long-range attacks,
which require extra mechanisms (like slashing conditions and
weak subjectivity checkpoints) to prevent. Nevertheless, thanks
to its high energy efficiency and good scalability, PoS has
become the mainstream consensus choice for the current new



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 6, ISSUE 2, AUGUST 2026 78

generation of public chains (like Ethereum 2.0, Cardano, and
Polkadot).

2) Voting-based Consensus Protocols

Voting-based consensus protocols reach a consistent consen-
sus through negotiation and multi-round voting among nodes.
They can provide strong consistency guarantees (meaning that
once a transaction is confirmed, it is irreversible and there is
no risk of forking), but the communication complexity is high
and network capacity is limited [41]. This type of protocol
usually requires all participating nodes to exchange a large
number of voting messages in each round of consensus. As
the number of nodes increases, the network bandwidth and
latency overhead grow rapidly, thereby limiting the number of
nodes the system can support.

The Practical Byzantine Fault Tolerance (PBFT) consen-
sus protocol is a classic and representative Byzantine fault
tolerance consensus protocol. Its consensus process contains
5 phases: request (the client initiates a request), pre-prepare
(the primary node broadcasts a pre-prepare message), prepare
(replica nodes broadcast prepare messages), commit (replica
nodes broadcast commit messages), and reply (replica nodes
reply to the client) [42]. PBFT requires all consensus partici-
pants to frequently broadcast voting messages to reach consis-
tency. Its communication complexity is O(N?), meaning the
total number of messages in the network is proportional to the
square of the number of nodes. In real network environments,
when the number of nodes increases, network bandwidth and
CPU overhead will rise sharply. Tests have shown that the
network capacity of the PBFT protocol on a 100 Mbps network
does not exceed 20 nodes, meaning it can only support about
20 consensus nodes, which severely limits its application in
large consortium chains or public chains [5].

HotStuff is a BFT consensus protocol with linear commu-
nication complexity. By introducing threshold signatures and
pipeline design, it reduces the communication complexity from
O(N?) to O(N) [43]. Threshold signatures allow a group of
nodes to jointly generate an aggregated signature, compressing
multi-round voting messages into a single message; pipeline
design allows consensus operations in different stages to be
executed in an overlapping manner, further reducing confir-
mation delay. HotStuff has good engineering practicality and
was used in the Libra blockchain project (later renamed Diem)
led by Facebook (now Meta), showing excellent performance
in consortium chain scenarios.

3) Hybrid Consensus Protocols

Hybrid consensus protocols combine two or more exist-
ing consensus protocols to leverage their respective advan-
tages in security, scalability, finality, and energy efficiency,
compensating for the inherent defects of a single protocol
[44]. These protocols usually divide the consensus process
into different stages (like a block generation stage and a
confirmation stage) or use different consensus mechanisms
at different network layers to achieve overall performance
optimization. For example, the PBFT-PoW consensus protocol
is a hybrid protocol that combines PBFT and PoW, applied
in the TrueChain project [45]. In this protocol, the PoW
mechanism is responsible for electing block proposing nodes,
ensuring openness and the degree of network decentralization;

while PBFT is used for fast voting confirmation on generated
blocks, providing strong consistency and finality. This division
of labor allows TrueChain to utilize PoW to defend against
Sybil attacks while leveraging PBFT to achieve low-latency
transaction confirmation, thereby alleviating the problems of
long confirmation times and low throughput in traditional
PoW. Another typical example is the BFT-DPoS consensus
protocol, which combines BFT and DPoS (Delegated Proof
of Stake), significantly improving the confirmation speed of
the blockchain by combining their features [46]. Its workflow
is usually divided into two steps: first, the DPoS protocol is
executed, where token-holding voters elect a limited number of
delegate nodes (supernodes) that take turns generating blocks
in sequence, ensuring high efficiency and predictability in
block generation; subsequently, for the newly generated block,
the BFT protocol (like PBFT or its variants) is immediately
executed, and the same group of delegate nodes conducts
multi-round voting to quickly confirm the block, allowing the
block to reach a final confirmed state before the next block
is generated. This hybrid design of “DPoS block generation
+ BFT confirmation" not only avoids the risk of forking or
long-range attacks that may occur in DPoS, but also overcomes
the limitation on node scale in traditional BFT protocols, and
is widely used in projects like EOS and Cosmos, achieving
second-level transaction finality.

III. OFF-cHAIN SCALING TECHNOLOGIES

Payment Channel Networks (PCN) significantly reduce the
load on the main chain by moving high-frequency, small-value
transactions off-chain to execute, relying on the blockchain
for state confirmation only when channels are opened and
closed [47]. Typical implementations, such as the Lightning
Network on Bitcoin and the Raiden Network on Ethereum,
are based on smart contracts to build bidirectional payment
channels, allowing both trading parties to conduct countless
instant, zero-fee transactions within the channel, and ultimately
only submitting the net settlement state to the main chain [48].

A. Working Principle of Payment Channels

The workflow of a payment channel includes the following
three stages [49], as shown in the original text’s Figure 1:

Alice-Bob: 58 Alice-Bob: 5$

Open the - Alice: 3% On-chain - Alice: 3% Close the
On- channel -Bob : 2§ transaction -Bob @ 2§ channel
chain
ohff- fre"t‘qia;:r;cy Aice | s :
cnain - mall-value Alice 13 Bob AliceL3.Bob "
i 1
transactions oo R [l ; - .
Fig. 1. The process of off-chain channel transactions

Initialization: Both parties lock funds in a multi-signature
smart contract. For example, Alice and Bob deploy a contract
on the chain and deposit 5 BTC.
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TABLE 1
COMPARATIVE SUMMARY OF ON-CHAIN SCALING MECHANISMS

Scaling Paradigm Core Target Complexity TPS Primary Trade-off

Network/Tx Sharding Bandwidth & CPU O(N/K) 1,000 — 7,000 Cross-shard overhead; Takeover risk
State Sharding (DAS+Verkle) Storage bloat o(1) 5,000 — 10,000+ Proof generation cost

Voting BFT (HotStuff) Instant finality O(N) 1,000 — 3,000 Strict node limits

Hybrid BFT-DPoS Fast confirmation O(M) 3,000 — 8,000+ Centralization risk

Off-chain Transaction: Both parties update the balance
state through signatures without needing on-chain operations.
For example, when Alice pays Bob 1 BTC, both parties sign
the new state (Alice: 4 BTC, Bob: 1 BTC).

Closing: The final state is submitted to the chain for
settlement. When the channel closes, the on-chain balance is
updated (Alice: 3 BTC, Bob: 2 BTC).

The payment channel mechanism effectively eliminates on-
chain confirmation delays and miner fees by migrating trans-
action processing off-chain [50]. Taking the Bitcoin network
as an example, the on-chain transaction throughput is about
7 TPS, whereas payment channels can process transactions
near-instantly.

B. Payment Channel Networks and Multi-hop Routing

In a PCN, when there is no direct payment channel between
the payer and the payee, the transaction needs to be relayed and
forwarded through several intermediate nodes. This process is
called multi-hop routing [51]. In large PCNs, efficient path
discovery and selection from the payer to the receiver is a
complex task. Routing algorithms need to balance multiple
objectives such as path length, fee costs, payment success rates,
and privacy protection [52].

In 2024, a SoK (Systematization of Knowledge) published
by Kolachala et al. at IEEE [53] conference reviewed sev-
eral key aspects of PCN path discovery and routing, in-
cluding source routing, distributed hash table-based rout-
ing, and privacy-preserving routing, comparing the pros and
cons of different technical routes. This SoK summarized
the unique constraints faced by PCN routing as: feasibility
constraints—requiring the balance of every channel on the
path to be sufficient to cover the payment amount; timeliness
constraints—different users have varying tolerances for coop-
eration time; and directional cancellation properties—reverse
payment transactions can cancel each other out in the channel.
These constraints make it difficult to directly migrate and apply
routing protocols from traditional ad-hoc networks. Research
published by Lobmaier et al. in the “ACM Distributed Ledger
Technologies" [54] evaluated the applicability of routing proto-
cols from the field of wireless sensor networks to PCNs. The
research first refined the core requirements of PCN routing,
selected suitable wireless sensor network routing schemes for
adaptation, and conducted experimental evaluations based on
metrics such as path length, fees, and payment success rate.

Aiming at the problem of channel balance depletion caused
by single-direction multi-hop payments in PCNs, Wei et
al. proposed the BAR (Balance-Aware Routing) protocol at

IEEE ICC [55], which is a class of distributed balance-
aware payment routing schemes. The core insight of BAR
is to use the unique property in PCNs—that payments in
opposite directions between two users can cancel each other
out—to alleviate the channel depletion problem. Wang et al.
proposed the AERO routing scheme in the journal “Computer
Networks" [56]. AERO introduces a balance coefficient to
evaluate the availability of funds within the channel, and com-
bines probability metrics to assess the channel’s transaction
capacity, achieving adaptive routing to minimize transaction
loss. AERO also introduces a wait-queue scheduling algorithm
at transaction nodes, executing transactions only when the
channel capacity meets predefined requirements.

In 2025, Corcoran and Spasic proposed an edge device
path planning method [57], utilizing service providers to assist
in path calculation within PCNs. This work integrates two
privacy protection mechanisms: the first generalizes existing
blinded paths mechanisms to obscure the start and end points
of payment paths; the second obfuscates real requests by gen-
erating convincing fake requests. Regarding routing protocols
for specific scenarios, Xu et al. proposed the EMCPF (Effi-
cient Multi-party Conditional Payment Flow) protocol [58],
a payment protocol compatible with the Lightning Network
and featuring privacy protection properties, designed to protect
all user identities, reduce locked collateral time, and resist
wormhole attacks. EMCPF does not rely on the assumption
of ideal anonymous communication channels; instead, it uses
layered encryption technology and performs security analysis
under the universal composability model, proving that as long
as there is at least one honest user in the payment path, no
information will be leaked.

C. Payment Hubs and Virtual Channels

Payment channel hubs process off-chain transactions by
deploying powerful central nodes in the network, representing
an important path to improving PCN efficiency [59]. How-
ever, existing Payment Center Hubs (PCH) are often placed
in advance without considering the distribution of payment
requests, leading to load imbalance issues. A virtual channel
is a “bridge" channel built on existing payment channel paths.
After a virtual channel is established, intermediate nodes no
longer participate in subsequent virtual channel payments, thus
releasing intermediate nodes from the burden of frequent relay
payments.

Yang et al. proposed Splicer, a highly scalable multi-PCH
solution based on Trusted Execution Environments (TEE) [60].
This research transformed the NP-hard PCH placement prob-
lem through mixed-integer linear programming, and utilized
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supermodular optimization techniques to provide optimal or
near-optimal solutions for PCNs of different scales, while
achieving load balancing. Based on the same research, Yang et
al. further proposed the SHARE scheme [61], expanding from
a single-hub to a multi-hub distributed routing architecture.
SHARE uses a TEE-assisted, privacy-preserving distributed
routing protocol to dynamically adjust multi-path traffic rates,
achieving high throughput and deadlock-free transaction for-
warding.

The 2024 SoK also systematically reviewed the design space
of payment hubs [53], analyzing the advantages of centralized
hubs in transaction efficiency and relationship anonymity,
as well as their limitations regarding trust assumptions and
single points of failure, pointing out the trade-off relationship
between scalability and security in existing hub schemes. The
SoK also systematically reviewed the design space for virtual
channels, covering virtual channel establishment protocols,
security guarantees, and their cooperative relationship with
payment channel hubs, and compared the differences among
various virtual channel schemes in terms of security assump-
tions, script dependencies, and online requirements. Tairi et
al. proposed Thunderdome, a class of rationally secure virtual
channel protocols without timelocks [62]. Thunderdome uses
the design philosophy of virtual channels to extend timelock-
free payment channel primitives, thereby achieving multi-hop
transactions without timelocks—this design not only simplifies
protocol logic but also reduces the liquidity lock-up costs
users face during timelock windows. Research published at
the 2024 IFIP NETWORKING conference proposed an integer
linear programming model to compute globally optimal VC
establishment schemes across multiple dimensions such as
transaction costs, security, and privacy [63]. This research
paid special attention to the threat adversaries on the path
pose to virtual channel security—when intermediate nodes on
the VC path act maliciously, how to select the optimal VC
establishment strategy becomes a key issue.

In the direction of multi-party virtual channels, Tian et al.
proposed Horcrux, a general and efficient multi-party virtual
channel protocol [64]. Horcrux can realize the construction of
and payments through virtual channels among multiple parties
without relying on additional trust assumptions, scripting
languages, or permanently online requirements. The protocol
adopts a novel approach called “flow neutrality," which mini-
mizes the impact on channel balance distribution during multi-
hop payments, thereby fundamentally solving the channel
depletion problem.

D. Channel Rebalancing Mechanisms

In PCNs, repeated single-direction multi-hop payments will
gradually consume the balance on one side of a channel,
leading to channel imbalance or even complete depletion,
thereby limiting the transaction capacity and scalability of the
PCN . Existing rebalancing schemes, such as sending artificial
payments to rebalance channels, usually rely on on-chain
operations, which reduces efficiency and limits applicable
scenarios.

Kolachala et al. systematically reviewed various channel
rebalancing protocols in their SoK [53], including cyclic re-

balancing, hub-based rebalancing, and multi-party rebalancing,
and comparatively analyzed the pros and cons of each scheme
regarding on-chain operation overhead, security assumptions,
and scalability.

Xu et al. proposed the Starfish rebalancing scheme, which
uses the common star network structure in PCNs to achieve
high-efficiency and large-capacity channel rebalancing [65].
Starfish only requires N on-chain operations to connect inde-
pendent channels and aggregate the total budget of all chan-
nels. Unlike cyclic methods, Starfish does not require nodes
to form a directed cycle; compared to non-cyclic methods,
Starfish significantly reduces the complexity of on-chain opera-
tions and the limitations on rebalancing capacity. Dziembowski
et al. proposed the Universal Channel Rebalancing (UCRb)
framework, which is currently one of the most comprehensive
off-chain rebalancing schemes in the literature [66]. UCRD is a
blockchain-agnostic, entirely off-chain rebalancing framework
that ensures correct behavior among untrusted participants
without on-chain interactions.

E. Layer-2 Rollups and Data Availability

While PCNs offer highly efficient micropayment solutions,
they are largely restricted to specific applications and suffer
from routing constraints [67]. In contemporary blockchain ar-
chitecture, ZK-Rollups (e.g., zkSync, Starknet) and Optimistic
Rollups (e.g., Arbitrum, Optimism) have largely superseded
PCNs and state channels for general-purpose smart contract
scalability. A comprehensive review of the current state-of-
the-art must highlight Rollups.

1) Optimistic Rollups

Optimistic Rollups assume by default that off-chain batch
transaction execution is valid and rely on a “fraud-proof”
mechanism within a predefined time window. However, cen-
tralized sequencers and Data Availability Committees (DACs)
pose risks of malicious behavior, which can lead to censorship
or delayed Layer-2 progression. To address this problem,
Capretto, Sanchez, et al. published a study in 2025 [68]
highlighting the security threats posed by dishonest sequencers
and DAC:s to the network. They proposed and detailed a secure
fraud-proof mechanism arbitrated by Layer-1 smart contracts.
They concluded that through mandatory L1 arbitration and evi-
dence generation, malicious sequencer nodes can be effectively
detected and penalized, thereby fundamentally safeguarding
Layer-2 users’ assets.

Furthermore, In 2024, Stefanos Chaliasos, Denis Firsov et
al. [69] pointed out that introducing a Forced Queue mecha-
nism allows users to bypass potential L2 censorship and submit
transactions directly to L1, ensuring the system’s censorship
resistance.

2) Zero-Knowledge Rollups (ZK-Rollups) and Validiums

Unlike Optimistic Rollups, ZK-Rollups utilize advanced
cryptographic validity proofs (such as ZK-SNARKSs) to mathe-
matically guarantee the correctness of off-chain computations,
achieving near-instant finality. However, in addition to proof
generation overhead, their limitations in privacy protection
have drawn academic attention. In 2024, Torralba-Agell et
al. [70] questioned the privacy flaws of ZK-Rollups. They
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published a systematic analysis of existing ZK-Rollup ar-
chitectures, focusing on the fact that although ZK-Rollups
significantly improve throughput and reduce verification costs,
their “zero-knowledge" nature often fails to provide sufficient
transaction privacy in actual L2 networks. They concluded
that current ZK-Rollups are designed more to achieve ‘“‘suc-
cinctness" for reducing computational energy consumption
rather than true user data privacy. Therefore, future L2 designs
urgently need to introduce new trade-off mechanisms between
throughput and privacy protection.

3) Modular Data Availability (DA) Layers

As Rollups scale, the block space on the L1 main chain
for publishing transaction data becomes a severe bottleneck,
driving the widespread adoption of modular architectures that
decouple data availability (DA) from the execution layer.
When facing massive data verification pressure, how light
nodes ensure data is truly available is a core challenge. In
2024, Li Quan addressed the inefficiencies of blockchain data
outsourcing and storage by publishing a new model called
the “Distributed Transparent Data Layer (DTDL)." [71] This
model introduced zero-knowledge proofs and Data Availability
Sampling (DAS). They concluded that this approach enables
nodes to store only fragments of historical records while
maintaining data integrity in a malicious publisher environ-
ment, thereby achieving seamless, fork-free scaling. Table II
compares various off-chain scaling technologies in terms of
whether they support smart contracts, finality determination,
and other aspects.

Furthermore, in 2025, Sasidharan et al. addressed the opti-
mization problem of DAS topology efficiency in decentralized
systems [72]. They published a mathematical architecture ap-
plying “Block Circulant Codes" to data availability sampling.
Through rigorous derivation, they concluded that applying spe-
cific erasure code structures not only greatly reduces network
communication overhead but also provides robust data re-
coverability guarantees for massive-scale modular blockchain
networks (such as the Ethereum Danksharding roadmap).

IV. DIirRecTED AcycLic GRAPH-BASED BLOCKCHAIN
STRUCTURES

To break the throughput bottleneck caused by serial trans-
action processing in single-chain structures, researchers in-
troduced the Directed Acyclic Graph (DAG) structure into
blockchain systems [73]. Unlike linear chains where each block
references only one preceding block, the DAG structure allows
a block to reference multiple preceding node blocks simultane-
ously, thus forming a partial order relationship globally [74].

The DAG structure significantly improves the system’s par-
allel packing and broadcasting capabilities without destroying
consistency, allowing different nodes to concurrently generate
and broadcast data units within the same time window [75].
As shown in figure 2, Based on the different organizational
methods and main trunk structures of nodes in a DAG, existing
DAG-based blockchain structures can be roughly divided into
the following three categories [76].

(a) Unstructured DAG (b) Parallel Chain DAG

Fig. 2. Classification of dag-based blockchains

A. Natural Structure DAG

A natural structure DAG does not have a fixed main
branch or predefined topology, and the reference relationships
between blocks are relatively free. The system usually relies
on mechanisms like cumulative weight, voting strength, or
probability convergence to determine the confirmation level
of data and eventually form a consistent view. This type of
structure has high structural flexibility, but usually requires
additional mechanisms to guarantee deterministic sorting and
eventual consistency.

IOTA’s Tangle is a representative implementation of a
natural structure DAG [77]. In Tangle, DAG nodes are defined
as transactions, and peer nodes dynamically build a natural
structure DAG by submitting transactions. Each new transac-
tion must verify two existing transactions (called tips); in this
way, reference relationships are formed between transactions.
Tangle uses a cumulative weight mechanism for conflict reso-
lution. Nodes calculate and propagate weights to vote among
multiple candidate transaction views, eventually converging
to a transaction state recognized by the entire network [78].
Tangle 2.0 further introduced a decentralized coordinator,
solving the problems of the previous centralized coordinator
and achieving fully decentralized consensus [79].

GraphChain is another implementation of a natural structure
DAG, where each transaction needs to confirm at least two
ancestor transactions and comes with a Proof of Work with
optional difficulty [80]. In this way, Proof of Work accumulates
and gradually confirms previous valid historical transaction
records.

B. Parallel Structure DAG

A parallel structure DAG is composed of multiple inde-
pendent chains in parallel. Each chain can generate blocks
independently and maintain consistency through cross-chain
mechanisms or global consensus protocols [81]. This type of
DAG is also the mainstream structure for implementing DAG-
based BFT consensus protocols. Parallel structures usually
require configuring a genesis block for each sub-chain, and
new blocks generally need to be appended to the ends of the
sub-chains maintained by various nodes.

HashGraph uses a protocol based on Asynchronous Byzan-
tine Fault Tolerance (ABFT). By allowing participants to
communicate in the network without relying on time synchro-
nization, it reduces the impact of network latency and improves
the system’s fault tolerance [82]. In HashGraph, “events" act
as nodes in the DAG, and nodes are organized via a parallel
structure to ensure multiple transactions can be processed in
parallel. By establishing witnesses for each event, HashGraph
can establish a deterministic sequence of transactions, thereby
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TABLE II
CoMPREHENSIVE COMPARISON OF OFF-CHAIN AND LAYER-2 SCALING TECHNOLOGIES

Technology Smart Contracts Finality DA Location Security Model Use Case
Payment Channels No Instant Off-chain Multi-sig & disputes Micro-payments
Optimistic Rollups Yes (EVM) High (7d) On-chain (L1) Fraud proofs DeFi & NFTs
ZK Rollups Yes (zkEVM) Low On-chain (L1) Validity proofs Enterprise finance
Validiums / Mod DA Yes Low Off-chain Validity proofs + DAC Gaming & Social

ensuring all network participants reach an agreement on the
order of events.

Bullshark is a practical solution that applies the DAG struc-
ture to Byzantine Fault Tolerance protocols [83]. By combin-
ing an efficient message-passing mechanism with an optimized
consensus algorithm, the protocol significantly reduces the
communication complexity found in traditional BFT protocols
and improves the system’s fault tolerance. Bullshark improves
upon the DAG-Rider protocol, achieving high performance in
actual deployments [84].

LightDAG is a DAG-based, low-latency Byzantine Fault
Tolerance consensus protocol aimed at solving the high-
latency problem present during the broadcast process of
existing DAG-based consensus algorithms [85]. LightDAG
proposes two variants: LightDAG1 and LightDAG2, which
optimize latency through consistent broadcasting and normal
broadcasting, respectively, achieving optimal latencies of 5
steps and 4 steps.

C. Main-chain Structure DAG

A main-chain structure DAG introduces a main chain within
multiple branch structures. The main chain is responsible for
global sorting or authoritative confirmation, while other branch
chains can serve as a means of auxiliary storage or accelerating
transaction confirmation [86]. The difference between this and
parallel structures is that a main-chain structure only needs one
genesis block and can be backward compatible with traditional
smart contracts.

The GHOST (Greedy Heaviest Observed Subtree) proto-
col, originally proposed by Sompolinsky and Zohar, aims
to provide an efficient Directed Acyclic Graph structure for
blockchain systems [87]. The GHOST protocol uses the DAG
structure to allow the blockchain to generate multiple blocks
in parallel, improving throughput and solving the efficiency
bottlenecks of traditional chain structures. The core idea of
the GHOST protocol is that when a blockchain network forks,
it selects the "heaviest" branch, or the one containing the most
blocks, as the standard chain, thereby ensuring the stability of
the consensus.

The Conflux system uses a DAG structure called Tree-
Graph, which is an enhanced version based on the GHOST
protocol [88]. Conflux adopts a recursive tree-graph structure
where a pivot chain acts as a guide. The tree-graph structure
merges the advantages of tree structures and graph structures:
the tree structure provides simpler ordering and fewer conflicts,
while the graph structure allows multiple blocks to be gener-
ated in parallel, thereby increasing the system’s throughput and

transaction confirmation speed. Conflux’s consensus algorithm
can achieve high throughput while ensuring security; tests
indicate its TPS can reach over 3000 [89].

PHANTOM GHOSTDAG is a further extension of the
GHOST protocol that supports the parallel processing of more
blocks and performs better in high-concurrency environments
[90]. By using a parameterized method, the protocol allows
blocks to have multiple parent blocks, thus improving through-
put while guaranteeing security.

The LBFT-DAG system uses a DAG structure called Parallel
Main-Sub Chain [76], which is an enhanced version of a
leader-driven Byzantine Fault Tolerance consensus protocol.
LBFT-DAG proposes a streamlined DAG ledger structure
consisting of a main chain and multiple parallel sub-chains.
The main chain is made of blocks generated by the leader node,
and each block only references two predecessor blocks, thereby
reducing structural complexity. This structure combines the
orderliness of the main chain with the high concurrency
advantages of parallel sub-chains: the main chain provides a
stable global sorting foundation, reducing conflicts, while the
parallel sub-chains allow multiple nodes to generate blocks
simultaneously, thereby enhancing system throughput and
transaction confirmation efficiency. By asynchronously voting
only on leader blocks, the consensus algorithm of LBFT-DAG
achieves high throughput while ensuring security. Tests show
its average transaction throughput can reach over 8000 TPS,
which is about 4 times that of existing solutions.

D. Comparative Analysis of DAG Structures

Table III provides a comparative analysis of the three types
of DAG structures across multiple dimensions.

These three DAG structures focus on different aspects of
topology design: Natural structure DAGs have no fixed main
branch and rely on cumulative weight consensus. They have
moderate implementation difficulty but relatively high con-
firmation delays. Parallel structure DAGs consist of multiple
parallel chains, use BFT-class consensus, have the lowest
confirmation delay, but the highest implementation complexity.
Main-chain structure DAGs take the form of a single main
chain with branches and combine with GHOST-class consen-
sus, striking a good balance between low delay and moderate
complexity.

In terms of performance, all three can achieve high through-
put, but their confirmation delays and implementation difficul-
ties vary. Natural structures (like IOTA) are highly flexible
but somewhat slow to confirm; parallel structures (like Hash-
Graph) have the lowest delay but the most complex engineer-
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ing; main-chain structures (like Conflux) balance efficiency
and feasibility through main chain anchoring.

V. ConcLusioN AND FUTURE WoORK
A. Conclusion

This paper systematically reviewed the on-chain scaling
technologies, off-chain scaling technologies, and DAG struc-
tures of blockchains. The main research work and conclusions
are as follows:

On-chain Scaling Technologies: Sharding technology di-
vides the network into multiple parallel shards, achieving a
linear increase in transaction throughput with the number
of shards, but faces challenges regarding intra-shard con-
sensus efficiency and load balancing. Consensus mechanism
optimization improves protocol design to increase network
capacity and transaction efficiency while maintaining security.

Off-chain Scaling Technologies: Payment channel net-
works move high-frequency transactions off-chain for execu-
tion, achieving millisecond-level confirmations and extremely
high throughput, but require pre-depositing funds and rely
heavily on network topology. Furthermore, Layer-2 Rollups
(ZK and Optimistic) have superseded PCNs for general-
purpose smart contracts, leveraging modular Data Availability
layers to achieve massive throughput without sacrificing main-
chain security.

DAG Structures: The DAG structure significantly improves
system throughput capabilities by allowing blocks to be gen-
erated in parallel. The three DAG solutions—natural struc-
ture, parallel structure, and main-chain structure—each have
their own characteristics in terms of flexibility, determinism,
and implementation complexity. Natural structure DAGs (like
IOTA) have high flexibility but weak determinism; parallel
structure DAGs (like HashGraph) are suitable for BFT con-
sensus; main-chain structure DAGs (like Conflux) achieve high
throughput while ensuring security.

Overall, “on-chain basic optimization + off-chain and Layer-
2 collaborative scaling" has become the mainstream direction
in blockchain scalability research. While earlier research relied
primarily on PCNs as evidence for off-chain capabilities, PCNs
are largely restricted to specific applications like micropay-
ments on the Lightning Network. The inclusion of Layer-
2 Rollups provides the necessary evidence to fully support
the claim that this collaborative approach is the optimal
trajectory for blockchain development. On-chain optimization
enhances the system’s basic processing capacity through shard-
ing and improved consensus mechanisms; off-chain and Layer-
2 architectures achieve nearly infinite throughput by moving
transactions off the main chain. The two types of solutions
complement each other to build a multi-layered blockchain
scaling system.

B. Future Outlook

Although significant progress has been made in blockchain
scalability research, many challenges remain. Future explo-
rations can proceed in the following directions:

Multi-technology Fusion and Collaborative Optimiza-
tion: Existing scaling technologies each have their pros and

cons. Future research could explore integrating DAG struc-
tures with sharding technology, using DAG’s parallelism to
enhance processing capacity within shards while coordinating
across DAG subgraphs through a sharding architecture [91].
Consensus mechanism optimization could also collaborate
with payment channel networks [92] to improve off-chain
transaction efficiency while ensuring security.

Adaptive and Intelligent Scaling Mechanisms: Introduc-
ing Artificial Intelligence and Machine Learning technologies
to achieve adaptive shard adjustments, dynamic consensus
parameter configurations, and intelligent routing selection [93].
Rebalancing strategies based on Reinforcement Learning could
dynamically optimize fund scheduling according to real-time
transaction flow patterns, significantly improving channel uti-
lization and transaction success rates.

Privacy Protection Enhancement: Combining crypto-
graphic technologies like Zero-Knowledge Proofs and Homo-
morphic Encryption to design scaling solutions with enhanced
privacy protection. For example, the Shaduf++ scheme intro-
duces commitment schemes and range proofs to safely store
bonded amounts encrypted, protecting user privacy [94].

Standardization of Cross-chain Interoperability: Promot-
ing the standardization of cross-chain protocols and designing
universal cross-chain communication frameworks to achieve
seamless interoperability between heterogeneous blockchains.
Cross-chain interoperability standards should include core
elements such as message formats, verification mechanisms,
security assumptions, and incentive models [95].

Formal Verification and Security Proofs: Utilizing formal
verification tools to perform machine-verifiable proofs on
scaling protocols to ensure their security under various attack
models. For complex systems that combine multiple scaling
technologies, establishing a composable security framework is
necessary [96].

Engineering Deployment and Practical Verification: De-
ploying and verifying proposed schemes in real blockchain
networks (like the Bitcoin Lightning Network and Ethereum),
and further optimizing algorithm parameters using real-world
environment data to enhance the engineering practical value
of the schemes [97].
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