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IEEE 802.11a remains a key component for localized connectivity in fifth-generation (5G) networks and is widely used in smart
homes, industrial IoT, and public WiFi hotspots. Due to the randomness and dynamic nature of wireless propagation channels, IEEE
802.11a systems are subject to unavoidable interference, including path loss, multipath propagation, shadowing, and Doppler effects.
Although numerous studies have addressed signal interference in IEEE 802.11a systems, there is a notable lack of comprehensive
overviews on state-of-the-art channel modeling and interference analysis in the existing literature. Specifically, critical challenges
such as accurately modeling dynamic channel behaviors and analyzing the impact of the objective interference in wireless channels
require further exploration. This paper provides a comprehensive review of channel modeling and interference mechanisms for IEEE
802.11a wireless communication systems. Based on the different sources, we first categorize existing interference into two types:
multiplicative interference and additive interference. The former includes large-scale fading caused by path loss and shadowing
effects, as well as small-scale fading resulting from multipath propagation and Doppler effects. The latter is further classified into
thermal noise, adjacent channel interference, co-channel interference, and electromagnetic interference. Furthermore, we analyze
the impact of these interference types on signal characteristics, including amplitude, phase, frequency, and time delay, and identify
key gaps in current modeling approaches. Finally, we highlight future research directions, focusing on improving channel modeling
techniques, developing interference-aware protocols, and developing cross-layer optimization frameworks for secure and efficient
transmission in dynamic network environments.

Index Terms—Wireless communication system, IEEE 802.11a, channel modeling, interference analysis, physical layer transmission.

I. INTRODUCTION interference, resulting in signal degradation and performance
fluctuations. Moreover, the higher frequencies utilized in
IEEE 802.11a systems pose inherent challenges, including
greater attenuation, limited range, and heightened sensitivity
to multipath propagation, which collectively degrade signal
power, coverage, and reliability, particularly in environments
with complex propagation conditions. Therefore, modeling
and analysis wireless propagation channels are foundational
to improving the performance of IEEE 802.11a systems.
Existing studies have provided significant insights into key
channel interference in IEEE 802.11a wireless communica-
tion systems, such as channel modeling and fading [5]-
[7], adjacent channel interference (ACI) [8], [9], coexistence
interference [10]-[12], and OFDM system performance [13],
[14]. However, these studies predominantly focus on the
impact of individual interference types on system performance,
while lacking a systematic and comprehensive framework that
examines all interference types and their effects on propagation
signals in IEEE 802.11a systems. This limitation hinders a
comprehensive understanding of interference mechanisms and
restricts the optimization and application of IEEE 802.11a
systems in future complex interference environments.
Motivated by these gaps, this paper provides a comprehen-
sive review of the inevitable interference in IEEE 802.11a
wireless communication systems and presents the first in-depth
analysis of their impact on signal characteristics. In particular,
we categorize the interference sources into two primary types:
. . ) additive interference and multiplicative interference, thereby
Manuscript received December 17, 2024; revised January 24, 2025. Corre- L . . .
sponding author: Yu Zhang (email: yuzhang_@stu.xidian.edu.cn), Xinzhe Pi establishing a unified classification framework. For each type,
(email: pxinzhe @ 163.com). we analyze its impact on essential signal characteristics, such

IRELESS communication systems have undergone
rapid advancements to meet the increasing demand for
higher data rates, low latency and seamless connectivity [1].
Driven by the evolution of fifth-generation (5G) and sixth-
generation (6G) wireless systems, there has been a significant
shift toward integrating diverse wireless standards, including
legacy systems such as IEEE 802.11a, to ensure backward
compatibility while leveraging existing technologies for spe-
cific applications [2]. Utilizing the Orthogonal Frequency
Division Multiplexing (OFDM) technique, the IEEE 802.11a
system operates in the 5 GHz band to deliver high spectral
efficiency and reduce interference relative to the 2.4 GHz
band [3]. These features make the IEEE 802.11a system
particularly effective in local area networks (LANs) and for
offloading traffic from cellular networks in high-density en-
vironments. Even as 5G and 6G networks adopt advanced
wireless techniques, the IEEE 802.11a system continues to
serve as a foundation for wireless LAN (WLAN) connectivity
in scenarios requiring localized high-throughput links, such as
smart homes, industrial IoT and public WiFi hotspots [4].
Communication channels of IEEE 802.11a systems are in-
herently subject to unavoidable interference due to the random
and dynamic nature of the wireless propagation environment.
The interference stem from multiple sources, including multi-
path propagation, shadowing, Doppler effects, and external
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as amplitude, phase, frequency, and time delay. Finally, we
identify key challenges associated with interference analysis
in 802.11a systems, including multi-source interference co-
existence and dynamic interference prediction, and highlight
promising future research directions.

The rest of this paper is organized as follows. Section
IT introduces the background of channel propagation charac-
teristics and IEEE 802.11a transmission process. Section III
presents the channel modeling and multiplicative interference
analysis. The additive interference is provided in Section
IV. Section V analyzes the impact of interference on signal
characteristics. Section VI highlights open problems and future
research directions, while Section VII concludes the paper. The
organization of this paper is illustrated in Fig. 1.

II. BACKGROUND
A. Wireless Signal Propagation

Wireless signal propagation is determined by the physical
behavior of electromagnetic waves, which carry and modulate
information through parameters like amplitude, frequency,
phase, and time delay [15]. Electromagnetic waves are a
type of wave phenomenon formed by the mutual coupling
of electric and magnetic fields. Information is loaded onto
the carrier frequency of electromagnetic waves using various
modulation techniques for signal transmission. Electromag-
netic waves can be theoretically modeled using Maxwell’s
equations, which provide a formal representation of key
propagation phenomena in wireless communication channels,
including wave superposition effects, wave diffusion effects,
and boundary propagation effects. Each of these phenomena
is described below [16].

o Wave Superposition Effect Interference is a direct
consequence of the principle of wave superposition and
relies on the phase and amplitude of multiple electro-
magnetic waves [17]. When the peaks and troughs of
two or more signals align, the intensity of the resulting

superimposed signal increases, leading to constructive
interference. In contrast, when the peak of one signal
aligns with the trough of another, the intensity of the
superimposed signal decreases or may cancel out entirely,
resulting in destructive interference.

o Wave Diffusion Effect Wave diffusion describes the
dispersive characteristics of wave propagation in the
presence of obstacles and heterogeneous media, leading
to deviations in signal paths and attenuation of signal
strength. When the size of an obstacle or aperture exceeds
the wavelength, large-scale diffraction phenomena occur
[18]. Conversely, when the dimensions of scatterers are
much smaller than the wavelength, small-scale scattering
phenomena arise [19]. The change in refractive index
causes the wave direction to shift, as described by Snell’s
law. This shift in direction is significant in atmospheric
propagation, where layered gradients alter signal paths
[20].

o Boundary Propagation Effects Boundary propagation
effects encompass reflection and refraction phenomena,
which describe the propagation characteristics of waves
in different media. Reflection refers to the phenomenon
where part or all of the electromagnetic wave energy is
returned to the original medium when the wave encoun-
ters the boundary of a medium [21]. Refraction refers to
the bending of the wave’s propagation direction due to a
change in wave speed as the electromagnetic wave passes
through the boundary into a new medium [22].

These phenomena impact the instantaneous received signal
differently. When a clear Line-of-Sight (LOS) path exists
between the mobile device and the base station, diffraction
and scattering have minimal effects, and reflection does not
dominate signal propagation. In dense urban environments
or large metropolitan areas dominated by Non-LoS (NLOS)
conditions, diffraction and scattering become the primary
mechanisms affecting the signal propagation path [15].

B. IEEE 802.11a Physical Layer Transmission Process

The IEEE 802.11a standard undergoes a comprehensive
Physical Layer transmission process to facilitate efficient wire-
less communication. This process can be broadly categorized
into the following stages:

e Channel Encoding By adding redundancy for error
detection and correction, channel encoding converts data
bits into encoded bits.

o Signal Modulation Signal modulation converts bit data
into symbols using the quadrature phase shift keying
(QPSK) or the quadrature amplitude modulation (QAM).

o Wireless Channel Physical Layer Transmission At the
transmitter, processed data is mapped to OFDM symbols
and converted into time-domain signals via the inverse
fast Fourier transform (IFFT). The time-domain signals
propagate through the wireless channel with various in-
terferences, causing random changes in amplitude, phase,
frequency and delay.
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Fig. 2. Different types of multiplicative interference.

o Signal Demodulation After channel decoding, OFDM
symbols are converted to the frequency domain using
FFT.

o Channel Decoding The received signals are synchro-
nized and decoded to correct errors from interference and
noise during transmission.

In wireless channel propagation, signal impairments can be
categorized into two primary types: multiplicative interference
and additive interference. Additive interference is regarded as
background noise inherent to the propagation environment and
persist regardless of whether a signal is being transmitted.
These perturbations contribute to the overall noise floor, affect-
ing the signal-to-noise ratio (SNR) and potentially degrading
the quality of the received signal. In contrast, multiplicative in-
terference depends on the signal’s propagation behavior. These
impairments arise from phenomena such as fading, shadowing,
and multipath propagation, where the signal’s amplitude and
phase are altered due to interactions with the environment.
Therefore, the signal transmission process through the wireless
channel can be modeled as

where Y, denotes the received signal at subcarrier m and X,
denotes the transmitted signal. The channel response C,, is
determined by the multiplicative interference generated during
signal propagation. The term W, represents the effects of the
additive interference, which is typically modeled as additive
white Gaussian noise (AWGN).

III. CHANNEL MODELING AND MULTIPLICATIVE
INTERFERENCE

Channel modeling aims to characterize the time-varying
and frequency-selective characteristics of signals during prop-
agation. These characteristics constitute the channel state
information (CSI), which represents a combination of various
multiplicative interferences. Based on the different scopes and
variation rates, the multiplicative interferences can be further
classified into large-scale fading and small-scale fading, as
shown in Fig. 2. Detailed descriptions are provided in the
following subsections.

A. Large-Scale Fading

Large-scale fading exhibits a slow-varying nature and results
in a reduction in the average signal power over large spatial
and temporal scales. In IEEE 802.11a systems operating in the
5 GHz band, large-scale path loss is primarily determined by
path loss, penetration loss, and shadowing effects. Since the
frequency of 5 GHz is higher than that of 2.4 GHz, the shorter
wavelength of 5 GHz signals leads to greater penetration loss
when passing through walls and other obstacles, resulting in
higher overall path loss.

1) Free-Space Path Loss

The free-space path loss (FSPL) describes the theoretical
minimum path loss for the a signal propagating through free
space due to the spreading of electromagnetic wavefronts [23].
It assumes ideal LoS conditions without obstacles, reflections,
or atmospheric effects. The FSPL in decibels (dB) is mathe-
matically expressed as

PLyspi(d, £)=201ogo(d)+201logo(f)+32.44- GG, (2)

d is the distance between the transmitter and receiver, f
is the carrier frequency in megahertz (MHz), G; and G,
represent the transmitter and receiver antenna gains in decibels
(dB), respectively, and 32.44 is a constant that accounts for
the unit conversion from meters and Hertz to kilometers
and megahertz. For higher frequencies, such as the 5 GHz
band used in IEEE 802.11a, this model predicts significant
attenuation, which is important for network planning in high-
frequency systems.

2) General One-Slope Path Loss

The general one-slope (OS) path loss establishes a linear
relationship between the path loss and the logarithm of the dis-
tance d between the transmitter and receiver [24]. It is typically
used as a baseline for estimating path loss in environments
with little obstruction. The basic form of the one-slope path
loss PL,, at a distance d is given by:

d
PLys(d) =1p+ 10 -+ -logy, () , 3)

do
where [y is the reference path loss at a reference distance d, v
is the path loss exponent, which depends on the environment
(typically ranging from 2 in free space to 4 or more in urban
environments), and d; is the reference distance, often set to 1
meter. This model is straightforward and easy to implement,
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but it does not account for the impact of different propagation
environments over varying distances.

3) Modified Two-Slope Path Loss

Breakpoints in wireless propagation divide the channel into
two regions with distinct propagation characteristics [25].
Before the breakpoint, signal attenuation occurs gradually
with increasing distance. However, beyond the breakpoint,
signal attenuation becomes significantly more rapid as distance
increase further. The modified two-slope (TS) path loss is
an extension of the OS model that accounts for the impact
of different propagation environments over varying distances
[26]. The formula for the modified TS path loss model is
expressed as

PLy(d) =

{zo + 1071 log;(d), d < dp,

“4)
lo + 1071 logy o (dp) + 1072 logyg (d%) , d>dp,

where ;3 and <, are the path loss exponents for the first
segment (d < d) and the second segment (d > dp),
respectively, and d; is the break point distance where the
propagation environment changes.

4) Classical Multi-Wall Penetration Loss

The classical multi-wall (MWC) path loss model was in-
troduced by adding an extra attenuation term to the general
OS model, representing the losses caused by walls and floors
penetrated by the direct path between the transmitter and the
receiver [27]. The model is expressed as

w
PLyuwe(d) = PLog(d) + e + > kuili, 5)
i=1

where [. is a constant representing the baseline attenuation,
ki 1s the number of penetrated walls of type ¢, [; is the
attenuation due to a wall of type ¢, and W is the total number
of wall types considered.

5) Shadowing Effect

The shadowing effect arises due to the presence of large
obstacles, such as buildings, trees and terrain features, along
the propagation path between the transmitter and receiver [28].
These obstacles partially or completely block the transmission
link, causing signal power to attenuate through mechanisms
such as absorption, reflection, scattering and diffraction. Un-
like the path-based deterministic function used to model path
loss, the shadowing effect can be considered a random varia-
tion superimposed on the existing attenuation, which quantifies
the impact of varying environmental obstacle distributions
between a fixed transmitter and receiver pair.

To account for the randomness, the random variable of the
shadowing effect &, is modeled as the log-normal distribution
[29], i.e.,

(&) ~ N (p, %), 6)
and the probability density function (PDF) is given by

n PR
fss<ws>=ﬁexp (—W)”)) 7

202

where x, denotes a specific realization of the random variable
&, o is the mean of the logarithmic values, and o is the
standard deviation of the logarithmic values.

The received signal power P, in a propagation model
is typically expressed as the combination of path loss and
shadowing effect, given by:

P, =P, -PL(d)- &, (8)

where P; is the transmit signal power, PL(d) represents the
path loss at a distance d that computed utilizing the above
deterministic path loss models, & = 1055 is a shadowing
factor, &, is a normal random variable with zero mean and
variance o2. Alternatively, the expression can be written in
logarithmic form as P,.(dB) = P,(dB) — PL(dB) + &,.

B. Small-Scale Fading

Small-scale fading refers to the rapid variations in signal
amplitude and phase caused by multipath propagation and
Doppler effects in the propagation environment. In contrast to
the random variations of shadowing effect, small-scale fading
is characterized by more rapid spatial random variations in
signal power. Channel models such as Rayleigh, Rician and
Nakagami-m distributions are commonly used to characterize
the small-scale fading in IEEE 802.11a deployments [30].

1) Multipath Fading

Multipath fading arises due to the reflection, diffraction
and scattering of signals off environmental obstacles, result-
ing in multiple signal paths that interfere constructively or
destructively at the receiver [6]. This phenomenon is typically
represented by the multipath fading channel response:

L,
Cmut(t) =Y 0id(t — 7,), ©)
i=1

where L,, is the total number of multipath components, «;
represents the amplitude (or path gain) of the ¢-th path, and
7; denotes the time delay of the i-th path. These effects
introduce delay spread and frequency-selective fading, which
distort signals and degrade performance, especially in high-
speed environments [31].

2) Rayleigh Fading

The Rayleigh fading is widely applied in NLoS conditions,
where the received signal is the sum of multiple scattered
components, each with random amplitude and phase [32],
[33]. The complex channel response for Rayleigh fading is
expressed as [34]

Cray(t) = > hie!”", (10)
where ¢ is the time variable, h; is the amplitude of the -
th multipath component, j = \/—1 is the imaginary unit in
complex numbers, and ¢; is the i-th random phase offset.
Based on the polar coordinating of a complex random process,
we can observe envelope and phase variations of the fading.
The probability density function (PDF) of the amplitude h
follows a Rayleigh distribution, which can be obtained as

.2
fray(r)zée_m, 7"20, (1])
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where the average received signal power is given by

1 o0
Q=2 > A,

i=—00

(12)

These characteristics make the Rayleigh model an essential
tool for evaluating IEEE 802.11a systems deployed in urban
or indoor environments where signals experience extensive
scattering.

3) Rician Fading

The Rician fading is used in environments where there is
a dominant LoS component, capturing both the deterministic
LoS signal and the random scattered components [30], [35].
The complex channel response for Rician fading is expressed
as [36]

oo
Cric(t) = hdej(bd + Z hiejd)iv

1=—00

13)

where hg is the amplitude of the direct path, ¢, is the phase
of the direct path. Let 24, represent the power of the LoS
component and €2,..q = o2 be the total power of the scattered
components. The Rician factor can be represented by the
following power ratio:
K — Qdir _ LZ )
Qrad 20 2
The PDF expression of the received signal amplitude A in the
Rician fading is given by:

2 2
Q:ﬂad P < 2élrad - K) IO <29Ii:d >’ (1>
where r is the amplitude of the received signal, Iy(-) is the
modified Bessel function of the first kind and zero order.
This model is particularly applicable in environments with a
dominant LoS path along with multipath scattering, such as
outdoor or suburban wireless communication systems, where
a higher value of K signifies a stronger LoS component.

4) Nakagami-m Fading

The Nakagami-m model offers flexibility in modeling fading
severity, making it suitable for a wide range of environments,
from strong LoS to severe multipath scenarios [5], [37], [38].
The complex baseband gain ¢(t) of the Nakagami-m channel
is defined as [39]

(14)

fric (T) -

Cna(t) = V3 LD (T)m/g v (16)

I'(m) Q

where m is the fading parameter (also called the shape
parameter) with m > 0.5, Q = E[r?] represents the average
power of the signal and I'(m) is the Gamma function. When
m = 1, it corresponds to Rayleigh fading, and when m > 1,
it describes a more stable channel with reduced fading. (2
represents the average received power, which is the second
moment of the Nakagami-m distribution. The PDF of the
signal amplitude h in the Nakagami-m fading is given by [39]

2mmp2m-t me?
— e
I'(m)Qm '

fnak(r) = r >0, (17)
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Fig. 3. Combined effects of path loss, shadowing effect and multipath fading.

This model is particularly useful for IEEE 802.11a systems
operating in the 5 GHz band, effectively capturing varying
fading conditions in environments like indoor office spaces
and outdoor urban settings.

5) Doppler Effect

In 802.11 networks, the Doppler shift leads to signal distor-
tion, reduced throughput and increased error rates, especially
in high-speed scenarios [40]-[42]. Doppler frequency shift
occurs when the relative motion between the transmitter and
receiver which leads to either a frequency increase or decrease
depending on the direction of motion. This is a critical issue
in high-speed scenarios, such as vehicular or aerial networks.

This Doppler effect can be multiplicatively superimposed on
the channel response, leading to the stretching or compression
of the signal spectrum [43]. For example, a Rician channel
with the superimposed Doppler effect can be expressed as [44]

Cdop(t) = Z hiejQWth Cosai-"—jmv (18)

i=—00

)
cdo;,,(t):hdej%tff’ cosad+j¢d+ E hiejQﬂ'th cosei+j¢i,
1=—00

19)

where the term fp cosfy and fp cos6; denote the Doppler
frequency offset with respect to the motion of the mobile unit,
04 and 6; are the angles of arrival (AoAs) at the direct path
and the i-th multipath, respectively. where fp represents the
maximum Doppler frequency shift and is calculated as

Ve,
fD: : 'an
Vo

(20)

where v, ,. is the relative velocity between the transmitter and
receiver, vy is the speed of light and fy is the transmitted
signal frequency. The power spectral density (PSD) of the
Jakes Doppler spectrum is used to model the Doppler spread
in wireless channels. The formula is given as

Sp(f) = ! < o

wioyf1- (£)"

21



JOURNAL OF NETWORKING AND NETWORK APPLICATIONS, VOLUME 4, ISSUE 4, DECEMBER 2024 183

COMPARISON OF PATH LOSS, SHADOWINGTTAABI\]I_IIE‘SIMALL—SCALE FADING CHARACTERISTICS
Attributes Path Loss Shadowing Small-Scale Fading
Attenuation Large Medium Small
Variation Fixed Random Random
Distribution Deterministic Function Log-normal Rayleigh or Rician
Range of Effect 10 m ~ 10000 m 20 m ~ 200 m 1cm~ 10 m

This model applies to |f| < fp, where the power spectral
density follows an inverted semi-elliptical distribution, with
lower power density near the maximum Doppler shift.

Finally, we illustrate the combined effects of path loss,
shadowing, and small-scale multipath in Fig. 3. It is evident
from the figure that the magnitude of path loss is a determin-
istic function that attenuates with increasing distance, whereas
shadowing and small-scale fading introduce superimposed
random perturbations. Specifically, path loss exhibits slower
variations, while shadowing and small-scale fading occur at
faster rates [29]. Furthermore, we provide a comparison of the
characteristics of path loss, shadowing, and small-scale fading
in Table L.

IV. ADDITIVE INTERFERENCE

Additive interference refers to disturbances that are directly
superimposed on the received signal during propagation. The
primary sources of additive interference are inherent physical
phenomena within the propagation environment or communi-
cation system, which persist regardless of whether a signal
is being transmitted. Detailed descriptions of the additive
interference are provided in the following subsections.

A. Thermal Noise

Thermal noise in wireless channels is attributed to the
natural thermal energy present in the propagation medium
of electromagnetic waves. As electromagnetic waves travel
through the atmosphere, the thermal agitation of charged
particles, such as electrons, ions and molecules, within the
medium introduces random fluctuations in the electric field.
This type of random, continuous fluctuation with a stable
power spectral density is modeled as standard AWGN [45],
[46], i.e.,

wtem(t) ~ N(07 Ptem)7 (22)

which is superimposed on the received signal as a persistent
background noise. The variance P, of the noise is directly
related to the total thermal noise power, which is determined
by the Nyquist formula:

Piem =k-T- B, (23)

where k is the Boltzmann constant, equal to 1.38 x 10723
J/K, T is the absolute temperature in kelvin (K) and B is the
system bandwidth in hertz (Hz).

Thermal noise reduces SNR of the communication system,
thereby reducing the clarity of the transmitted signal and
increasing the bit error rate [47]. Since the kinetic energy

of these particles depends on temperature and bandwidth, the
effect of thermal noise is particularly pronounced in high-
frequency systems, where higher bandwidth and temperature
exacerbate the reduced transmission performance [48].

B. Adjacent Channel Interference

Adjacent channel interference (ACI) in the context of IEEE
802.11a systems arises when power from adjacent frequency
channels leaks into the desired communication channel. This
leakage occurs typically due to imperfections in the limited
channel isolation, non-ideal filtering and partial overlap of
spectrum, although the signal subcarriers are orthogonal in
802.11a systems [33]. The primary result of ACI is signal
distortion, which degrades the overall signal quality [49]. This
effect is especially problematic in densely packed frequency
bands, as signals from neighboring channels overlap, causing
further degradation and an increase in error rates. The ACI at
a given terminal can be represented as [8], [9], [50], [51]:

Waci = Z (P);?B + POOB> “PLos(d) - &, (24)
i=1
where m is the number of interference sources, n is the
adjacent channel selectivity of a desired terminal, P;p and
Poop are the in-block and out-of-block power, and &; is
an identical lognormal random variable for shadowing. The
random variable of ACI follows the weighted log-normal PDF
[52]:

al 1 (Inz — u;)?
o)=Y o (). 9

where z is the received interference signal power, N is the
number of log-normal distributions, y; and o; are the mean
and standard deviation of the ¢-th log-normal distribution, w;
is the weight of the i-th log-normal distribution satisfying

Z?:l w; = 1.

C. Co-Channel Interference

Co-channel interference (CCI) refers to the interference
caused by the overlap of multiple signals under spectrum
reuse and is a common type of interference in cellular and
WLAN systems [50], [53]. It arises due to the uncertainty in
the number and spatial distribution of communication nodes,
as well as the imperfections in spectrum sensing mechanisms
[54]-[57]. As a result, a single receiver inevitably receives co-
channel interference signals from multiple unintended trans-
mitters operating in the same frequency band. The severity
of CCI is influenced by several factors, including the power
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of the interfering signals and the density of the transmitter
distribution [58]. Let I and J are the total numbers of disjoint
regions along the angle and radius axes, the total CCI at
the receiver can be expressed as the sum of interference
contributions from all spatial regions:

1

J
wcci(t) = Z Z Sij(t) 'gij(t) . PL(t) . 1()§1*%7

i=1 j=1

(26)

where the signal power of the interference node in region (3, j)
can be represented by

5i(t) = Pije” s, (27)

where P;; is the transmit power of the interference node, « is
the attenuation factor that models the exponential decay of the
signal with distance, d. ;; is the Euclidean distance between
the interference node and the receiver, PL(t) is the path loss
function of distance, and the shadowing effect &, is a normally

distributed random variable with mean zero and variance o?.
The indicator function g;;(t) is given by
1, if the interference transmits a signal
gij(t) =9 . T (28)
0, otherwise,

where g;;(t) takes the value of 1 if an interference node in
region (¢, j) transmits a signal and 0 if no interference occurs
from that region.

In 802.11 networks, CCI significantly impacts the through-
put of the system, particularly in high-density environments
where multiple access points (APs) share the same frequency
bands. Insufficient isolation between transmitters results in se-
vere throughput degradation, as multiple signals from different
transmitters interfere with each other, causing data collisions
and retransmissions. The resulting interference leads to a
reduction in the effective data rate and an increase in packet
loss [59].

D. Inter-Symbol Interference

Inter-Symbol Interference (ISI) occurs when multiple sym-
bols transmitted over a communication channel overlap with
each other due to the dispersive nature of the channel [60]-
[64]. This interference is caused by factors such as multi-path
propagation, limited channel bandwidth and filter mismatch.
ISI results in the distortion of the received signal, thereby
reducing the system’s bit error rate (BER) performance. The
mathematical model for the received signal in the presence of
ISI can be expressed as

K
wisi(t) = Y wpc(t — kT), (29)
k=1
where K is the total transmit time, xj; is the transmitted
symbol at time k7', ¢(t) is the impulse response of the channel
and 7' is the symbol duration.
For simplicity, we consider only the impact of the previous
and next symbols on the current symbol. The received signal
y(t) can be written as

y(t) = zoct) +x—1c(t+T)+ xzpic(t —T), (30)

where g c(t) is the desired component from the current
symbol, x_1 h(t+T') represents ISI from the previous symbol,
211 h(t — T) denotes ISI from the next symbol.

E. Electromagnetic Interference

Electromagnetic Interference (EMI) arises from external
electromagnetic sources unrelated to the communication sys-
tem, such as industrial equipment, power lines, or other
wireless communication devices [65], [66]. These sources
generate unintended electromagnetic fields that interfere with
wireless communication systems by introducing distortions or
noise into the communication channel. EMI typically exhibits
varying frequency characteristics and amplitude depending on
the source, which can be modeled as [67]

N
Weomi = Z hi(t) - e*j27r~femi-t+¢i, (31)
i=1

where the parameter h;(t) represents the path gain for the ith
interference path, accounting for the propagation properties
of each path. The term f.,,; denotes the central frequency
of the interfering electromagnetic signal, which determines
the spectral characteristics of the EMI. The parameter ¢;
represents the phase shift of the sth path, modeled as a uni-
formly distributed random variable to reflect the randomness
of the phase changes. The number of paths N depends on
the environmental factors such as reflections, diffractions and
scatterings within the wireless channel. In the presence of
the additive interference EMI, the received signal y(t) is
represented as [68]

y(t) = c(t) - z(t) + Wemi,

where ¢(t) is the gain for the desired signal path, x(t) is the
transmitted signal.

(32)

V. IMPACT OF THE INTERFERENCE ON SIGNAL
CHARACTERISTICS

The impact of interference can be quantified as a complex-
valued gain, which characterizes channel state information
by introducing random variations in signal amplitude, phase,
frequency, and time components. To evaluate the impact, in
this section, we first model the propagation signal on the I-Q
plane as shown in Fig. 4. Then, we analyze how additive and
multiplicative interference affect the key signal characteristics.

A. Propagation Signal Representation

Without loss of generality, the transmitted signal z(t) can
be represented as a complex signal:

o(t) = I + jQu = hye??", (33)

where I, and @, are the in-phase and quadrature components
of the signal, h, is the amplitude, and ¢, is the phase. The
amplitude and phase are given by

he =12+ Q2%, ¢, =tan"* (%) )

x

(34)
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t1]

Fig. 4. The mapping of the original signal on the I-Q plane.

To model the multiplicative interference, we consider the chan-
nel gain ¢(t) as a time-varying random process that directly
multiplies the transmitted signal. Thus, the received signal y/(t)
under the influence of the multiplicative interference can be
expressed as

y(t) = c(t)x(t), (35)
where ¢(t) is a complex-valued random variable, which can
be decomposed as

c(t) = he(t)e??®), (36)

where h.(t) denotes the amplitude fluctuation caused by large-
scale fading, shadowing, or fast fading, and 6.(t) represents
the phase fluctuation induced by random phase shifts from
multipath propagation or Doppler effects. Therefore, the re-
ceived signal can be rewritten as

y(t) = he(t)e??Da(t) = he(t) - by - @H0O)  (37)

For analysis purposes, h.(t) is typically modeled as a Rician
or Rayleigh random variable, and 0.(¢) is often modeled as a
uniform random variable on [0, 27).

The additive interference w(t) can be also represented as a
complex noise with two components:

U}(t) =1Ly +jQw7 (38)

where I,, and @, are the in-phase and quadrature com-
ponents of the additive interference, which are independent
Gaussian random variables with zero mean and variance o2,
ie., I,,Qu ~ N(0,02). The received signal y(t) under the

influence of noise can be written as

y(t) = z(t) +w(t) = (Lo + Lw) +J(Qz + Qu).  (39)

This equation shows that the noise shifts the position of the
original signal z(¢) on the I-Q plane by ([,,Q), which
affects its amplitude, phase, frequency and time delay.

B. Impact of the Multiplicative Interference
1) Amplitude
The amplitude h’ of the received signal y(t) is affected by
the channel gain c(t). If the transmitted signal has amplitude
h, then the amplitude of the received signal becomes:

h/ = ‘hlarge(t) hsmall (t)| . hz (40)

The large-scale fading component Ajqree(t) can be modeled as

1
Plarge (t) = Tn
where d is the distance between the transmitter and receiver, n
is the path loss exponent and X, is a Gaussian random variable
representing shadowing. The small-scale fading component
hsman (t) is often modeled as Rayleigh or Rician distributed,
depending on the presence of a LoS path. This causes random
variations in amplitude, leading to deep fades that affect the
quality of the received signal.
2) Phase
The phase ¢ of the received signal y(t) is altered by
the phase component of the channel gain c(t). If ¢(t) =
|he(t)]e7%(®), the received signal becomes:

y(t) = |he()] &%V a(t) = hy [he(t)] =00 42)

The phase shift A¢ introduced by the channel can be ex-
pressed as

Xo
10716, 41)

A = 0.(1). (44)

This phase shift depends on the multipath components, as
each path may introduce a different delay and phase shift. In
Rayleigh fading, 0..(¢) is uniformly distributed between [0, 27],
leading to random changes in the signal’s phase. For phase-
modulated systems (like QPSK), this phase shift can cause
errors in the demodulation process.

3) Frequency

The impact of multiplicative interference on signal fre-
quency is primarily caused by Doppler shift. The frequency
shift Af = ”;—OT - fo is caused by the relative movement
between the transmitter and receiver. The transmitted signal
is represented as

z(t) = hy cos(2m fot + ), (45)

and the received signal under multiplicative interference can
be given by

y(t) = hq cos (2m(fo + Af)t + ¢a) - (46)

The frequency offset fy shifts the carrier frequency, causing
frequency errors that affect synchronization and symbol detec-
tion. These errors are significant in high-mobility scenarios,
such as vehicles or mobile devices in motion.

4) Time Delay

Time delay is caused by multipath propagation, where each
path introduces a different delay 7;. The received signal is the
superposition of multiple delayed copies of the original signal:

L
y(t) = hiz(t —7), (47)
i=1
where L,, is the number of multipath components, h; is the
amplitude of the i-th path and 7; is its corresponding delay.
These delays cause ISI, which occurs when delayed copies
of previous symbols interfere with the current symbol. The
total delay spread is defined as the difference between the
arrival times of the earliest and latest paths. Delay spread is a
major factor in determining the cyclic prefix length in OFDM
systems.
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C. Impact of the Additive Interference

1) Amplitude

The amplitude h of the received signal y(¢) is the distance
from the origin to the point (I, + I, Q. + Q) in the I-Q
plane and it can be calculated as

h/ = \/(Ix + Iw)2 + (Qm + Qw)2~

If the noise is small relative to the signal, we can expand
the amplitude using a first-order Taylor approximation. The
change in amplitude Ah can be approximated as

VE+QE

where h, = \/I2 + Q2 is the original amplitude. This formula
indicates that the change in amplitude depends linearly on the
noise components [, and @Q),,. Geometrically, this means that
the star points in the I-Q plane will "move” away from their
ideal positions and in amplitude modulation (AM) systems,
this can lead to misinterpretation of the signal.

2) Phase

The phase ¢ of a signal is the angle between the I-axis and
the vector connecting the origin to the point (I, + I, Q. +
Q). The phase ¢ of the received signal y(t) is given by:

¢ =tan~? (%: ig;u) :

(48)

Ah=h —h, (49)

(50)

The change in phase A¢ caused by noise can be approximated
using a first-order Taylor expansion around (I, Q) as

/ lez_IwQ:r
Ap=0¢ _¢IWW

This formula indicates that the phase shift is influenced by
both the in-phase noise I, and the quadrature noise @Q,,. In
the I-Q plane, this means the position of the star points will
rotate around the origin. For systems like Phase Shift Keying
(PSK), which rely on phase detection, even a small change
in phase can cause errors in symbol detection, leading to an
increased BER.

3) Frequency

Although additive interference does not directly alter the
carrier frequency fo, it indirectly impacts the frequency esti-
mation of IEEE 802.11a OFDM systems, resulting in carrier
frequency offset (CFO). The transmitted signal can be modeled
as

(51

x(t) = hy cos(2m fot + ¢s), (52)

and the received signal under multiplicative interference can
be given by

Y(t) = hy cos (2m(fo + Af)L+ ¢) +wy(t), (53)

where the noise wy(t) introduces randomness in the frequency
estimation process. Due to the fact that frequency is the time
derivative of phase:

_

the accumulated phase error can introduce a frequency error in
the time domain. The relationship between phase disturbance,
phase rate error, and frequency error can be expressed as:

Ad(t) = Ag(t) = Af. (55)

If a frequency tracking system, such as a PLL, is used to
estimate the frequency, the additive interference will introduce
errors in the phase estimate, which indirectly results in fre-
quency errors. This leads to frequency jitter in systems like
Frequency Shift Keying (FSK). The frequency error A f can
be modeled as a zero-mean Gaussian random variable whose
variance is proportional to SNR. The variance of frequency

error J? can be approximated as

9 1
71T SNR - Topy’
obs
where T, 1s the observation time and SNR is the signal-to-
noise ratio.
4) Time Delay
Time delay is a critical parameter in time-of-arrival (TOA)
and time-difference-of-arrival (TDOA) positioning systems.
The received signal with time delay 7 is modeled as

y(t) = z(t — 7) + w(t).

If the additive interference w(t) is present, it affects the
detection of the signal’s arrival time. Positioning systems
typically use cross-correlation methods to estimate the time
delay 7. The cross-correlation function R(7) between the
transmitted signal x(¢) and received signal y(t) is given by:

R(r) = / 2(t) y(t + 7) dt.

The position 7, of the peak of R(7) indicates the time delay.
However, when noise w(t) is present, the peak location of the
cross-correlation may shift, leading to an estimation error A7.
This error can be approximated as
w(t)
AT ~

atR(T) ’
where 0;R(7) is the time derivative of the cross-correlation
function. The precision of time delay estimation depends on
SNR. Higher SNR leads to smaller errors in delay estimation,
while lower SNR increases the delay variance.

(56)

(57)

(58)

(59)

VI. CHALLENGES AND FUTURE RESEARCH DIRECTIONS
A. Challenges

1) Dynamic and Complex Channel Molding

Wireless channels are inherently dynamic and are influenced
by various interference sources, including multipath propa-
gation, Doppler effects, and environmental changes. These
characteristics introduce significant challenges in accurately
modeling channel behavior. In urban and public environment,
overlapping signals and user mobility further deteriorate the
complexity of channel modeling [69]. Traditional channel
models struggle to address these challenges effectively. Ad-
vanced geometric and stochastic models are required to capture
the intricate behavior of dense network environments and
provide accurate predictions of channel behavior [70].
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2) Real-Time Interference Suppression

Due to rapidly changing channel conditions and high mo-
bility, there are additional complexity introduced in dynamic
communication scenarios, such as vehicular, mobile users and
drone networks [71]. Real-time suppression of intercarrier
interference is one of the primary challenges in these sce-
narios. Techniques such as reinforcement learning and adap-
tive filtering have shown promising potential for interference
suppression. However, their high computational complexity
poses significant challenges for large-scale deployment [72].
To address this issue, it is essential to design flexible and
adaptive algorithms that achieve a balance between interfer-
ence characterization and latency requirements.

3) Interference Analysis and SNR Degradation

Additive interference plays a critical role in degrading the
SNR in IEEE 802.11a systems, directly affecting signal quality
and throughput [73]. The Gaussian approximation of inter-
carrier interference has proven effective in estimating error
probabilities under fading conditions [74]. However, as noise
levels increase, the accuracy of these approximations dimin-
ishes, leaving room for improvement in interference estimating
techniques. Furthermore, in high-density environments, the
coexistence of CCI and ACI exacerbates the issue, demanding
advanced mitigation strategies.

B. Future Research Directions

1) Advanced Channel Modeling

The machine learning-based channel modeling can signif-
icantly enhance the performance of adaptive communication
systems by providing real-time insights into channel dynam-
ics. Moreover, advanced geometric modeling captures spatial
propagation characteristics, while stochastic modeling better
represents random channel behaviors. Combining these two
approaches can effectively improve modeling accuracy and
enhance the representation of complex channel dynamics. Ad-
ditionally, layered channel modeling that integrates different
large-scale and small-scale channel characteristics offers a
practical approach to adapt to complex network environments.

2) Emerging Technologies Integration

The integration of IEEE 802.11a systems with emerging
technologies such as reconfigurable intelligent surfaces (RIS)
and terahertz communication offers new opportunities for
interference suppression and channel reconfiguration. These
technologies enable dynamic control of the wireless environ-
ment, allowing for improved signal quality and reduced inter-
ference. To further suppress interference, developing efficient
adaptive algorithms that balance interference characterization
and latency optimization is essential. Additionally, distributed
interference management frameworks can be implemented in
large-scale networks, leveraging collaborative node manage-
ment and physical layer technology to minimize interference
and enhance overall network efficiency.

3) Cross-Layer Optimization

Based on the interference analysis, cross-layer optimization
integrates physical, MAC, and application layers to address
SNR degradation and secure communication, fully leveraging
the capabilities of IEEE 802.11a systems. At the physical

layer, techniques such as secure beamforming, channel coding,
and source coding are essential for mitigating interference and
improving signal reliability. The MAC layer further enhances
these efforts through dynamic spectrum allocation, time-slot
scheduling, and power control, ensuring efficient resource uti-
lization and minimizing interference. While these techniques
focus on improving SNR, cryptographic encryption in the
application layer plays a complementary role by safeguard-
ing transmitted data and enhancing overall communication
security. As a result, the coordinated design of these tech-
nologies across layers enables robust interference suppression,
improved SNR, and secure communication in dynamic and
high-interference environments.

VII. CONCLUSION

In this paper, we provided a comprehensive review of chan-
nel modeling and interference mechanisms in IEEE 802.11a
wireless communication systems. Based on different interfer-
ence sources, we categorized existing interference into two
multiplicative interference and additive interference. Specif-
ically, we first analyzed the characteristics of multiplicative
interference, which includes large-scale fading caused by path
loss and shadowing, as well as small-scale fading induced by
multipath propagation and Doppler effects. We then examined
additive interference, which was further classified into thermal
noise, ACI, CCI and EMI. For each type of interference, we
analyzed its impact on critical signal characteristics, including
amplitude, phase, frequency, and time delay. Some future
research directions were also suggested in this paper to address
key challenges, such as multi-source interference coexistence,
dynamic interference prediction, and adaptive channel model-
ing. This paper will provide valuable references for research
on backward compatibility of legacy IEEE 802.11a wireless
communication systems in modern networks.
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