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Aims and Scopes 
The rapid evolution of communication networks toward highly programmable, 
virtualized, cloud-native, and intelligent infrastructures has transformed the design, 
deployment, and operation of modern networking systems. Technologies such as 
Software-Defined Networking (SDN), Network Function Virtualization (NFV), 
network slicing, intent-based networking, Quantum Networking, and AI-driven 
network management are enabling unprecedented flexibility, scalability, and 
automation in next-generation networks. While these advances offer significant 
operational benefits, they also introduce new security challenges arising from increased 
programmability, centralized control architectures, virtualization layers, multi-tenant 
environments, dynamic service orchestration, and software-defined control 
mechanisms. Ensuring the security, privacy, trustworthiness, resilience, and 
dependability of softwarized networks has therefore become a critical research priority 
for future Internet infrastructures, 5G/6G systems, industrial networks, and cyber-
physical systems. 
This Special Issue aims to bring together researchers, practitioners, industry experts, 
and policymakers to present cutting-edge research, innovative methodologies, practical 
solutions, and emerging trends addressing security challenges in softwarized 
networking environments. The issue seeks high-quality original contributions that 
advance the state-of-the-art in securing programmable, virtualized, autonomous, and 
intelligent networks. This Special Issue welcomes theoretical, experimental, 
simulation-based, and practical contributions covering, but not limited to the following 
topics: 
 
1. Security in Software-Defined Networking (SDN) 

• SDN control plane security  
• Secure SDN controllers and controller placement  
• East-West and North-South interface protection  
• Secure flow rule management  
• SDN attack detection and mitigation  
• Distributed denial-of-service (DDoS) defense in SDN  
• Threat modeling and vulnerability assessment in SDN environments  

2. Security of Network Function Virtualization (NFV) 
• Secure virtual network functions (VNFs)  
• VNF isolation and multi-tenancy security  
• NFV orchestration and management security  
• Hypervisor and container security  



• Secure service function chaining  
• Trust management in NFV infrastructures  

3. Programmable Data Plane Security 
• P4-based network security mechanisms  
• Security of programmable switches  
• Data plane monitoring and anomaly detection  
• Runtime verification of programmable forwarding behaviors  
• Secure in-network computing  

4. 5G, Beyond 5G, and 6G Network Security 
• Security of network slicing  
• Open RAN (O-RAN) security  
• Security in virtualized radio access networks  
• Secure service orchestration in 5G/6G  
• AI-native security architectures for 6G  
• Security challenges in ultra-low latency and massive IoT deployments  

5. Artificial Intelligence and Machine Learning for Network Security 
• AI-driven threat detection and response  
• Federated learning for network security  
• Explainable AI for security analytics  
• Adversarial machine learning in networking  
• Intelligent intrusion detection systems  
• Autonomous security orchestration and remediation  

6. Zero Trust and Identity-Centric Networking 
• Zero-trust networking architectures  
• Identity and access management  
• Continuous authentication and authorization  
• Trust frameworks for programmable networks  
• Policy-driven security management  

7. Secure Network Automation and Orchestration 
• Intent-based security management  
• Secure network automation frameworks  
• Policy verification and compliance  
• Security-aware orchestration  
• Autonomous network security operations  

8. Internet of Things (IoT) and Cyber-Physical Systems Security 
• Secure IoT networking architectures  
• Industrial IoT and Industry 4.0 security  
• Smart city network security  
• Secure edge intelligence  
• Trustworthy cyber-physical infrastructures  

9. Emerging Security Challenges 
• Quantum-safe networking security  
• Post-quantum cryptography for programmable networks  
• Digital twins for network security assessment  



• Security of autonomous and self-driving networks  
• Green networking and security trade-offs  
• Security for integrated terrestrial-satellite networks  
• Resilience against advanced persistent threats (APTs)  

10. Security Measurement, Verification, and Testing 
• Formal methods for network security verification  
• Security benchmarking and evaluation  
• Digital forensics in Softwarized networks  
• Security testing and penetration analysis  
• Network resilience and survivability assessment 
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Author’s Guidelines 
The submissions should follow the formatting guidelines of the Journal of Networking and 
Network Applications 
(https://iecscience.org/public/ueditor/php/upload/file/20200202/1580614065642302.zi
p). Any questions regarding this special issue should be sent to the guest editors. All 
submitted papers will be reviewed by at least three reviewers and selected based on their 
originality, significance, relevance, and clarity of presentation. The manuscript should be 
prepared in J-NaNA Latex standard and converted into a PDF for auto-submission system. 
Electronic papers should be submitted to the J-NaNA Submission System at 
https://www.manuscriptmanager.net/jnna.  
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 Post-Quantum Security,  
 Quantum-Safe Networking,  
 Zero Trust Networking,  
 Security Orchestration,  
 Network Slicing Security,  
 Open RAN Security,  
 Edge Computing Security,  
 Container Security,  
 Kubernetes Security,  
 AI for Cybersecurity,  
 Machine Learning for Network Security,  
 IoT Security,  
 Industrial IoT Security,  
 Cyber-Physical Systems Security, 
 Secure Telemetry,  
 Network Monitoring and Analytics. 
 
Publication Schedule 
Manuscript Submission Deadline: September 15, 2026 
Notification of Acceptance/Rejection/Revision: October 20, 2026 
Final Manuscript Due: November 20, 2026 
Tentative Publication Date: December 20, 2026 
 
Benefits of Publishing in a Special Issue 
 Ease of navigation: Grouping papers by topic helps scholars navigate broad scope journals 

more efficiently. 
 Greater discoverability: Special Issues support the reach and impact of scientific research. 

Articles in Special Issues are more discoverable and cited more frequently. 
 Expansion of research network: Special Issues facilitate connections among authors, fostering 

scientific collaborations. 
 External promotion: Articles in Special Issues are often promoted through the journal's social 

media, increasing their visibility. 
 Special Issues with more than 5 articles can be published, ensuring wide and rapid 

dissemination. 
 The Article Processing Charge (APC) for publication in this open access journal is No fee. 
 
 
J-NaNA’s homepage  

 https://iecscience.org/public/journals/J-NaNA 
 J-NaNA Submission System: https://www.manuscriptmanager.net/jnna 

https://iecscience.org/public/journals/J-NaNA
https://www.manuscriptmanager.net/jnna


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



